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Executive Summary

The National Missile Defense system under development by the United States would be ineffective
against even limited ballistic missile attacks from emerging missile states. Moreover, its deploy-
ment would increase nuclear dangers from Russia and China, and impede cooperation by these
countries in international effortsto control the proliferation of long-range ballistic missiles and

weapons of mass destruction.

The United States should reconsider itsoptionsfor countering the threats posed by long-range
ballistic missiles and shelve the current NMD plans as unworkable and counter productive.

The United States plans to decide in fall 2000
whether to begin deploying a limited national missile
defense (NMD) system. This system isintended to de-
fend US territory from limited attacks by tens of inter-
continental -range ballistic missiles armed with nuclear,
chemical, or biological weapons. Such attacks could
include adeliberate attack by an emerging missile state
that might acquire such missilesin the future; an acci-
dental, unauthorized, or erroneous attack by Russia; or
an attack by China.

The NMD system would use ground-based inter-
ceptor missiles to launch “kill vehicles,” intended to
destroy their targets by colliding with them in the
midcourse of their tragjectory, outside the earth’s atmo-
sphere. The system would track warheads using ground-
based radars and satellite-based infrared sensors, and
thekill vehicleswould useinfrared sensorsto home on
their targets. The planned system would be deployedin
phases, with the nominal capability of the system in-
creasing in each phase. If the United Statesdecidesthis
year to begin deployment, theinitial phaseisto be com-
pleted by 2005 and the full system by as early as 2010.

Thisreport examinesin detail whether the planned
NMD system would work against real world missile
attacks. It focuses on the effectiveness of the system
against the most commonly cited (and presumably the
least sophisticated) threat: attacks by emerging missile
states.

Whilethe number of attacking missileswould have
asignificant impact on the operational effectiveness of
the NMD system, of greater importance would be the
“countermeasures’ an attacker took to confuse, over-
whelm, or otherwise defeat the defense. The 1999

National Intelligence Estimate on the ballistic missile
threat to the United States—a document prepared by
the US intelligence community—stated that counter-
measures would be avail ableto emerging missile states.
Our study first considers the types of countermeasures
that a real adversary could use to counter the NMD
system, and that the system must therefore expect to
face. We then make a detailed technical assessment of
the operational effectiveness of the planned NMD sys-
tem against a limited attack using three specific coun-
termeasuresthat would be availableto any state ableto
deploy along-range ballistic missile.

Our analysis of the effectiveness of the NMD sys-
tem assumes it has all of the sensors and interceptors
planned for the full system to be deployed only by 2010
or later. However, countermeasures could be deployed
more rapidly and would be available to potential at-
tackers before the United States could deploy even the
much less capable first phase of the system.

The contributors to the study are all physicists or
engineers. Our analysis is based on an understanding
of basic physics and technology and uses only infor-
mation available in the open literature. This detailed
analysis is possible because the United States is now
so closeto potential deployment that it has selected the
specific interceptor and sensor technologies that the
NMD system would use. We do not believe that access
to classified information would in any significant way
alter our study or its conclusions.

The United States must assume that any potential
attacker would conduct a similar, although far more
sophisticated, analysis.
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Overall Findings and Recommendations:

(1) Any country capable of deploying a long-
range missile would also be able to deploy
countermeasures that would defeat the
planned NMD system.

Biological or chemica weapons can be divided into
many small warheads called “ submunitions.” Such sub-
munitions, released shortly after boost phase, would
overwhelm the planned defense. Moreover, there are
no significant technical barriersto their deployment or
use. Because submunitions allow for more effective
dispersal of biological and chemical agents, an attacker
would have a strong incentive to use them even in the
absence of missile defenses. The United States should
recognize that any long-range missile attack with bio-
logical or chemical agents would almost certainly be
delivered by submunitions, and that the NMD system
could not defend against such an attack.

An attacker using nuclear weapons could also de-
feat the planned system. An attacker could overwhelm
the system by using “anti-simulation balloon decoys,”
that is, by deploying its nuclear weapons inside bal-
loons and releasing numerous empty balloons along
with them. Or an attacker could cover its nuclear war-
heads with cooled shrouds, which would prevent the
kill vehiclesfrom detecting and therefore from homing
on the warhead.

Thus, wefind that the planned NM D system would
not be effective against the limited long-range missile
threatsit isintended to defend against—whether from
Russia, China, or emerging missile states. We also con-
clude that deploying the planned NMD system would
result in Russian and Chinese reactions that would de-
crease US security.

Deployment of the planned NMD system would of-
fer the United Statesvery little, if any, protection against
limited ballistic missile attacks, while increasing the
risksfromaother morelikely and more dangerousthreats
to USnational security.

Countermeasures

(2) The upcoming deployment decision will be
made on the wrong technical criteria.

The Pentagon will assess the technical readiness of the
system prior to the presidential deployment decision.
However, this assessment will consider only whether
thefirst phase of the system would be effective against
a threat with no credible countermeasures; it will not
consider whether the full system would be effective
against athreat with realistic countermeasures.

The United States cannot reasonably exclude the
issue of countermeasures from adecision to deploy the
first phase of the system. A sound understanding of this
issueisneeded before adeployment decision ismade—
even about the first phase. If—as this study finds—
even the full NMD system would not be effective
against an attacker using countermeasures, and an at-
tacker could deploy such countermeasures before even
the first phase of the NMD system was operational, it
makes no sense to begin deployment.

(3) A deployment decision should be postponed
until the system has been tested successfully
against realistic countermeasures such as
those described in this report.

Testsagainst realistic countermeasures will not be con-
ducted before the United States makes its planned de-
ployment decision. And it appears that such tests are
not even planned to take place before deployment of
theinitial phase of the system.

The United States should recognize that the planned
defense could not counter missiles armed with submu-
nitionsfilled with biological or chemical weapons, and
thus would provide no protection against the threat
posed by long-range missiles armed with biological or
chemical weapons. For thethreat of missilesarmed with
nuclear warheads, the United States should demon-
strate—first by analysis and then in intercept tests—
that the planned defense would be effective against re-
alistic countermeasures such as those we examine in
this study: anuclear warhead deployed with anti-simu-
lation balloon decoys, and a nuclear warhead covered
by a cooled shroud. This should be done before the
United States makes a commitment to deploy even the
first phase of the planned NMD system.



Detailed Findings

(1) The planned NMD system could be defeated
by technically simple countermeasures. Such
countermeasures would be available to any
emerging missile state that deploys a long-
range ballistic missile.

There are numerous tactics that an attacker could use
to counter the planned NMD system. None of these
countermeasures is new; indeed, most of these ideas
are as old as ballistic missiles themselves.

All countriesthat have deployed long-range ballis-
tic missiles (Britain, China, France, Russia, and the
United States) have devel oped, produced, and in some
cases deployed, countermeasures for their missiles.
Thereisno reasonto believethat emerging missile states
would behave differently, especially when US missile
defense devel opment is front-page news.

Many highly effective countermeasures require a
lower level of technology than that required to build a
long-range ballistic missile (or nuclear weapon). The
United States must anticipate that any potentially hos-
tile country developing or acquiring ballistic missiles
would have a parallel program to develop or acquire
countermeasuresto make those missiles effectivein the
face of US missiledefenses. Countermeasure programs
could be concealed from US intelligence much more
easily than missile programs, and the United States
should not assume that alack of intelligence evidence
isevidence that countermeasure programs do not exist.

Many countermeasures are based on basic physi-
cal principles and well-understood technologies. As a
consequence, a vast amount of technical information
relevant to building and deploying countermeasures is
publicly available. Any country capable of building a
long-range ballistic missile would have the scientific
and technical expertise, including people who have
worked on missilesfor many years, to exploit the avail-
able technologies. Moreover, a great deal of technical
information about the planned NMD system and its
sensors has been published. A potential attacker could
learn from avariety of open sources enough about the
planned NMD system to design countermeasures to
defeat it.

To determine whether technically simple counter-
measures would be effective against the planned NMD
system, we examined three potential countermeasures
in detail: submunitions with biological or chemical
weapons, nuclear warheads with anti-simul ation balloon

decoys, and nuclear warheads with cooled shrouds. We
find that any of these would defeat the planned NMD
system. They would either significantly degrade the
effectiveness of the defense or make it fail completely.
Moreover, these countermeasures would defeat the
planned NMD system even if they were anticipated by
the United States. And because these countermeasures
usereadily available materialsand straightforward tech-
nol ogies, any emerging missile state could readily con-
struct and employ them.

Submunitionswith Biological or Chemical Weapons.
To deliver biological or chemical weapons by long-
range ballistic missile, an attacker could divide the agent
for each missile among a hundred or more small war-
heads, or submunitions, that would be released shortly
after boost phase. These submunitions would be too
numerous for a limited defense—such as the planned
NMD system—to even attempt to intercept all of them.

Our analysis demonstrates that the attacker could
readily keep the reentry heating of the submunitions
low enough to protect the agents from excessive heat.
Moreover, because submunitions would distribute the
agent over alarge areaand disseminateit at low speeds,
they would be amore effective means of delivering bio-
logical and chemical agents by ballistic missile than
would asingle large warhead. Thus, an attacker would
have astrong incentiveto use submunitions, aside from
any concerns about missile defenses.

Nuclear Weaponswith Anti-simulation Balloon Decoys.
Anti-simulation is a powerful tactic in which the
attacker disguises the warhead to make it look like a
decoy, rather than attempting the more difficult task
of making every decoy closely resemble a specific
warhead.

To usethistactic, the attacker could place anuclear
warhead in a lightweight balloon made of aluminized
mylar and release it along with alarge number of simi-
lar, but empty balloons. The balloon containing the
warhead could be made indistinguishable from the
empty ones to all the defense sensors—including the
ground-based radars, the satellite-based infrared sen-
sors, and the sensors on the kill vehicle. The defense
would therefore need to shoot at all the balloonsto pre-
vent the warhead from getting through, but the attacker
could deploy so many balloons that the defense would
run out of interceptors.

Countermeasures xxi



Nuclear Weapons with Cooled Shrouds. The attacker
could cover anuclear warhead with a shroud cooled to
alow temperature by liquid nitrogen. The cooled shroud
would reduce theinfrared radiation emitted by the war-
head by a factor of at least one million. This would
make it nearly impossible for the kill vehicle's heat-
seeking infrared sensorsto detect thewarhead at agreat
enough distance to have time to maneuver to hit it.

(2) Many operational and technical factors make
the job of the defense more difficult than that
of the attacker.

First, the defense must commit to a specific technol-
ogy and architecture before the attacker does. This per-
mits the attacker to tailor its countermeasures to the
specific defense system. Second, the job of the defense
is technically much more complex and difficult than
that of the offense. Thisis especially true for defenses
using hit-to-kill interceptors, for which there is little
margin for error. Third, the defense must work the first
timeit isused. Fourth, the requirements on defense ef-
fectiveness are very high for a system intended to de-
fend against nuclear and biological weapons—much
higher than the requirements on offense effectiveness.

Theseinherent offensive advantages would enable
an attacker to compensate for UStechnical superiority.

(3) The planned NMD system would not be
effective against an accidental or
unauthorized attack from Russia, or an
erroneous launch based on false warning
of a US attack.

Russia has indicated it would respond to a US NMD
deployment by deploying countermeasures on its bal-
listic missiles. As a result, if an accidental, unautho-
rized, or erroneous Russian attack should occur, the
missiles launched would have countermeasures that
would defeat the planned NMD system. Moreover, be-
cause of the structure of its command system, an unau-
thorized Russian attack could easily involve 50 or even
500 warheads, which would overwhelm a limited de-
fense. An erroneous attack would likely be large and
would also overwhelm alimited defense.

(4) The planned NMD system would not be
effective against a Chinese attack.

Chinahasasoindicated it would take stepsto permit it
to penetrate the planned NMD system. China would
likely respond by deploying more long-range missiles

xxii Countermeasures

capable of reaching the United States. More signifi-
cantly, asthe 1999 National Intelligence Estimate notes,
China has devel oped numerous countermeasures. The
United States must therefore expect that any Chinese
ballistic missile attack—whether using existing or new
mi ssiles—would be accompanied by effective counter-
measures.

(5) Long-range missiles would be neither the
only nor the optimum means of delivery for
an emerging missile state attacking the
United States with nuclear, biological, or
chemical weapons.

Other delivery options available to emerging missile
stateswould be lessexpensive, morereliable, and more
accurate than long-range missiles. Moreover, these
means could be covertly developed and employed, so
that the United States might be unable to identify the
attacker and retaliate. These alternative methods of
delivery include cruise missiles or short-range ballistic
missiles launched from ships off the US coast, nuclear
weapons detonated in a US port while still in a ship-
ping container in a cargo ship, and cars or trucks dis-
seminating chemical or biological agents as they are
driven through a city.

(6) Available evidence strongly suggests that the
Pentagon has greatly underestimated the
ability and motivation of emerging missile
states to deploy effective countermeasures.

There are strong indications that the Pentagon’'s Sys-
tems Threat Assessment Requirement (STAR) Docu-
ment and Operational Requirements Document, which
describe the type of threat the NMD system must de-
fend against, underestimate the effectiveness of the
countermeasures that an emerging missile state could
deploy and thusinaccurately describe the actual threat.
If the threat assessment and requirements documents
do not accurately reflect the real-world threat, then an
NMD system designed and built to meet these less de-
manding requirements will fail in the real world.

(7) The planned testing program for the NMD
system is inadequate to assess the operational
effectiveness of the system.

A judgement that the planned NMD system can work
against realistic countermeasures must be based on
sound analysisof the performance of the planned system
against feasible countermeasures designed to defeat it.



Should such an analysisindicate that the NMD system
may be able to deal with such countermeasures, a rig-
orous testing program that incorporates realistic coun-
termeasures should be created to assess the operational
effectiveness of the planned NMD system. The United
States should demonstrate that the system could over-
come such countermeasures before a deployment deci-
sion is made.

Because it may be difficult or impossible to obtain
direct information about the countermeasure programs
of other states, the United States must rely on other
means— particularly on “red team” programs that de-
velop countermeasures using technology available to
emerging missile states—to assess the countermeasure
capabilities of potential attackers. However, existing
red team programs are under the financial control and
authority of the Ballistic Missile Defense Organi zation
and thus face a fundamental conflict of interest.

To permit a meaningful assessment of the opera-
tional effectiveness of the NMD system, the NMD test-
ing program should be restructured. The testing pro-
gram must

* ensurethat the baseline threat is redlistically
defined by having the STAR document reviewed
by an independent panel of qualified experts

e conduct tests against the most effective
countermeasures that an emerging missile state
could reasonably be expected to build

e usean independent red team to design and build
these countermeasures, and employ them in tests
without the defense having advance knowledge
of the countermeasure characteristics

e conduct enough tests against countermeasures to
determine the effectiveness of the system with
high confidence

» provide for objective assessment of the design
and results of the testing program by an
independent standing review committee

(8) Past US missile defense tests against missiles
using “countermeasures” did not demon-
strate that defenses could defeat such
countermeasures.

The United States has conducted several missile de-
fenseflight tests of exoatmospheric hit-to-kill intercep-
torsthat included decoys or other countermeasuresand
that have been described as demonstrating that the

defense could defeat the countermeasures. However,
in every case in which the defense was able to distin-
guish the mock warhead from the decoys, it was only
becauseit knew in advance what the distinguishing char-
acteristics of thedifferent objectswould be. Thesetests
reveal nothing about whether the defense could distin-
guish thewarhead in areal attack, in which an attacker
could disguise the warhead and deploy decoys that did
not have distinguishing characteristics.

(9) NMD deployment would result in large
security costs to the United States.

By deploying an ineffective NMD system, the United
States would stimulate responses that would produce a
net decrease in its national security.

»  Deployment would make it far more difficult to
reduce the greatest threat to the security of the
United Sates: an accidental, unauthorized, or
erroneous attack from Russia.

Current US and Russian nuclear weapons
deployment and operational policies, which
remain largely unchanged since the end of the
cold war, carry arisk of accidental, unauthorized,
or erroneous attack on the United States. Today,
such an attack poses the gravest threat to the
United States: it would likely result in the deaths
of millions of Americans. Even a deliberate
nuclear attack by an emerging missile state would
result in far fewer deaths and injuries.

If the United States deploys its planned NMD
system, Russiaislikely to increase its reliance on
alaunch-on-warning strategy, thereby
heightening the risk of accidental, unauthorized,
or erroneous attack. As Russia has made clear, a
US NMD deployment would also limit deep
reductions in Russian nuclear weapons, thereby
insuring that this threat to US security continues
into the future. Deployment would also limit US-
Russian cooperation on reducing the dangers
posed by Russian nuclear weapons and the risk of
theft of Russian nuclear materials.

*  USdeployment will affect both the pace and
scale of China’s missile modernization program,
and is likely to lead China to build up both faster
and to higher levels than it otherwise would.

» The adverse implications of NMD deployment by
the USwould extend beyond the direct responses
by Russia and China.
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The deployment of the NMD system could
seriously impair efforts to control the
proliferation of long-range ballistic missiles and
weapons of mass destruction, and thus ultimately
increase the threat to the United States from these
weapons. Controlling proliferation of these
weapons requires the cooperation of Russia and
China, which, as the 1999 National Intelligence
Estimate stated, will be influenced by their
perceptions of US ballistic missile defenses.
Moreover, as long as the United States and
Russiarely on nuclear deterrence, NMD
deployment would place afloor on US-Russian
nuclear arms reductions, and thereby put at risk
the survival of the broader arms control and non-
proliferation regimes. Statements by key US
allies reflect their concerns that NMD
deployment would decrease international security
aswell as complicate relations within NATO.

Countermeasures

(10)Deterrence will continue to be the ultimate
line of defense against attacks on the United
States by missiles armed with weapons of
mass destruction.

The United States, in concert with other countries, can
reduce the missile threat through a combination of ex-
port controls and various cooperative measures. If a
hostile emerging missile state acquires intercontinen-
tal-range missiles, the United States can deter their use
through the threat of overwhelming retaliation. If such
astate makes an explicit and credible threat to launch a
missile attack against the United States, it may be pos-
sible to destroy its missiles before they are launched,
in accord with the right of self-defense.

Theonly practical and effective way to addressthe
Russian and Chinese missilethreat to the United States
is through cooperation, and the deployment of the
planned NMD system may limit such cooperation.



Chapter 1

Introduction

“It certainly cannot be concluded that an attacker will merely use simple war-
heads, letting his ballistic missiles perform like high-altitude research vehicles.
We must expect that the warhead will be protected by countermeasures against
the AMM [anti-missile missiles]: including decoys, missiles launched in front of
the actual 1ICBM, and expandable radar reflectors gjected from the ICBM
afterbody or from the reentry body itself. ... The reentry body itself might be
supercooled by refrigerants before reentry to upset the infrared detectors.”
—from abook on long-range ballistic missiles published in 1961*

The United States plans to decide in fall 2000 whether
to begin deployment of a national missile defense
(NMD) system to defend US territory from limited
attacks by intercontinental-range ballistic missiles
armed with nuclear, chemical, or biological weapons.
Such attacks could include a deliberate attack by an
emerging missile state that acquireslong-range missiles
in the future, an accidental or unauthorized attack by
Russia, or an attack by China. In anticipation of such
deployment, the United States has begun negotiations
with Russia to change the terms of the Anti-Ballistic
Missile (ABM) Treaty to permit the deployment to take
place within the framework of the treaty.

The United States has conducted extensiveresearch
and development on various types of missile defense
technol ogiesfor decades. Because the Pentagon is now
developing a specific system for deployment, the ar-
chitecture of this system is—by necessity—now rela-
tively firm, athough it is not finalized. In particular,
the United States has decided what type of interceptor
and sensors it will use. The NMD system would use
ground-based interceptor missilesto launch kill vehicles
intended to destroy targets by colliding with them in
the mid-course of their trajectory, outside the earth’'s
atmosphere. The system would use ground-based ra-
dars and space-based infrared and visible sensors, and
the kill vehicle would be equipped with infrared and

! Eric Burgess, Long-Range Ballistic Missiles, (London:
Chapman & Hall, 1961), p. 199.

visible sensors. In addition, as prototypes of the de-
fense components are built, more information has be-
come available about the technical characteristics of
this hardware.

For the first time in decades, there is a relatively
well defined NMD system under consideration for de-
ployment. The decision the US administration plansto
make in fall 2000 is whether to begin deployment of
this particular system.

Purpose of the Study

It isacommon assumption that the planned NMD sys-
temwould “work” against alimited missile attack, par-
ticularly one launched by an emerging missile state. In
this report, we examine this assumption in detail: we
assess the likely operational effectiveness of the
planned NMD system against alimited long-range mis-
sile attack on the United States. We pay particular
attention to the most commonly cited threat, namely,
an attack by an emerging missile state.

The question “Will it work?’ can only be answered
intheform “Will it work against what?’ In other words,
the operational effectiveness of any defense system
would depend on the characteristics of the threat that it
had to counter.

The discussion of the ballistic missile threat to the
United States has focused on the number of missiles
the NMD system might need to defend against. While
the size of the attack would have asignificant effect on



the operational effectiveness of the planned NMD sys-
tem, of equal or greater importance would bewhat steps
the attacker took to counter the defense. The attacker
could take “countermeasures’ to deliberately confuse,
overwhelm, or otherwise defeat the defense.

While there is evidence of missile development
programs in several emerging missile states, there is
little or no direct evidence of countermeasure programs,
which would be much moredifficult to observein these
countries. In part because little is known about the
countermeasure programs of emerging missile states,
there has been little public discussion and even less
analysis of this important issue, which is crucial to
making an informed deployment decision. But as the
Rumsfeld Commission emphasized in its analysis of
the potential evolution of missile programs in emerg-
ing missile states: the absence of evidence is not evi-
dence of absence.?

Indeed, asthe 1999 National Intelligence Estimate
(NIE) ontheballistic missilethreat to the United States
noted, “countries developing ballistic missiles would
also develop various responses to US theater and na-
tional defenses.” The NIE also stated that “these coun-
tries could devel op countermeasures.... by thetimethey
flight test their missiles.”®

This NIE assessment makes very good sense. Af-
ter all, US missile defense policy is based on the as-
sumption that an emerging missile state could acquire
long-range missiles and warheads to arm them with and
would havethe motivation to use or threaten to use them
against the United States. Given these assumptions, the
United States must also assume that such an attacker
would have the motivation to devel op and deploy coun-
termeasures. It would be nonsensical to assume that a
country would spend the resources and devote yearsto
develop and deploy long-range missiles to attack or
threaten the United States, and yet would not have a
parallel—though smaller and |ess expensive—effort to
devel op countermeasures to allow these missilesto re-
main effectivein theface of US defenses. Thisassump-
tion would be especially honsensical since US plansto
deploy an NMD system are front-page news.*

2 Executive Summary, Report of the Commission to Assess
the Ballistic Missile Threat to the United States (Rumsfeld
Commission Report), 15 July 1998.

3 National Intelligence Council, “National Intelligence
Estimate (NIE): Foreign Missile Development and the
Ballistic Missile Threat to the United States Through 2015,”
unclassified summary, September 1999, p. 16.

* A country that had acquired missiles from another country
rather than develop them indigenously must be assumed to
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So the real issues are: (1) what countermeasures
would be within the technical capability of a country
that deployed long-range ballistic missiles and war-
heads, and (2) how effective would the planned NMD
system be in the face of such countermeasures?

Our analysisis based on thinking, because observ-
ing isnot possible. Such analysisis sometimesreferred
to as “think-intelligence” or “THINKINT,” in contrast
to more physical types of intelligence, such as that
acquired by satellitesor intelligence agents. The purpose
of this study was to draw together a group of technical
experts to conduct THINKINT on countermeasures.

Thus, our study analyzes countermeasures in the
spirit of the Rumsfeld Report, which conducted
THINKINT on future missile threats but not on coun-
termeasuresthat would accompany such missiles. How-
ever, it isimportant to note that our study makes more
conservative assumptions about the technical capabili-
tiesof emerging missile states than the Rumsfeld Com-
mittee did. The Rumsfeld Report was essentially a
worst-case assessment of the future missile threat to
the United States; it considered how quickly an emerg-
ing missile state could acquire long-range missilesif it
devoted the needed resources to the program. In con-
trast, our study does not ask what would be the most
advanced countermeasures that an emerging missile
state could develop and deploy, but what would be the
technically simplest countermeasures that might be ef-
fective, and what effect they would have on the opera-
tional effectiveness of the planned NMD system.

We consider the range of technologies and strate-
gies that an attacker using long-range missiles could
take to counter the US national missile defense system
and examinein detail several such countermeasuresthat
would bereadily avail ableto an emerging missile state.
We conclude that these countermeasures thus consti-
tute a real-world baseline threat that must be used to
assessthe operational effectivenessof the planned NMD
system.

Scope of the Study

To answer the question “Will it work?’ we perform a
reasonable best-case analysis for the defense. It is a
“best-case” analysis because we assume the United
States successfully controlsthose aspects of the engage-
ment that it has control over: we assume that the com-
ponents of the NMD system will work as they are
designed to—that their performance is limited by the

be able to acquire countermeasure technology as well, as
discussed in the NIE, p. 16.



laws of physics, geometry, and geography, but not by
quality control problems or engineering difficulties. It
isa“reasonable” analysis because we define the base-
line threat by assuming the attacker will take at least
minimal steps to counter the NMD system.

We have focused our analysis on the NMD system
that is currently being planned for deployment. There
are many possible architectures and technologies that
could be employed in alimited NMD system. Indeed,
some of these technologies are still under research and
development by the United States. However, because
these technologies will not be part of the NMD system
that the United States will make a decision about in
2000, they are not our primary interest in this report.

The stated goal of the NMD system is initially to
protect all 50 US states from an attack by afew tens of
missiles with simple countermeasures from North
Koreaand from an attack by afew missileswith simple
countermeasures from the Middle East. The full sys-
tem is intended to defend against an attack of up to a
few tens of long-range missiles with complex counter-
measures launched from either North Korea or the
Middle East.®

Thus, in our analysis, we consider the effective-
ness of the full NMD system against attacks by a few
tens of missiles with countermeasures.

Criteria for Deployment

The Clinton administration has stated that it will use
severa criteria in making its deployment decision. It
will consider

(1) the changing threat from emerging missile states
and the anticipated need for an NMD system

(2) the cost of deployment

(3) the effect of NMD deployment on US-Russian
nuclear arms reduction process and the broader
strategic environment

(4) the “technological readiness’ of the system for
deployment.

The Pentagon will assess the fourth criteriain a
“deployment readinessreview” (DRR), whichissched-
uled to be conducted in summer 2000. It will base its
assessment of the technological readinessin large part
on the results of three intercept teststhat are scheduled
to take place prior to the review. In the first of these

> Walter B. Slocombe, Undersecretary of Defense for Policy,
Testimony to the House Armed Services Committee, 13
October 1999.

tests, which took place on 2 October 1999, the inter-
ceptor hit itstarget but questions remain about the hom-
ing process (see Chapter 11). In the second intercept
test, on 18 January 2000, the interceptor missed itstar-
get. The third test is scheduled for June 2000.

However, “technol ogical readiness’ appearsto have
been narrowly defined to mean whether the system can
intercept amock warhead on the test range with no cred-
ible countermeasures.® Thus, there is afifth criterion
that must be taken into account in making this deploy-
ment decision: the likely operational effectiveness of
the planned NMD system against a real-world attack.
A real-world attack would include countermeasures.

The issue of operational effectiveness is a more
important criterion than is technological readiness. A
weapons system can be “technologically ready” and till
inadequate to defend against aresponsive adversary—
that is, an adversary that designs or modifiesits forces
taking into account the capabilities of the weapons
system.

Whileintercepting any long-range missile warhead
on the test range is an impressive technical feat, it is
not sufficient. Operational effectiveness is the more
demanding, but a so the only meaningful, requirement.
The intercept tests to be conducted prior to the sched-
uled deployment decision date in fall 2000 will not
assess operational effectiveness of the planned NMD
system.

Some NMD proponents acknowledge that neither
theseintercept tests nor the upcoming deployment readi-
nessreview will assessthe operational effectiveness of
the planned system against countermeasures. However,
they argue that if these intercept tests demonstrate that
the basic technology works, the United States should
deploy the first stage of the system and then upgrade it
so that the fully deployed NMD system would be able
to deal with countermeasures.

However, sincethereal-world threat would include
countermeasures, then the criterion for deployment must
be whether the fully deployed system would be able to
deal with these countermeasures—not the much more
narrow criterion of whether the system can intercept
cooperative targets on the test range. In particular, if
there are countermeasures that would be available to

¢The deployment readiness review will only assess the
technological readiness of the first phase of the NMD
system—the so-called Capability-1 (C-1) phase (see Chapter
3). See “Director of Operational Test and Evaluation, FY
1999 Annual Report,” submitted to Congress February
2000, p. VI-7, available online at www.dote.osd.mil/
pubs.html.
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emerging missile states and would defeat the full NMD
system, then it would make no sense for the United
States to begin deploying even the first stage of this
system until it demonstrates—first on paper and then
on the test range—that the full system could be made
effective against such countermeasures.

Sources and Methods

Thisreport, and the analysisit describes, isbased solely
on information available in the open literature. It may
surprise some readers how much information about the
planned NMD system is available. We have obtained
information from a variety of sources, including news
reports, congressional briefings, and statements of US
government officials. All the references we have used
are included in footnotes.

Although there are many aspects of the NMD sys-
tem that are classified—and properly so—the clas-
sified information generally hasto do with specific de-
tails. Of course, thelaws of physics cannot be classified.
Our work is based on these general laws of physics
combined with material from the open literature. We
do not believe that access to classified information
would in any significant way alter the conclusions of
our report.

We also note that the technical information we use
in our analysis—and much more—would be available
to any country that was building long-range missiles.
One must expect that any country seeking to attack the
United Stateswith ballistic missileswould expend much
effort, time, and resources on understanding the NMD
system and devel oping countermeasures. Indeed, their
effort would exploit far greater resources than we have
had at our disposal for the analysis presented in this
report.

The Structure of This Report

In Chapter 2 of thisreport, we review the likely ballis-
tic missile threats the United States could face in the
next decades, including those from Russia, China, and
emerging missile states.

In Chapter 3 we describe the architecture and com-
ponents of the planned National Missile Defense Sys-
tem (NMD); more technical details about the system
are given in the appendices.
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We then discuss, in Chapter 4, the operational and
technical factorsthat would give an attacker using bal-
listic missilesan advantage over adefender. In Chapter
5 we discuss the past and current countermeasure pro-
gramsinthe United States, Britain, France, Russia, and
China. Thisdiscussion is based in part on what is pub-
licly known about the countermeasures to missile de-
fenses that the other nuclear-weapon states, including
the United States, have developed and in some cases
deployed on their intercontinental-range ballistic
missiles.

In Chapter 6 we briefly review the types of coun-
termeasures that could be used by an emerging missile
state to complicate the task of the planned NMD sys-
tem. These countermeasures use readily available
materials and straightforward technol ogies; they would
be availableto any emerging missile state that deployed
long-range missiles. In Chapters 7 through 9 we exam-
ine three of these countermeasure options in detail. In
these chapters, we discuss our technical analysis of
submunitions for delivery of biological and chemical
weapons; anti-simulation balloon decoys for a huclear
warhead; and a cooled shroud for a nuclear warhead.
Based on our technical analysis, wefind that these coun-
termeasures would prevent the planned NMD system
from being ableto defend against even alimited attack.

We examine the planned testing program of the
NMD system in Chapter 10 and conclude that it is not
adequate to assess the operational effectiveness of the
planned NMD system. In addition, we discuss the ele-
ments of an adequate, and rigorous, testing program
that would allow the United States to assess the opera-
tional effectiveness of the planned NMD system. In
Chapter 11, we review past missile defense flight tests
that have been described asincluding countermeasures.
We show that none of thesetests actually demonstrated
any capability to deal with real-world countermeasures.

In Chapter 12 we move away from the narrow con-
siderationsof thetechnical aspects of the planned NMD
system to the strategic aspects, i.e., we consider the
likely reactions of other states to the deployment of a
USNMD system and the resulting security coststo the
United States of deployment.

Finally, in Chapter 13 we consider alternative ways
of addressing missile threats to the United States.



Chapter 2

The Existing and Emerging Ballistic Missile Threat
to the United States

A deliberate ballistic missile attack by Russia—the
threat the United States faced during the Cold War and
the one the Strategic Defense Initiative (SDI) was in-
tended to counter—is now discounted both as implau-
sible and astoo difficult to defend against in any event.
The planned US national missile defense systemisnei-
ther intended nor designed to address this threat. In-
stead, three other types of possible ballistic missile
threats to the United States are now cited to justify the
rapid development and deployment of an NMD sys-
tem. The first of these threats is an accidental, unau-
thorized, or erroneous attack by Russia. The second is
an attack by China, whether accidental, unauthorized,
erroneous, or deliberate. The third is the potential fu-
ture missile threat from devel oping countrieswith hos-
tile intentions; this is the threat that is the most com-
monly cited to demonstrate a need for national missile
defenses. Below, wereview in turn these three missile
threats.

The probability that any of these threats would ac-
tually lead to a ballistic missile attack on US territory
is unknowable, both in relative and absolute terms.
However, an accidental, unauthorized, or erroneous at-
tack from Russiawould almost certainly result in many
more deaths and far more damage to the United States
than either an attack from China or an attack from an
emerging missile state.

An Accidental, Unauthorized, or Erroneous
Launch by Russia

Although Russia's arsenal of nuclear-armed ballistic
missiles has decreased since the end of the Cold War,
it remains large (see Table 2-1) and its destructive
capability has not diminished substantially. Moreover,
the deteriorating state of the Russian economy is
believed to extend to at |east some extent to its nuclear

forces and its nuclear command and control systems.
This has led to concern that Russia’' s nuclear-armed
missiles might be launched accidentally (for example,
due to equipment failure or operator error), by oneor a
few individuals acting without authorization, or delib-
erately due to an erroneous warning of an incoming
US attack.

The threat of an accidental, unauthorized, or erro-
neous Russian launch isreal, but its likelihood is diffi-
cult to assess since this depends on details of Russia’'s
command and control systems, itsoperational practices,
and its launch policies.

However, it is possible to identify several techni-
cal and political factorsthat would make such launches
more or less likely. These factorsinclude

(1) the extent to which Russia maintains a launch-
on-warning option and thus maintains its ballistic
missiles on high aert levels

(2) the extent to which Russia’s early warning
system can reliably provide warning of an
incoming missile attack without producing false
alarms

(3) thelikelihood that Russiawould actually launch
its forces on warning of an incoming US attack,
which would in turn depend on the state of the
US-Russian relationship

(4) the extent to which Russia’ s command and
control system protects against unauthorized
launches

Despite the end of the Cold War, the United States
and Russia continue to rely on nuclear deterrent poli-
cies that are based on deploying large numbers of
nuclear-armed missiles on high alert levels. The only
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Table 2-1. Russian Missile-Based Strategic Nuclear Forces, End of 1998.

A. Intercontinental Ballistic Missiles (ICBMs)

B. Submarine-Launched Ballistic Missiles (SLBMs), End of 1998

ballistic missiles (SLBMs), with
considerablefirst-strike capabilities

. against Russia s nuclear forces. Of
Number of Yield of . .
. . . . Warheads Total particular concernto Russiaarethe
Missile Missiles er Missile | Warheads Warheads highl ate Trident 11 SLBM

Deployed p (kilotons) Ig. y accurate 1riden ] S
which can destroy even heavily
SS-18 180 10 1,800 550/750 hardened targets and which could
potentially exploit gapsin thecrum-
55-19 160 6 960 >30 bling Russian early warning system
$5-24 (Rail Mobile) 36 10 360 550 to do so with little or no warning.
In addition, US nuclear-powered at-
SS-24 (Silo-Based) 10 10 100 550 tack submarines continue to oper-
ate near Russian ballistic missile
55-25 360 ! 360 550 submarine bases, posing a direct
$5.27 10 1 10 550 threat to thefew missile submarines
Russiais able to maintain at sea at

TOTAL 756 3,590 any given time.

Clearly, if Russia
maintains some of its
ballistic missiles on

Number and . . high alert levels and
.. Type of Missiles | Warheads | Warheads Total Yield of hasapolicy tolaunch
Missile . per per per A
Operational . L . . Warheads | Warheads | these missiles in re-
. Submarine | Missile | Submarine .
Submarines sponse to warning of
anincoming US mis-
SS-N-18 | 11 Delta 1l 16 3 48 528 500 sile attack, and if its
early warning system
SS-N-20 | 3 Typhoon 20 10 200 600 200 isnot adequateto pro-
videreliablewarning
SS-N-23 | 7 Delta IV 16 4 64 448 100 of such an attack, this
increases the likeli-
TOTAL | 21 subs 1,576 hood that Russia
would launch anerro-

Total Russian ICBM and SLBM Warheads: 5,166

Source: NRDC Nuclear Notebook, “Russian Strategic Nuclear Forces, End of 1998,” Bulletin of

Atomic Scientists, Vol. 55, No. 2, March/April 1999, pp. 62-63.

neous attack based on
faulty information
from its early warn-
ing system. Unfortu-

reason for either county to deploy weaponson high alert
is to permit the rapid launch of these weapons in
response to information from its early warning system
that the other country has launched an attack, to
preclude the possibility that such an attack might
destroy their nuclear weapons or their command and
control system before the weapons could be launched
inretaliation. Thus, thelikelihood of an erroneous Rus-
sian attack dependsin part on the extent to which Rus-
siais concerned about the survivability of its ballistic
missiles in the face of a US counterforce first strike.
Evenif the START Il and 111 agreementsareimple-
mented, the United States will retain large numbers of
highly-accurate ICBMs and submarine-launched
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nately, Russia’ searly warning systemiscrumbling and
currently has gapsin its coverage.*

Maintaining forces on high alert levels for rapid
launch also reducesthe marginsfor error, thusincreas-
ing the risk of error. A human or technical problem
that might otherwise be detected and corrected could
lead to disaster under the severe time pressures associ-
ated with a rapid launch requirement. And it is easier
for someone to launch an unauthorized attack if only a
few steps are needed to do so. Thus, high aert levels
increase the risk of accidental and unauthorized
launches as well as erroneous launches.

! David Hoffman, “Russia’s Missile Defenses Eroding,”
Washington Post, 10 February 1999.



What would be the probable scale of an attack,
should one occur? Depending on where in the com-
mand and control system an accident or other problem
occurs, an accidental launch could, in principle, involve
asinglemissile, or it could be much larger. A technical
malfunction could cause the accidental launch of a
single missile or of a significant portion of Russia's
nuclear missile force.

However, the architecture of Russia's command
system is such that an unauthorized launch is unlikely
to be small, with knowledgeable estimates of such a
launch ranging from 60 to 520 warheads.

The Ballistic Missile Defense Organization
(BMDOQ), in a report to the House National Security
Committee on various national missile defense options,
states that a Russian unauthorized attack could vary in
size from 60 to 200 warheads. The report notes that
“The 60 RV [reentry vehicle] threat represents an at-
tack by acommander in acountry like Russiawith larger
nuclear forces, the resources are those of aland based
squadron or submarine. The 200 RV attack is the
largest that asingle Russian commander could control;
it matches what is said to be aboard a Typhoon
submarine.”?

Indeed, a Russian regiment of SS-18 missiles is
typically six missiles with ten warheads each, for ato-
tal of 60 warheads. However, according to Bruce Blair,®
all Russian ICBMsin adivision areinterconnected and
can be launched by any of the regimental launch con-
trol centers or by divison command posts and their
aternatesinthefield. Thus, aregiment commander who
devises a way to launch the six missiles under his or
her control, can aso plausibly fire all the missilesin
theinterconnected regiments. Thetotal number of mis-
siles and warheads in any given SS-18 field (of which
there are four in Russia today) ranges from 30 to
52 missiles armed with 300 to 520 warheads. (Thisre-
dundant launch configurationissimilar to the US Min-
uteman and M X fields, where asingleflight of ten mis-
siles under the launch control of one launch control
center isinterconnected to the other four flights of mis-
silesin the squadron.) Thus, an unauthorized launch of
Russian ICBMs could just as easily involve 300 to
520 warheads as it could 60.

Asthe BMDO report notes, one plausible scenario
for an unauthorized attack would be the launch of

2 Ballistic Missile Defense Organization, “National Missile
Defense Options,” prepared in response to request from
House National Security Committee, 31 July 1995, p. 4.

3 Bruce Blair, Brookings Institution, personal communica-
tion, June 1999.

missiles from a single Russian submarine. Currently
Russia keeps typically two SSBNs at sea (usually one
Déelta-1V in the Northern Fleet and one Delta-111 in the
Pacific fleet), in addition to one or two submarines
(sometimesincluding Typhoons) on dockside alert able
to launch their missiles 9 to 12 minutes after receipt
of a launch order.* However, it is expected that the
Typhoons will soon be retired from the Russian Navy
and that the Russian submarine force will consist of
Delta-1V submarines (each carrying 64 warheads) and
Delta-11l submarines (each with 48 warheads). These
Russian SLBMs have arange that would allow them to
reach the United States even while they are in port,
thus they will continue to present a day-to-day threat
of unauthorized attack even if Russia is not able to
maintain its submarines at sea.

Although such estimates of an unauthorized Rus-
sian attack suggest it could involve up to 520 warheads,
even one that involved only 60 warheads would surely
lead to millions of deaths. One recent study estimated
that if only 20 USW88 Trident |1 warheads (each with
ayield of 475 kilotons) were targeted on the 12 largest
Russian cities so as to maximize casualties, 25 million
people would bekilled.> Another study considered the
fatalities that would be produced if one Russian Delta-
IV ballistic-missile submarine launched its 16 missiles
against avariety of governmental, military, industrial,
transportation, and other targets in and near eight ma-
jor US cities.® Even though this study assumed that
4 of these 16 missiles malfunctioned, that the missiles
were not targeted to maximize casualties, and that the
warheads had a smaller yield of 100 kilotons, it con-
cluded that aimost 7 million people would be killed
immediately, while millions of others could be exposed
to potentially lethal radiation from fallout.

Finally, for erroneous launches, there is also rea
son to believe that a large-scale attack would be more
probable than a small one. In fact, aretaliatory attack
erroneously launched in response to false or ambigu-
ousinformation could be very large—as many asthou-
sands of warheads.

* Bruce Blair, personal communication, June 1999.

5 Committee on International Security and Arms Control,
National Academy of Sciences, The Future of US Nuclear
Weapons Policy, (Washington, D.C.: National Academy
Press, 1997), p. 43 (box 2.2).

¢ Lachlan Forrow, M.D., et al., “Accidental Nuclear War—A
Post-Cold War Assessment,” The New England Journal of
Medicine, Vol. 338, No. 18, 30 April 1998, p. 1326.
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Size of the Future Russian Nuclear Arsenal.
Some argue that, because of its economic crisis, Rus-
siawill be unable to maintain a large nuclear arsena
over the next one to two decades. Thus, according to
this argument, the size of the Russian nuclear arsena
will drop dramatically, possibly to as low as 1,000 or
fewer warheads, regardless of what the United States
does. However, even if true, a reduction in the size of
the Russian arsenal would not by itself substantially
affect the probability of a Russian accidental,
unauthorized, or erroneous attack. The probability of
such an attack could actually increase if Russia sought
to compensate for its lower force levels by increasing
the fraction of its forces maintained on a launch-on-
warning status.

Nevertheless, the size of Russia s future arsenal is
till an important question. The 1999 National Intelli-
gence Estimate (NIE) on “Foreign Missile Develop-
ment and the Ballistic Missile Threat to the United
States Through 2015,” which represents the consensus
of the USintelligence community, concludesinitsun-
classified summary that “By 2015, Russia will main-
tain as many nuclear weapons as its economy will al-
low but well short of START | or Il limitations.”’
(START I limits Russia to roughly 6,000 deployed
warheads, and START Il to 3,000 to 3,500.) However,
this conclusion assumesthat the START Il agreement,
which Russia has not yet ratified, is in force. As the
NIE also notes, if Russia does not ratify or adhere to
the START Il limits, it would probably be ableto main-
tain twice as many warheads asit could under START
[1, since this treaty bans the types of weapons Russia
has most of: multiple warheads on ICBMs.®

In fact, two recent authoritative studies—one US
and one Russian—conclude that despite its economic
problems, Russiacan maintain aforce of 3,000 to 4,000
nuclear warheads for 10 to 20 years, if it ignores the
restrictionsimposed by the START Il treaty, asit might
be expected to doif the US proceeds with plansto build
an NMD system, and if it carries out modernization
and life-extension programs for its forces that appear
to be reasonable and redlistic.

7 National Intelligence Council, “National Intelligence
Estimate (NIE): Foreign Missile Development and the

Ballistic Missile Threat to the United States Through
2015,” unclassified summary, September 1999, p. 4.

8 National Intelligence Council, “NIE: Foreign Missile
Development” states “If Russia ratifies START I, with its
ban on multiple warheads on ICBMs, it would probably be
able to maintain only about half of the weapons it could
maintain without the ban,” p. 11.
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Dean Wilkening of Stanford University uses a de-
tailed model to estimate future Russian arsenal size.®
He concludesthat Russia has both the desire and capa-
bility to maintain a strategic arsenal of about 4,000
strategic nuclear warheads for the next two decades, if
it abidesby the START | agreement but not START I1.
He writes:

Although many issues are hotly debated in Russia’' s
current military reform, there appearsto be remark-
able consensusthat strategic nuclear force modern-
ization will receive high priority relative to other
pressing defense needs—despite the fact that con-
ventional forces may be better suited to Russia’'s
future security needs. ... Nevertheless, the argument
is made that with relatively weak conventional
forces, Russiamust place greater reliance on nuclear
weapons for its security, just as the United States
didin the 1950s. While thiswill involve an empha-
sis on tactical nuclear weapons, considerable em-
phasiswill be placed on strategic nuclear forces as
well. Thisis due, in part, to the fact that strategic
nuclear forces are the sine qua non of great-power
status and, in part, to their role as a deterrent to
unforeseen threats that might develop in thefutl%Jre
(e.g., more aggressive NATO expansion, €tc.).

He concludes:

Numerous uncertainties, especially financial uncer-
tainties, prevent accurate estimates of Russia’s fu-
ture strategic force. Nevertheless, Russia can prob-
ably maintain aforce with glightly more than 4,000
strategic nuclear warheads over the next two de-
cades under the START | Treaty. Thisisabout half
the number of strategic warheads the United States
could, in principle, maintain. Under START II,
Russiaislikely to maintain astrategic force between
1,800 and 2,500 warheads, com%";tred toupto 3,500
warheads for the United States.

Similarly, aRussian researcher, Pavel (Paul) Podvig
of the Center for Arms Control at the Moscow Institute
of Physics and Technology, estimated the size of the
arsenal Russia could maintain through 2008, which is
the date by which the United States and Russia are re-
quired to complete reductions under the START |1

° Dean Wilkening, The Evolution of Russia’s Strategic
Nuclear Force, Center for International Security and
Cooperation Report, July 1998.

1 Wilkening, The Evolution of Russia’s Strategic Nuclear
Force, p. 2.

" Wilkening, The Evolution of Russia’s Strategic Nuclear
Force, p. 42.



treaty.’? He assumes that Russia will be able to
continue its development and production programs at
their current level, which he believes is moderate. He
also assumesthat Russiawill continueits effortsaimed
at extending the operational lives of its deployed stra-
tegic weapons. He concludes that Russia could main-
tain a strategic nuclear force of 3,000 to 4,000 weap-
ons at |east through 2008.

An Accidental, Unauthorized, Erroneous, or
Deliberate Attack by China

China currently deploys roughly 20 single-warhead
ICBMs with a range capable of reaching the United
States (see Table 2-2).* However, at present the prob-
ability that China would launch an accidental, unau-
thorized, or erroneous attack against
USterritory isessentially zero because
al Chinese ICBMs capable of reach-

motive for deploying these maobile missiles is appar-
ently to provide it with a more survivable deterrent, it
is possible that these missiles will be deployed with
their warheads.

In any event, because China has no early warning
system to detect incoming missiles, it does not have
the capability to “launch on warning.” Thus, Chinahas
two options: it could plan to attack first if it
believed another country was planning to attack, or it
could plan to wait until after incoming missiles had
landed on Chinese territory before retaliating. In the
latter case, it is unlikely that China would launch an
attack based on erroneousinformation becauseit would
be clear whether or not anuclear weapon had exploded
on Chinese territory. What may be less clear to China,
sinceit does not have an early warning system, iswhere

Table 2-2. Chinese Missile-Based Intercontinental Nuclear Forces
(Parentheses indicate NATO designation)

ing the United States apparently have -
their warheads and fuel stored separate Missile Type Range Operational | Number
from the missiles. Status | Deployed

This situation could change in the

i . . DF-5A -4 ICBM 13,000 k deployed 20

future since China is believed to be (C55-4) ¢ ' m eploye
planning to deploy asolid-fueled road- ICBM in
mobile ICBM, the DF-31. China con- DF-31 (road-mobile) | 8000 km development 0
ducted the first flight test of this mis-
sile in August 1999. The US intelli- DF-41 ICBM > 8,000 in early 0
gence community believesit will have (road-mobile) km development
a range of about 8,000 kilometers in earl
(which would b_e adequate to reach [ JL-2 (CSS-N-4) SLBM 8,000 km devel Opnzlem 0
parts of the United States, such as

Alaska) and will be targeted primarily
against Russiaand Asia®® In addition,
China may deploy a longer-ranged solid-fueled road-
mobile missile, the DF-41, in another decade. The US
intelligence community expects a flight test of this
missilewithin the next several years.’* Because China's

2 Paul Podvig, “The Russian Strategic Forces: Uncertain
Future,” Breakthroughs, Spring 1998, pp. 11-21; Paul
Podvig, “The Future of Nuclear Arms Control: A View from
Russia,” presentation at MIT Security Studies Program,

9 November 1999.

3 See also, Bill Gertz, “China Adds 6 ICBMs To Arsenal,”
Washington Times, 21 July 1998, p. 1, and National
Intelligence Council, “NIE: Foreign Missile Development,”
p. 11.

'* Walter Pincus, “US, China May Retarget Nuclear
Weapons,” Washington Post, 16 June 1998, p. A10.

!> National Intelligence Council, “NIE: Foreign Missile
Development,” p. 11.

' National Intelligence Council, “NIE: Foreign Missile
Development,” p.11.

Source: NRDC Nuclear Notebook, “Chinese Nuclear Forces, 1999,” Bulletin of
Atomic Scientists, Vol. 55, No. 3, May/June 1999, pp. 79-80.

the missile had been launched from. Thus, itisin prin-
ciple possible that China would launch missiles at the
United Statesin response to an attack by another coun-
try. However, this scenario is highly unlikely; if amis-
sile were launched at China, then the political context
would almost certainly indicate the identity of the
attacker.

Because China's one SLBM-armed submarine is
infrequently at seaand only patrols closeto China, and
because the range of Chinese SLBMs is fairly short
(approximately 1,700 kilometers), these weapons also
do not present a threat of accidental, unauthorized, or
erroneous attack on the United States in their normal
deployment mode. This isin contrast to the situation
with respect to Russian SLBMs, whose long range
would allow them to reach the United Stateseven while
they arein port, and which therefore do present athreat

Countermeasures



to the United States on a day-to-day basis. This situa-
tion could change if China deploys longer-range
SLBMs, asit might in the next decade. China has been
developing the JL-2 SLBM, which would have arange
of 8,000 kilometers and could thus target the United
States from launch areas near China. According to the
1999 National Intelligence Estimate, the USintelligence
community expects China to test this missile “within
the next decade.” "’

Thus, ontechnical grounds, it appearsthat the most
plausible threat to US territory from China's ballistic
missileswould be adeliberate attack. How likely, then,
would China be to launch a deliberate nuclear attack,
knowing that it would have to expect a US retaliatory
attack?

During the 1995-96 Taiwan crisis, a Chinese offi-
cial waswidely reported to have made a statement that
the United States would not be willing to trade Los
Angeles for Taiwan;*® this statement is often cited by
those who believe that the threat of a deliberate Chi-
nese attack is real. However, the source of that report,
former Assistant Secretary of Defense CharlesW. Free-
man Jr., believes the context of that remark has been
misunderstood. Inapublic forumin April 1999, he said:

This remark was made toward the end of a five-
hour argument in October 1995, between myself
and a number of people on the side of China, over
what the probabl e effect of the six military maneu-
vers the Central Military Commission had autho-
rized in the Taiwan Strait would be. It was my po-
sition, which turned out to be correct, that if China
carried through with its plans, it would get a good
American military reaction. It was the position of
the Chinese military officers with whom | was
speaking that there would be no American military
reaction. They had many argumentsfor this. At the
end of the argument, [which] was very heated, one
of them said, “and finally, you do not havethe stra-
tegic leverage that you had in the 1950s when you
threatened nuclear strikes on us, because you were
ableto do that because we could not hit back. But if
you hit us now, we can hit back. So you will not
make those threats. In the end you care more about
Los Angeles than you do about Taipei.”

10

7 National Intelligence Council, “NIE: Foreign Missile
Development,” p. 11.

'8 “Chinese Issue Attack Warnings Over Taiwan,” Chicago
Tribune, 24 January 1996, p. 6. See also “Nuclear Warn-
ing to US Cited,” Boston Globe, 18 March 1996, p. 4.
According to the Rumsfeld Report, “...during this crisis a
pointed question was raised by Lt. Gen. Xiong Guang Kai,
a frequent spokesman for Chinese policy, about the US
willingness to trade Los Angeles for Taiwan,” p. 10.
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Ambassador Freeman then continued, “ Please note the
statement is in a deterrent context and it is consistent
with nofirst use. It isnot athreat to bomb Los Angeles.”
Thus, this statement does not indicate that Chinawould
not be deterred by the threat of US retaliation from
launching anuclear attack against Los Angeles. Rather,
it indicates that China believes that the United States
would not threaten to launch a nuclear attack against
Chinabecause such athreat would not be credible now
that China could retaliate.

Indeed, there is no reason to believe that Chinais
undeterrable. The threat of a deliberate Chinese attack
would seem to be extremely small, given the certainty
of US retaliation. Nevertheless, a Chinese threat to
launch a nuclear attack over an issue of vital national
interest to China (i.e., Taiwan) could not be easily
ignored.

The Threat from Emerging Missile Powers
No country that ishostileto the United States currently
hasthe capability to strike the United States with abal-
listic missile launched from its territory.? However,
there is a possibility that an emerging missile power
might acquire such a capability and useit to threaten or
actually attack the United States in the near future.
The most detailed publicly available official US
assessment of the emerging missilethreat to the United
States is provided in two documents. The first is the
executive summary of the report of the Commission to
Assessthe Ballistic Missile Threat to the United States
(thefull report isclassified; all referencesto the report
are to the executive summary unless otherwise indi-
cated). Because the commission was chaired by former
Secretary of Defense Donald Rumsfeld, the report is
known informally as the Rumsfeld report.?* The

19 Statement made during question and answer session of
the 30 April 1999 Proliferation Roundtable at the Carnegie
Endowment for International Peace on “China’s Changing
Nuclear Posture,” transcript available on the CEIP website at
www.ceip.org/programs/npp/43099q&a.htm.

20 Only Britain, China, France and Russia currently deploy
ballistic missiles capable of reaching the United States from
their territory. In addition, Japan, India, Israel, and Ukraine
either have launched satellites and/or manufacture space
launch vehicles and could presumably convert this space-
launch capability into an intercontinental ballistic missile.
However, none of these countries are regarded as hostile
to the United States.

21 Executive Summary, Report of the Commission to Assess
the Ballistic Missile Threat to the United States (Rumsfeld
Commission Report), 15 July 1998. Referred to hereafter as
the Rumsfeld Report. The summary is available online on



second document is the unclassified summary of the
1999 National Intelligence Estimate (NIE) on “Foreign
Missile Development and the Ballistic Missile Threat
to the United States Through 2015.” As noted above,
this estimate represents the consensus of the US intel-
ligence community.

The Rumsfeld report focused on the ballistic mis-
sile threats that could emerge, whereas the NIE also
considered the likelihood that these various threats
would emerge. Both documents focus on three devel-
oping countries that may acquire long-range ballistic
missiles which could be used to threaten the United
States: North Korea, Iran, and Irag. The Rumsfeld re-
port concluded that North Koreaand Iran could acquire
the capability to attack the United States with long-
range ballistic missiles within five years of a decision
to do so, and that Irag could acquire such a capability
within ten years (anticipating the end of UNSCOM
inspectionsin Irag in late 1998, the commission subse-
guently changed its estimate to five years for Irag).
Moreover, the Rumsfeld report concluded that for sev-
eral years the United States might not be aware that
such a decision had been made by any of these coun-
tries. Thus, according to the Rumsfeld commission, the
United States might have little or no warning that a
missilethreat to US territory was about to emerge. The
NIE agreed that the US intelligence community would
not be able to provide much warning if a country pur-
chased an ICBM or converted an existing space-launch
vehicleto an ICBM, but stated that the community was
confident it could provide awarning that acountry was
developing an ICBM five years prior to the first flight
test.?

Of these three countries, North K orea has the most
advanced ballistic missile capabilities. In August 1998,
North Korea conducted aflight test of a Tagpo-dong-1
(TD-1) three-stage space-launch vehicle that overflew
Japan. North Korea claimsit was trying to place a sat-
elitein orbit; it did not succeed. At least one problem
with this test was that the third stage apparently mal-
functioned. However, thetest clearly demonstratesthat
North Korea has gained expertise in staging technol-
ogy, which is necessary for an ICBM.

According to the NIE, if the Tagpo-dong-1 were
converted to a ballistic missile, and had an operable
third stage as well as a reentry vehicle capable of

the Federation of American Scientists website at
www.fas.org/irp/threat/bm-threat.htm.

22 National Intelligence Council, “NIE: Foreign Missile
Development,” p. 12.

surviving ICBM flight and atmospheric reentry, it
“could deliver alight payload ... to the United States,
albeit with inaccuracies that would make hitting large
urban targetsimprobable.” 2 A converted Taepo-dong-
1 could be capable of reaching Alaska, Hawaii, and
possibly parts of the West Coast with a small payload
of perhaps a few tens of kilograms. This would allow
delivery of chemical or biological agents, but not afirst-
generation nuclear weapon, which would weigh roughly
1,000 kilograms. Thus, assuming North Koreacan solve
whatever problem it had with thismissile, it could have
asmall-payload ICBM soon.

How long might it take North Koreato develop an
ICBM capable of carrying alarger warhead, or with a
range adequate to hit additional parts of the United
States? The NIE reported that most US intelligence
analysts believed that North Korea could have tested
its Tagpo-dong-2 missile in 1999, and would probably
have done so if the program had not been constrained
for political reasons. (Following its May 1999 discus-
sions with William Perry, the US policy coordinator
for North Korea, North Korea stated it would not flight
test any missiles while US-North Korean discussions
on limiting the North Korean missile program are
ongoing.) According to the NIE, a two-stage Taepo-
dong-2 could deliver several hundred kilograms to
Alaska and Hawaii or alighter payload to the western
continental United States, and a three-stage Taepo-
dong-2 could deliver several hundred kilogramsto any-
where in the United States.

After North Korea, Iran is judged to be the poten-
tially hostile developing country whose ballistic mis-
sile program isthe next most advanced. The NI E states
that “Iran could test an ICBM that could deliver a sev-
eral-hundred kilogram payload to many parts of the
United States in the latter half of the next decade, us-
ing Russian technology and assistance,” but that there
is no consensus on whether it is likely to do so.2

Irag’ s missile infrastructure was largely destroyed
inthe 1991 Gulf War and by subsequent UN activities,
but if it resumed its missile program, US intelligence
analysts believe it would be capable of developing a
(light-payload) ICBM comparableto the North Korean
Taepo-dong-2 by the end of the next decade.®

2 National Intelligence Council, “NIE: Foreign Missile
Development,” p. 4.

24 National Intelligence Council, “NIE: Foreign Missile
Development,” p. 10 (emphasis in the original).

%> National Intelligence Council, “NIE: Foreign Missile
Development,” p. 10.
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The Rumsfeld Report noted that the earliest third world
ballistic missile threat to US territory might not be one
using intercontinental-range missiles, but rather one
using forward-deployed shorter-range missiles. Both the
Rumsfeld Report and the 1999 NIE state that a country
could—without difficulty—launch shorter-range mis-
siles from ships off the US coast. The Rumsfeld Com-
mission observed that, “Sea launch of shorter-range bal-
listic missiles is another possibility. This could enable
a country to pose a direct territorial challenge to the
US sooner than it could by waiting to develop an ICBM
for launch from its own territory. Sea launching could
also permit it to target a larger area of the US than
would a missile fired from its home territory.”* Specifi-
cally, it stated that “Iraq could develop a shorter-range,
covert, ship-launched missile threat that could threaten
the United States in a very short time.”® There are also
indications that Iran test-fired a short-range surface-to-
surface missile in spring 1998 from a barge in the
Caspian Sea.©

In addition, although the Rumsfeld Commission did
not assess the cruise missile threat, its report noted
that “...the Commission is of the view that cruise mis-
siles have a number of characteristics which could be
increasingly valuable in fulfilling the aspirations of
emerging ballistic missile states.”? The NIE further
noted that short-range cruise missiles launched from a
commercial ship could be used to attack the United
States.

Other Means of Delivery

Finally, the NIE considers means of delivery other
than by missile (such as a ship sailed into port, manned
and unmanned airplanes, and smuggling). It concludes
that most of these delivery options would be less ex-
pensive, more reliable, and more accurate than ICBMs
deployed by emerging missile states and that they could
be covertly developed and employed. A member of
the Rumsfeld Commission also noted that “The Rums-
feld Commission did not consider as a group the vul-
nerability of the US to BW [biological weapon] attack
from ships off shore, from cars or trucks disseminating
BW, from unmanned helicopter crop dusters, or from
smuggled nuclear weapons or nuclear weapons deto-
nated in a US harbor while still in a shipping container
on a cargo ship; but these capabilities are more easily
acquired and more reliable than are ICBMs.”®

In addition, Robert Walpole, National Intelligence
Officer for Strategic and Nuclear Programs, stated in
Senate testimony:

We project that in the coming years, US terri-
tory is probably more likely to be attacked with
weapons of mass destruction from non-mis-
sile delivery means (most likely from non-state
entities) than by missiles, primarily because
non-missile delivery means are less costly and
more reliable and accurate. They can also be
used without attribution.

* Rumsfeld Report, pp. 20-21.
b Rumsfeld Report, p. 14.

© Kenneth R. Timmerman, “Trumped by Iran’s New
Missile,” Washington Times, 5 May 1999, p. A17.

4 Rumsfeld Report, p. 2.

¢ Richard L. Garwin, “National Missile Defense,” Testi-
mony to the Senate Foreign Relations Committee, 4 May
1999.

fRobert D. Walpole, testimony to Senate Subcommittee

on International Security, Proliferation, and Federal
Services, 9 February 2000.

The Rumsfeld Report also noted that rather than
developing a long-range missile, a nation might sim-
ply seek to buy one. “The Commission believes that
the US needs to pay attention to the possibility that a
complete, long range ballistic missile system could be
transferred from one nation to another...” and that
“Such missiles could be equi pped with weapons of mass
destruction.”?® The NIE echoed this concern.

26 Rumsfeld Report, p. 20.
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However, while ICBMs can be used to deliver
weapons of mass destruction, for adevel oping country
that has acquired nuclear, chemical, or biological
weapons, such missiles would neither be the only nor
necessarily the optimum or preferred means of deliv-
ery (seebox).

Warheads Available to Emerging Missile
Powers. The threat that existing and potential future
missiles pose to the United States depends critically on
the type of warhead they carry. Missiles are not them-



selvesweapons of mass destruction and, aside from the
nuclear-armed missiles of the United States, Russia,
China, Britain, and France, most of the world’'s mis-
siles are armed with conventional explosives.

Conventional warheads. Most existing (and likely
future) conventionally armed long-range missiles are
not accurate enough to present a significant military
threat to even soft fixed military targets (such as air
bases, ports, ships stationed offshore, and troop encamp-
ments). However, conventional warheads could befitted
with a GPS (Globa Positioning System) receiver to
permit modest maneuvers to increase their accuracy,
and such weapons should be expected in the future.

Although such inaccurate missiles are capable of
striking large targets such as cities, they are not de-
structive enough to present a significant threat, unless
used in very large numbers. For example, the 518 Ger-
man V-2 missiles (each armed with roughly 750 kg of
high explosives) that hit London in World War 11
caused, on average, slightly fewer than 5 deathsand 12
seriousinjuries per missile?” The lsraeli casualty rates
due to Iragi missile attacks during the 1991 Gulf War
werelower than the World War 11 rates (and even lower
than would be expected once the different population
densities and warhead sizes were taken into account).
Irag launched 39 missiles at Israel, although their ac-
curacy was so poor that only one-third of these landed
in populated areas. These missiles caused a total of
2 deathsand 11 seriousinjuries. Nevertheless, even ex-
tremely inaccurate missiles can, through chance, occa-
sionally hit adensely occupied building and causelarge
numbersof deaths, asillustrated by thesingleIragi Scud
that hit aUS Army barracksin Dhahran, killing 28 and
injuring about 100. In contrast, a single suicide bomber
could expect to kill and injure dozens of people be-
cause they attack with very high accuracy. A truck
bomb, which can deliver a much larger amount of
explosive with high accuracy, can kill hundreds of
people.

Thus, conventionally armed missilesarein no sense
weapons of mass destruction. However, even if the ca-
sualty rates caused by such missiles are much lower
than generally assumed, they can have a significant
psychological and thus political impact if used against
cities.

? Roughly half of the missiles launched at London fell
within the city limits; those that fell outside the city resulted
in a much lower casualty rate.

Chemical warheads. What if these missiles are
instead armed with chemical warheads? The technol-
ogy required to produce chemical agentsiswell within
the capabilities of any country with a moderately ad-
vanced chemical or pharmaceutical industry. Produc-
ing a usable chemical weapon reguires some additional
steps, but it is not difficult to produce crude munitions
if the chemical agents are on hand.

Indeed, Iran and North Korea are assumed to have
active chemical weapons programs. Iraq used chemi-
cal weapons extensively in its war with Iraq in the
1980s. And the Rumsfeld Report notes, “Irag also had
large chemical and biological weapons programs prior
to the [1991 Gulf] war and produced chemical and bio-
logical warheads for its missiles.” 2 Indeed, many tons
of chemical weapons were destroyed by Iraq under
UNSCOM supervision. Now that the UN inspections
have ceased, it is possible that Irag has resumed its
chemical weapons program. (Of these three countries,
Iran has signed and ratified the Chemical Weapons
Convention in 19997 and is therefore now subject to
routine and challenge inspections.)

Therearenumerouswaysto deliver chemical weap-
ons. Effectiveness requires that the agent, in the form
of gasor liquid spray, be released at near-ground level,
asby artillery or bombs, multiple submunitions, or spray
delivered by aircraft or missile. Although chemical
weapons have occasionally been used in warfare, asin
World War | and the Iran-lIragq war, they have never
been delivered by missiles. However, both the United
States and Soviet Union produced chemical warheads
during the 1950s and 1960s for their short-range bal-
listic missiles. UN inspections of Iraq after the Gulf
War also revealed that Iraq had produced some bulk
agent chemica warheads for the Al-Hussein missile,
although it never used them. Indeed, Iraq reserved the
vast magjority of its chemical weapons for delivery by
artillery.

Chemical weapons delivered by even an inaccu-
rate missile could be used to target cities. If used against
acity that had no civil defense measures, 300 kilograms
of sarin nerve agent delivered by a unitary missile war-
head could kill hundreds or even thousands of people,
assuming the agent is effectively dispersed as a vapor
or volatile liquid spray at the optimal altitude and de-

28 Rumsfeld Report, p. 14.

Countermeasures

13



14

Delivery of Chemical and Biological Weapons by Ballistic Missile

Chemical warfare agents intended to attack the lungs
may be dispersed as vapors (gases) or smokes or as vola-
tile liquid sprays that evaporate to become vapors. The
nerve agent sarin is an example of a volatile liquid agent
intended to attack the lungs. Chemical warfare agents
intended to attack the skin, such as the nerve agent VX,
may be released as coarse drops of low-volatility liquid
to deposit on skin and contaminate terrain. Agents of
intermediate volatility, such as the nerve agent soman
and the blister agent mustard, can attack both through
the lungs and through the skin.

Most biological agents that have been considered
for weapons purposes would be dispersed as an aero-
sol—an aerial suspension of particles so small that their
settling velocity under gravity is negligible. The effec-
tiveness of a biological aerosol depends sensitively on
the size of the individual particles. The most effective
particle size is in the range of approximately 1-10 mi-
crons. If too large, inhaled particles will be deposited
in the upper respiratory tract, where infection is un-
likely to result. If too small, the particles will simply be
exhaled.

Biological aerosols may be generated either from a
liquid suspension (slurry) of the bacteria, virus, or other
infectious agent or from a dry powder of very small
particles. Dispersal may be by explosive release or vari-
ous means of spraying. In past US biological weapons
programs, obtaining the desired munition characteris-
tics, including but not limited to particle size distribu-
tion, dispersion rate, agent storage stability and dissemi-
nation survival, and infectivity have presented difficult
problems of microbiology, agent formulation, and en-
gineering. Nevertheless, by the time the United States
renounced biological weapons in 1969, extensive field
tests indicated that workable solutions had been found.
From what is known of the Iraqi biological weapons
program, it may have been still at an early stage at the
end of the Gulf War, although some advanced tech-
nologies, such as fine powder production and agent
encapsulation to enhance agent lifetime and dispersion
characteristics were at least under study.

For biological agents in liquid suspension, an aero-
sol in which a substantial proportion of the particles
are of the optimal size (1-5 microns) can be produced
by spray tanks with specially designed nozzles or other
dissemination devices mounted on airplanes, helicop-
ters, or cruise missiles. A spray device could presumably

also be developed for use on a missile-delivered sub-
munition. It is also possible to produce an aerosol with
at least a few percent of the agent in particles within
the desired size range if the agent is disseminated by
explosive means. Powdered biological agents can also
be disseminated by compressed gas rather than explo-
sive. Any form of aerosol production will inactivate a
certain proportion of the agent, depending on the spe-
cific conditions and agent.

The Soviet Union is said to have developed a chemi-
cal warhead for its Scud missile that used a small amount
of high explosive to break open the warhead shell and
then relied on wind shear to break the exposed agent
into liquid droplets. This method could be effective for
producing a coarse spray of a relatively nonvolatile
chemical agent intended to attack the skin but would
be highly inefficient for producing an effective biologi-
cal aerosol.

There are other ways in which the means of deliv-
ery will affect the size of the area exposed to chemical
or biological agents. The exposed area is highly sensi-
tive to atmospheric conditions and to the altitude at
which the agent is disseminated. If the release altitude
is too high, the agent will be dissipated over too wide
an area and, if an aerosol or vapor cloud, will be greatly
diluted by vertical motions of the atmosphere. Also, for
coarse sprays, release too near the ground can severely
limit the area affected. The optimal release altitude will
be influenced by wind speed and atmospheric stability
conditions. If these are known, achieving the correct
release altitude would be relatively straightforward us-
ing a low-flying aircraft, remotely piloted vehicle, or
cruise missile, but more difficult using a large missile
warhead that will pass through the correct altitude at a
fast speed during its descent. One way to address this
problem for delivery by missiles is to slow the warhead
down. Prior to the Gulf War, Iraq was apparently work-
ing on a chemical warhead that would deploy a para-
chute to slow itself down during reentry. Because sub-
munitions slow to subsonic speeds during descent, they
are better suited to delivering these agents than large,
unitary missile warheads.

Another factor is that a sprayer mounted on an air-
plane or cruise missile produces a line source of aero-
sol, which results in a large contaminated area as it
drifts downwind. A unitary missile warhead, on the other
hand, will produce a point source, which will result in
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a smaller contaminated area along a narrow plume.
For releases of several hundred to several thousand ki-
lograms of chemical agent, the lethal area per kilogram
of volatile chemical warfare agent released is two to
four times greater for a line source compared with a
point source. Since, in addition, the fraction of the agent
delivered can be twice as great for aircraft compared
with a unitary missile warhead, an aircraft could con-
taminate four to eight times as much area per kilogram
of agent released as a unitary warhead could.®

Artillery shells, which are fired in large volleys, pro-
duce multiple point sources that coalesce through the
action of air currents and thus cover a larger area. A
similar effect can be achieved for missile delivery by
using submunitions, in which the agent is deployed on
a large number—up to approximately 1,000—of small
bomblets that are released at a high altitude or early in
flight and thus scattered over a larger ground area than
could be covered with a bulk-filled warhead.

Moreover, the dissemination of chemical or bio-
logical agents by submunitions delivered by ballistic
missile can be tested by dropping small bomblets con-
taining simulated agents from aircraft. In this way, tests
can be done to achieve the optimal particle size.

The Rumsfeld Commission emphasized the possi-
bility that a missile carrying chemical or biological
agents directed against the United States might be armed
with submunitions instead of a single large warhead.
According to the Commission, “All of the nations whose
programs we examined that are developing long-range
ballistic missiles have the option to arm these, as well
as their shorter range systems, with biological or chemi-
cal weapons. These weapons can take the form of bomb-
lets as well as a single, large warhead.””

Thus, although missiles are generally not the most
effective way to deliver chemical or biological agents,
if missile delivery is desired, the most effective way to
deliver these agents is by submunitions. Producing such
submunitions would not be much more difficult than
producing a bulk-filled missile warhead. For example,
the United States developed chemical and biological
submunitions for delivery by its Little John, Honest John,
and Sergeant short-range missiles and by B47 and
B52 aircraft in the 1950s and 1960s. China and North
Korea have reportedly worked on ballistic missile war-
heads that would separate into 100 submunitions.©

2 The figures given in OTA, Assessing the Risks, pp. 53—
54 to compare aircraft and missile delivery of chemical
and biological agents are incorrect, apparently due to a
typographical error.

b Rumsfeld Report, p. 7.

© DFAX newsletter, Military and Arms Transfer News,
December 1995.

pending on the population density, weather conditions,
and time of day.?® The number of injuries would be
comparable to the number of deaths. For comparison,
delivery of the same chemical agent by aerial spraying
from an aircraft or cruise missile could result in ten
times as many deaths and injuries. A ballistic missile
equipped with many chemical submunitions would be
more effective than a single warhead containing the
same amount of agent, but probably less effective than

aerial spraying.

29 Steve Fetter, “Ballistic Missiles and Weapons of Mass
Destruction,” International Security Vol. 16 (Summer 1991),
pp. 5-42. See also US Congress, Office of Technology
Assessment (OTA), Proliferation of Weapons of Mass
Destruction: Assessing the Risks, OTA-ISC-559 (Washington,
D.C.: US Government Printing Office, August 1993), p. 53;
note that, apparently due to a typographical error, their
figure for the approximate number of deaths corresponding
to the given lethal area is too low by a factor of ten.

Thus, whether chemical weapons are “weapons of
mass destruction” depends sensitively on the conditions
surrounding their use. Overall, while their effects are
highly variable and unpredictable, ballistic missiles
armed with chemical warheads would likely be more
lethal than those armed with conventional explosives,
and could be much more so.

Biological warheads. In contrast to chemica weap-
ons, biological weapons have amost never been used
inmodern warfare, perhapsat |east in part because their
effects are difficult to predict and to control.** Poten-
tial biological agents include pathogens, which are
living microorganisms that can infect people, animals,
or plants; and toxins, which are toxic chemicals pro-
duced by microorganisms, plants, or animals. Biologi-
cal agents are easier to produce than nuclear materias;

30 Japan reportedly used biological weapons (plague) against
China in World War II. See OTA, Assessing the Risks, p. 60,
footnote 23.
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any country with amodestly sophisticated pharmaceu-
tical or fermentation industry (e.g., for the production
of beer or yeast) would be capable of producing bio-
logical agents. However, once the agents are on hand,
it isgenerally more difficult to produce usabl e biol ogi-
cal weapons than chemical weapons. This is in part
because both pathogens and toxins are generally very
sensitive to their environment and degrade quickly un-
der many conditions.

There are methods, however, such asfreeze-drying
and microencapsulation, that can hel p stabilize and pro-
tect biological agents, and can make dissemination of
the agent easier (see box for details). Most importantly,
weight for weight, biological agents are hundreds to
thousands of times more potent than chemical agents.*
Inits study of proliferation technologies, the Office of
Technology Assessment states that the “integration of
biological agents into precise, reliable, and effective
delivery systems such as missile warheads and cluster
bombs poses complex engineering problems. Never-
theless, the United States had overcome these problems
by the 1960s and had stockpiled biological agents.”
Thus, despite the uncertainties surrounding their use,
biological weapons are a potential threat that must be
taken serioudly.

Iran and North Korea are both assumed to have
active biological weapons programs. According to the
Rumsfeld Report, North Korea “possesses biological
weapons production and dispensing technol ogy, includ-
ing the capability to deploy . . . biological warheads on
missiles,”* and Iran is “conducting research into bio-
logical weapons.”* The UN inspections in Iraq after
the end of the 1991 Gulf War revealed an extensive
biological weapons program, which, according to Iragi
declarations, investigated several types of agents and
produced anthrax bacteria, botulism toxin, and afla-
toxin. According to the Rumsfeld Report, Irag had pro-
duced biological warheads for its missiles.®

As with chemical weapons, submunitions would
be the most effective means of dispersing biological
agents via ballistic missile (see box).

The anthrax bacteria is naturally relatively well-
suited to delivery by missile since it forms spores that

31 OTA, Technologies Underlying Weapons of Mass Destruc-
tion, p. 73.

32 OTA, Technologies Underlying Weapons of Mass Destruc-
tion, p. 9.

33 Rumsfeld Report, p. 12.

3* Rumsfeld Report, p. 13.

3> Rumsfeld Report, p. 14.
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would protect it from violent means of dispersal and
temperature changes during flight and reentry. Anthrax
spores are also relatively long-lived, surviving for a
day or morein air; the spores can survive for decades
in soil and animal hides and thus contaminate an area
for long periods of time. According to its declarations
to the UN inspectors, Irag had produced 50 bombs and
four Al-Hussein ballistic missile warheads armed with
the anthrax bacteria.®

If itsaccuracy was good enough to hit acity, amis-
sile delivering 30 kilograms of anthrax spores in a
unitary warhead against a city with no civil defense
measures could result in lethal inhalation dosage lev-
els over an area of roughly 5 to 25 square kilometers,
assuming the agent is effectively dispersed as a fine
aerosol and depending on the weather conditions and
time of day.*” (However, if the anthrax spores are not
disseminated as a fine aerosol but as larger particles,
or are disseminated at a too high altitude, the lethal
area could be much smaller—see box.) With no treat-
ment, most of theinfected population would diewithin
aweek or two; for typical urban population densities
this could result in the deaths of tens of thousands or
even hundreds of thousands of people.

For comparison, delivery of the same amount of
anthrax spores by aerial spraying from an aircraft or
cruise missile could result in ten times as many deaths
and injuries. Using submunitions to deliver the agent
by ballistic missile would increase the effectiveness of
delivery compared to a unitary warhead (see box).

Thus, it is clear that anthrax spores disseminated
in a city would deserve the label “weapons of mass
destruction.”

For biological weapons, as for chemical weapons,
the number of warheads would probably not be limited
by agent availability since these materials are readily
produced in quantities large relative to the amount
needed for a weapon.

Nuclear warheads. Producing (or buying) the fis-
sile material needed for anuclear weapon and building
the weapon itself is much more difficult than building
either biological or chemical weapons. Furthermore,

% [raqi statements also indicate that it produced 100 bombs
and 5 Al-Hussein warheads armed with the botulinal toxin.
However, this toxin decays rapidly upon exposure to air and
has never been successfully weaponized (OTA, Technolo-
gies Underlying Weapons of Mass Destruction, p. 80);
moreover, the Iraqis were storing these weapons at room
temperature, at which the toxin also decays rapidly.

37 Fetter, “Ballistic Missiles,” p. 26.



developing a nhuclear warhead to put on amissile is a
major technical challenge in itself. Simple nuclear
weapons are generally quite large and heavy; it is a
challenge to make onelight enough to be carried along
distance by a missile.® Delivery by aircraft or uncon-
ventional means might be more feasible for a newly
proliferant state.

Prior to the 1991 Gulf War, Irag had an extensive
nuclear weapon program, but under UN Security Coun-
cil Resolution 687, its material production facilities
have been destroyed. Now that UN monitoring has
stopped, Iraq could reactivate its nuclear weapon pro-
gram, but its efforts would have been set back substan-
tially since it would first have to produce the required
fissile material.

North Korea, which will not bein full compliance
with the Nuclear Non-Proliferation Treaty (NPT) for
at least several years, may have produced enough
unsafeguarded plutonium for one or perhapstwo nuclear
weapons.® |t is generally assumed that North Korea
would be capable of building asimple nuclear weapon
if it did have the required fissile material, but no evi-
dence has been disclosed that it has done so.

Iran is usually presumed to be pursuing a nuclear
weapon program, but there is little public evidence of
progress towards this goal. Iran is a signatory to the
NPT and has allowed the IAEA to make both routine
and special on-site inspections, which to date have re-
vealed no NPT compliancefailures. However, itispos-
sible that Iran is conducting nuclear weapons research
at clandestine sites. In any event, Iranislikely at least

38 Li Bin, “Nuclear Missile Delivery Capabilities in Emerging
Nuclear States,” Science and Global Security, Vol. 6 (1996),
pp. 311-332.

39 David Albright, “How Much Plutonium Does North Korea
Have?” The Bulletin of the Atomic Scientists, Sept/Oct 1994,
p. 53.

ten years away from being able to produce a nuclear
weapon, unless it were able to obtain fissile material
from another country.

A small nuclear weapon would kill and injure
people over an area of several square kilometers. Even
an inaccurate ICBM (with an accuracy of perhaps
5 kilometers) carrying afirst-generation nuclear weapon
(of the size of the US bomb used on Hiroshima) could
kill some hundred thousand people and injure a
comparable number, if detonated over alarge city.

Becausethefissile materials needed to build nuclear
weapons are so difficult to obtain, it can be expected
that the nuclear arsenals of any newly proliferant coun-
tries would be quite small. For any of these countries
that managed to build or acquire one or a handful of
nuclear weapons, such a weapon would be precious.
For this reason, delivery by missile, which is inher-
ently unreliable, may not be the first choice. As the
Rumsfeld Report noted, along-range missile developed
by a developing country islikely to undergo only lim-
ited testing, so thereliability would be unknown. Given
the complexity of along-range missile, the owner must
expect that the reliability could be quite low.

Nevertheless, an attacker may choose to use a bal-
listic missile. Missiles have the advantage that they are
harder to defend against than are aircraft. And the at-
tacker would presumably make defending against a
nuclear-armed ballistic missile more difficult by launch-
ing such a valuable warhead with countermeasures on
the missile and perhaps additional decoy missiles car-
rying nonnuclear payloads.

Countermeasures






Chapter 3

The Planned NMD System

The general architecture of the planned NMD system
isnow fairly well established, although decisions have
not yet been made about all the details. In this chapter
we describe the system components, and discuss what
they are designed to do and how they are designed to
work together. This chapter provides an overview of
the proposed NMD system; for those interested, we
provide more technical details in the appendices.

Before turning to adescription of the planned NMD
system, we note that a missile defense system can in
general be placed into one of three categories, accord-
ing to wherein the trajectory of theincoming missileit
is designed to intercept the target. A “boost-phase”
defense system isdesigned to intercept during the boost
phase of the attacking missile, in the first few minutes
after it is launched and before the missile has rel eased
its warhead or warheads. A “terminal-phase” defense
is designed to intercept a missile warhead in the final
stage of its trajectory, as it reenters the atmosphere
shortly before reaching its target. A “mid-course” de-
fense system covers the territory in between: it is de-
signed to intercept awarhead after it isreleased by the
missile but before it reenters the atmosphere, when it
istraveling through the vacuum of space. For an inter-
continental-range missile, mid-courseisthelongest part
of the trajectory.

Each of these three types of missile defenses has
advantages and disadvantages. However, because the
technical requirementsare quite different for thesethree
types of defense systems, any one type of defense is
built to operate primarily in one regime and will not
generally have capahilitiesin the other regimes. It is of
course possible to include more than one of these three
types of missile defense systemsin alarger, multilay-
ered system, but the planned USNMD system consists
of only one layer.

The planned US NMD system is designed to inter-
cept incoming warheads after their release by the mis-
sile, and before reentry into the atmosphere. Thus the
system would be a mid-course defense, although it
might have some capability to intercept incoming ob-
jectsduring the early part of the terminal phase of their
trajectory, when they are still very high in the atmo-
sphere. Theinterceptor would be land-based, exoatmo-
spheric (itisdesigned to homein onitstarget only above
the atmosphere), and hit-to-kill (it would not use an
explosive warhead to destroy an incoming warhead, but
rather would need to directly hit its target to destroy it
by impact).

Finaly, we note that the US NMD system is in-
tended to defend only against long-range ballistic mis-
siles. It is neither intended nor able to counter other
types of missile threats to the United States, such as
cruise missilesor short-range ballistic missileslaunched
from ships against coastal targets.

How the NMD System Would Evolve over Time
The United States plans to build the NMD system in
several stages, with the capability of the systemincreas-
ing with each stage. A “preliminary” architecture re-
leased by the Ballistic Missile Defense Organization
(BMDO) in March 1999 describesthe NMD system as
being deployed in three phases.! The first system con-
figuration—dubbed the “capability-1" or “C-1" sys-
tem—is designed to defend against an attack of a
“few, simple” warheads. This initial system would

' Ballistic Missile Defense Organization, “C1/C2/C3
Architecture—Preliminary,” Briefing slide TRSR 99-082 25,
3 March 1999. This architecture is described in Michael C.
Sirak, “BMDO: NMD ‘C3’ Architecture Could Feature up to
Nine X-Band Radars,” Inside Missile Defense, 19 May 1999,
pp. 13-14.
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subsequently be augmented to provide a“ capability-2"
or “C-2" system, designed to defend against a “few,
complex” warheads. The stated goal of the NMD pro-
gram is to deploy a “capability-3” or “C-3" system,
designed to defend against “ many, complex” warheads.
The term “few” refersto five or fewer warheads; cor-
respondingly, the term “many” is unclear but refers to
at least more than five warheads. The dividing line
between theterms“simple”’ and “ complex” islesswell-
defined (at least publicly) and more difficult to mea
sure; these terms refer to the extent to which the
attacker has incorporated countermeasures to fool or
overwhelm the defense. We discuss thisin much more
detail in the following chapters. The planned systemis
designed to be compatible with further expansions, in-
cluding more ground-based interceptors deployed at
additional sites and space-based weapons, such as the
space-based laser under research and development by
the United States.

In October 1999, the administration announced that
it planned to increase the number of interceptorsin the
initial system from 20 to 100, with other elements be-
ing the same as the C-1 plan. This system is called the
“phase 1" or “C-1 prime” system. The stated intent is
to defend al 50 states from a few tens of warheads
with simple countermeasures from North Korea or a
few warheads with simple countermeasures from the
Middle East.? While the announcement in October
called for deployment of the phase 1 system by 2005
or 2006, subsequent reports state that the 100 intercep-
torswould be deployed by the end of fiscal year 2007.3
The administration said in October that the longer term
goal isto deploy subsequent stages of the system, in-
cluding asecond interceptor site, inthe 2010-2011 time
frame, with the goal of defending all 50 states from a
few tens of warheads with complex penetration aids
launched from either North Korea or the Middle East.

The description of the three stages presented here
is based on the March 1999 BMDO architecture,

2 The recent administration changes are described in the
testimony of Lt. Gen. Ronald T. Kadish, Director, Ballistic
Missile Defense Organization, to the Strategic Forces
Subcommittee of the Senate Armed Services Committee,
28 February 2000, and in the testimony of Walter B.
Slocombe, Undersecretary of Defense for Policy, to the
House Armed Services Committee, 13 October 1999. See
also Michael C. Sirak, “Administration Seeks Phased NMD
Fielding, Phased ABM Treaty Changes,” Inside Missile
Defense, 20 October 1999, pp. 1, 33, 34.

3 Daniel Dupont, “More Tests, Interceptors Funded in New
National Missile Defense Plan,” Inside Missile Defense,
29 December 1999, pp. 14-15.
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updated to reflect the recent changes. However, changes
to this plan, particularly to the capability-2 and capa-
bility-3 stages, are possible.

These three system configurations would differ
from each other in several ways. (See Table 3-1 for the
architecture of the C-1, C-2, and C-3 configurations.
Figures 3-1, 3-2, and 3-3 show each system as viewed
from space.) One difference is in the number of inter-
ceptors. Under the BMDO plan, the C-1 NMD system
would have 20 interceptors deployed at asingle site in
Alaska; this number has now been increased to 100.
The C-3NMD system would increase thisto 250 inter-
ceptors, with half of them deployed at a second site
near Grand Forks, North Dakota.

More importantly, the number and types of sen-
sors available to the NMD system at each capability
level would also differ. The C-1 system would upgrade
five existing early warning radars and deploy one new
X-band radar (see the box on page 29 for a description
of each component) designed specifically for NMD use
at Shemya in the western Aleutians. The number of
X-band radars would increase significantly as the sys-
tem evolved to the C-2 and C-3 configurations, and the
SBIRS-low space-based missile tracking system would
first be deployed with the C-2 system.

How the NMD System Is Designed to Operate
To intercept and destroy an incoming ballistic missile
warhead, the US NMD system must successfully per-
form aseriesof tasks. First, it must detect the launch of
the ballistic missile and determine the general direc-
tion that the missile is going. Once the booster is done
burning, the NMD system must detect the warhead(s)
and any other objects accompanying them (such as
missile debris or decoys), then begin to track these ob-
jectsand predict their future trajectories. At some point
in this process, the NMD system must discriminate the
actual warhead(s) from the other objects and track the
warhead(s) with sufficient accuracy to determineapre-
dicted intercept point. If the system cannot discrimi-
nate the warhead(s) from other objects, it must instead
track all the possible targets. The defense must then
launch one or more interceptors towards the predicted
intercept point for each target (or, if several potential
targets are close together, for each cluster of targets).
As the interceptor flies out, the defense must continue
to track each target and send updated trajectory infor-
mation to theinterceptor. Oncetheinterceptor iswithin
acertain distance of its assigned target, it must release
the kill vehicle. The kill vehicle must then detect
the objects with its own sensors and, if necessary,



Table 3-1. Preliminary Architecture for the C-1, C-2, and C-3 NMD systems.
In the case depicted below, the first interceptor site is in Alaska, with a second site in North Dakota added

for the C-3 configuration.

C-1 Configuration

C-2 Configuration

C-3 Configuration

Number of Interceptors

Deployed in Alaska 100 100 125
Number of Interceptors
Deployed in North Dakota 0 0 125
Upgraded Early Warning Radars | Beale (Marysville, Calif.) | Beale Beale
Clear (Alaska) Clear Clear
Cape Cod (Mass.) Cape Cod Cape Cod
Fylingdales (England) Fylingdales Fylingdales
Thule (Greenland) Thule Thule
South Korea
X-band Radars Shemya (Alaska) Shemya (Alaska) Shemya
Clear (Alaska) Clear
Fylingdales (England) [ Fylingdales
Thule (Greenland) Thule
Beale
Cape Cod

Grand Forks (N. Dakota)
Hawaii
South Korea

In-Flight Interceptor Central Alaska

Central Alaska

Central Alaska

Communications Systems Caribou (Maine) Caribou Caribou
Shemya (Alaska) Shemya Shemya
Munising (Mich.) Munising
Hawaii
DSP or
SBIRS-high? ves ves ves
SBIRS-low? No Yes Yes

Sources: Ballistic Missile Defense Organization, “C1/C2/C3 Architecture—Preliminary,” Briefing slide TRSR 99-082 25,
3 March 1999; Michael C. Sirak, “BMDO: NMD ‘C3’ Architecture Could Feature up to Nine X-Band Radars,” Inside
Missile Defense, 19 May 1999, pp. 13—14. Note that the March 1999 plans for the C1 system included only

20 interceptors in Alaska; this table lists the number of interceptors in the C1 system as 100 because the Clinton
administration has increased the number of interceptors in the initial deployment to 100.

discriminate the warhead from the other objects. Fi-
nally, the kill vehicle must home on the warhead and
maneuver to hit it directly.

We discuss each of these tasks in somewhat more
detail below and describe the NMD components that
would perform the various tasks (see the box on
page 29 for a description of each component). Werel-
egate a more detailed discussion of the technical

parameters and capabilities of these components to
Appendices B and D.

Launch Detection. The United States currently
operates a system of early warning satellites in geo-
synchronous orbit that use infrared sensors to detect
the hot plume of a missile booster in the early stage
of its flight. These satellites, known as DSP (Defense
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Ground Based Interceptor

Defense Support Program/
s (GBI) Space-Based Infrared System (High)
. Upgraded Early Warning Radar Space-Based Infrared System (Low)
== (UEWR) (SBIRS-Low)
@ X-Band Radar Battle Management / Command,
== (XBR)

Control, and Communications (BM / C3)

In-Flight Interceptor Communications
System (IFICS)

Figure 3-1. View from space of C-1 National Missile Defense system.
The DSP/SBIRS-high system consists of 5-6 satellites.

Countermeasures



o

|

1

£ Ground Based Interceptor Defense Support Program/
s (GBI)

Space-Based Infrared System (High)

Upgraded Early Warning Radar

. Space-Based Infrared System (Low)
== (UEWR) = (SBIRS-Low)

@ X-Band Radar

== (XBR)

Battle Management / Command,
Control, and Communications (BM / C3)

In-Flight Interceptor Communications
System (IFICS)

Figure 3-2. View from space of C-2 National Missile Defense system.

The DSP/SBIRS-high system consists of 5-6 satellites, and
approximately 24 SBIRS-low satellites are planned.
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Figure 3-3. View from space of C-3 National Missile Defense system.

The DSP/SBIRS-high system consists of 5-6 satellites, and
approximately 24 SBIRS-low satellites are planned.
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NMD Components

Early Warning Satellites (DSP/SBIRS-high)

US early warning satellites are designed to detect the
launch of a ballistic missile, and to provide a rough
location of the missile launch and limited information
about the trajectory of the missile. The current early
warning satellites, known as Defense Support Program
or DSP satellites, will in the next decade be supple-
mented and eventually replaced by 5 or 6 new early
warning satellites. These new satellites are referred to
as the high Earth orbit component of the Space-Based
Infrared System, or SBIRS-high. All these early warning
satellites use infrared sensors to detect the hot plume of
the missile during its boost phase. After the missile has
stopped burning and the warhead(s) are released, the
satellites can no longer see the missile or its warheads.

Ground-Based Interceptor (GBI)

The NMD interceptor will consist of an exoatmospheric
kill vehicle (EKV) on top of a booster. The booster will
be a three-stage missile based in an underground silo.
It will boost the kill vehicle to a speed of 7-8 kilome-
ters per second before releasing the kill vehicle. The
kill vehicle will be capable of intercepting a target out-
side the Earth’s atmosphere. It will first use infrared and
visible-light seekers to home on its target, with the final
homing performed by the infrared seekers. The kill ve-
hicle is “hit-to-kill,” meaning that it will destroy its tar-
get by direct impact with it. The kill vehicle can ma-
neuver in a lateral direction using small side thrusters.
A kill vehicle designed by Raytheon Corporation has
been selected for the NMD system, while one designed
by Boeing will serve as a backup.

Upgraded Early Warning Radars (UEWRs)

The United States deploys early warning radars at sev-
eral locations worldwide; these radars are designed to
track incoming missiles and warheads in flight after the
early warning satellites can no longer do so. The cur-
rent early warning radars consist of three BMEWS (Bal-
listic Missile Early Warning Radars) in Alaska,
Greenland, and Britain, and two Pave Paws radars in
California and Massachusetts. These radars are currently
not able to track targets with high enough accuracy to
guide interceptors, but would be upgraded to give them
this capability.

X-Band Radars
The NMD system will use phased-array, X-band
radars specifically designed for use in the NMD

systems. (“X-band” refers to the frequency of the radar
waves produced; in this case the frequency is 10 giga-
hertz.) These radars will have a better tracking capabil-
ity than the early warning radars, and they are also de-
signed to help distinguish the warheads from debris and
false targets. The first X-band radar would be deployed
at Shemya in the Aleutians, with subsequent radars de-
ployed alongside the upgraded early warning radars, at
interceptor sites, and elsewhere. A prototype is now in
operation at the Kwajelein missile test range.

Space-Based Missile Tracking System

The United States is also developing a system of satel-
lites designed to accurately track missiles in flight. The
system is currently referred to as the low Earth orbit
component of the Space-Based Infrared System, or
SBIRS-low; it was previously known as the Space and
Missile Tracking System (SMTS) and before that as “Bril-
liant Eyes.” The full constellation will have approxi-
mately 24 satellites, each of which will have several
types of sensors. These include a short-wavelength in-
frared sensor with a wide field of view, designed to de-
tect (or “acquire”) the missile during its boost phase;
and medium- and long-wavelength infrared and visible
light sensors with narrow fields of view, designed to
track a target once it is detected. The track data is in-
tended to be accurate enough to guide interceptors with-
out assistance from other sensors. In addition, SBIRS-
low is designed to help with target discrimination. Two
different “proof of concept” satellites were scheduled
to be launched at the end of 1999 or in early 2000, but
in February 1999, the Air Force cancelled its contracts
with Boeing and TRW, citing cost overruns and techni-
cal problems. Initial deployment is still scheduled for
2006, but this date is likely to slip.

Battle Management Center

All the data from the various space- and ground-based
sensors will be integrated at the main NMD battle man-
agement center, to be located at Cheyenne Mountain
in Colorado.

In-Flight Interceptor Communications Systems
(IFICS)

The NMD system will use several ground stations to
relay communications from the battle management cen-
ter to interceptors that have flown over the horizon.
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Support Program) satellites, are able to detect the launch
of any ballistic missile worldwide* and provide the
rough location of its launch point and rough informa-
tion about its trajectory.

Beginning in 2004, the DSP satellites will be re-
placed by a new system of early warning satellites
known as SBIRS-high (Space-Based Infrared System—
high Earth orbit), which will also use infrared sensors
to detect missile plumes but will have improved
capabilities.

The data from the early warning satellites would
be fed to the NMD battle management center, to be
located at Cheyenne Mountain in Colorado. Based on
the length of time the booster burns, the launch loca-
tion, and the rough trgjectory information provided by
the early warning satellites, the battle management cen-
ter would determine whether the missile poses a pos-
sible threat to US territory and whether the NMD sys-
tem might have to try to intercept it.

Warhead Detection and Tracking. Oncethemis-
sile booster has stopped burning, it would no longer be
visible to the early warning satellites. Using the infor-
mation these satellites provide about the boost phase
of the missile, other NMD sensors must then take over
and detect and track the warhead(s) aswell asany mis-
sile debris, decoys or other objects produced by the
missile. By tracking an object over a period of time,
the NMD system would estimate its trajectory with in-
creasing accuracy and determine the point in space to
which the interceptor should deliver the kill vehicle,
which would then home on the object and try to hit it.

The sensors that the NMD system would use to
track the warhead(s) include the existing early warn-
ing radars; new X-band ground-based phased-array ra-
dars; and a satellite-based tracking system that would
use infrared and visible light sensors.

Because the United States is geographically large
and the Earth is curved, a ground-based radar at any
one site could not detect and track all long-range mis-
siles that could detonate in the United States. For ex-
ample, aradar based in North Dakota could not detect
missiles launched from North Korea that would deto-
nate in Hawaii, whereas aradar based in Alaska could
not detect missilesfired on trajectories over the Atlan-
tic that would detonate on the East Coast.> Moreover,

if the NMD interceptors are based at only one or two
sites, but must cover the entire United States, they would
need to fly far from their deployment site to intercept
their targets. Thus, it would be important to track in-
coming objects as early as possible so that the inter-
ceptors can be launched as early as possible, particu-
larly if the system is to observe the results of one or
more intercept attempts before launching more inter-
ceptors. Therefore, in addition to any radars deployed
at interceptor sites, the NMD system requires a num-
ber of forward-deployed radars to track incoming tar-
gets and to guide the interceptor toward them.

The United States currently operates five early
warning radars, located in California, Massachusetts,
Alaska, Greenland, and Britain. These radars are de-
signed to provide warning of a nuclear attack and to
permit the launch of US nuclear weapons before the
incoming warheads land. Currently they are not ableto
track targets accurately enough to provide information
adequate to guide interceptors. Under the Upgraded
Early Warning Radar program, the United States is
devel oping software and hardware modificationstoin-
crease the radars’ tracking capability to give them this
capability.

Using data from the early warning satellites that
provides the approximate launch point and arough tra-
jectory of the incoming missile, the upgraded early
warning radars would search the appropriate area of
sky to detect the targets. The more accurate the infor-
mation about the target trajectory that is provided to
the radar, the smaller the area of sky the radar must
search, and the further away it can detect the incoming
targets. However, even following these upgrades, the
early warning radars will have only very limited capa
bilities to discriminate warheads from decoys or other
false targets.

Thus, the NMD system will also deploy a number
of new X-band radars® that are specifically designed
for NMD use and which have will have much better
range resolution, and discrimination and tracking ca-
pabilities than the early warning radars. The first X-
band radar will be deployed at Shemya, at the western
end of the Aleutian Island chain, where it will be well
positioned to observe missiles launched from North
Korea. Subsequent X-band radars will be deployed

*The DSP system might not be able to detect the launch of a
very short-range ballistic missile, but that is not relevant to
the NMD system, which is designed to intercept long-range
ballistic missiles.

5 Radar coverage is discussed in Lisbeth Gronlund and
David Wright, “Limits on the Coverage of a Treaty-
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Compliant ABM System,” Physics and Society, Vol. 22, no.
2, April 1992, pp. 3-6.

¢ X-band refers to the frequency of the radar waves that the
radar uses. The X-band lies between 8 and 12 gigahertz
(GHz); the corresponding wavelength is approximately

3 centimeters.



alongside the early warning radars, at interceptor sites,
and elsewhere.

The United States also plans to deploy a satellite-
based missile tracking system. Originally an SDI pro-
gram called the Space Surveillance and Tracking Sys-
tem (SSTYS), this program evolved into the Brilliant
Eyes program, which was first renamed the Space and
Missile Tracking System (SMTS) and then more re-
cently the Space-Based Infrared System—Ilow Earth
orbit (SBIRS-low). SBIRS-low isthe sensor that would
providethe earliest tracking capability followingamis-
silelaunch aswell asworldwide coverage, but itisalso
the least developed and the furthest from deployment.
It is an Air Force program intended for use by both
national and theater missile defenses. The full system
would have approximately 24 satellites equipped with
both wide field of view infrared sensors designed to
detect targets during boost phase (acquisition sensors)
and narrow field of view infrared and visible light
sensors designed to track targets during midcourse
(tracking sensors). This satellite system is designed
to provide track data accurate enough to guide
interceptors, if necessary without assi stance from other
sensors. In February 1999, the Air Force cancelled its
SBIRS-low contractswith Boeing and TRW, citing cost
overruns and technical problems. Initial deployment is
still scheduled for 2006, but this dateis likely to dip.

The track data from the ground-based radars and
space-based sensorswould be routed to the NMD battle
management center. The center’scomputerswould then
estimate the trajectory of each object being tracked and
predict the future position of the object as afunction of
time.

Warhead Discrimination. If the missile deploys
more than one object, then once the NMD system has
detected the objects, it must determine which of these
are warheads and which are not. Otherwise, the NMD
system—with alimited number of interceptors—would
risk simply running out of interceptors.

While the warheads and decoys are traveling
through the vacuum of space—where there is no air
resistance—the lighter decoys and heavier warheads
would all travel at the same speed. If the objects are
roughly the same size, when they begin to reenter the
atmosphere, the lighter decoys would slow down rela-
tive to the heavier warheads, allowing the warheads to
be identified by the X-band radars because they can
measure small changes in velocity. (The altitude at
which a decoy will slow down relative to a warhead
depends on the weight, size, and shape of the decoy.)
Once the decoys slow down enough, the NMD system

would be able to determine which objects are the war-
heads. However, the kill vehicle has a minimum inter-
cept altitude, below which it cannot intercept a target.
Because the kill vehicle uses an infrared sensor to de-
tect and home on the target, it would be blinded by the
heating that would occur as the sensor fliesthrough the
atmosphere. Moreover, thekill vehiclewill havean air-
frame that is not aerodynamic and would thus become
unstable in the atmosphere where it would experience
lift and drag forces. If this minimum intercept altitude
is comparable to the altitude at which the radars can
first discriminate the lightwei ght decoysfrom aheavier
warhead, the NMD interceptor may not be able to fly
low enough to even make an intercept attempt.

The NMD system would thus need to discriminate
the warheads from the decoys before these objects
reenter the atmosphere. The ground-based X-band ra-
dars can make very detailed measurements of the
motions of an incoming object (such as whether it is
wobbling or rotating) as well as some of its physical
characteristics, including itslength (projected along the
direction between the target and radar), certain struc-
tural details, its velocity, and its radar cross section.
Theradar cross section of an object isameasure of the
apparent size of the object as seen by the radar and
depends on the physical size of the abject, on how well
its surface reflects or absorbs radar waves, and on the
shape of the object (see Appendix C). In some circum-
stances, the X-band radars may be able to produce a
two- or even three-dimensional image of a target (see
Appendix D).

SBIRS-low is specifically designed to help with
target discrimination by adding different types of sen-
sors to the NMD system. When SBIRS-low becomes
available, the NMD system could also attempt to dis-
criminate decoysfrom warheads by using infrared sen-
sors, which detect the heat radiated by an object. Thus,
if it were known that a warhead was hotter (or cooler)
than the decoys, the infrared sensor should be able to
distinguish one from the other. In addition, SBIRS-low
will have a sensor in the visible spectrum that detects
reflected sunlight and may provide other types of in-
formation about incoming objects in a daytime attack.

The NMD battle management center would inte-
grate the information from these various sensors and
decide which abjectsthe system should try to intercept.

Finally, if the decoys and warheads were spaced
closely enough together, the infrared and visible sen-
sors on the kill vehicle itself could be used to attempt
to discriminate thewarheadsfrom the decoys. Thisstrat-
egy could be implemented only if the objects were
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spaced closely enough that the kill vehicle would have
time to maneuver and reach any of these objects once
it determined which one was the warhead. When the
kill vehiclefirst acquired the target, which could occur
at ranges as great as one thousand kilometers or more,
its infrared sensors would provide data similar to that
from SBIRS-low. Thiswould permit the NMD system
to determine the temperature of an object and the in-
tensity of theinfrared radiation emitted by it. However,
as the kill vehicle drew closer to the target, its spatial
resolution would improve and it would increasingly be
able to image the target and other objects close to it.
Theseimages could also potentially be used to discrimi-
nate the warhead from the other objects. In addition,
thefirst kill vehicle could send such images of closely
spaced objects to the NMD system to help subsequent
kill vehicles discriminate the warhead from decoys and
other objects. This strategy would rely on firing mul-
tiple interceptors against each potential warhead.

Interceptor Guidance. Oncethe NMD system has
decided which object to intercept, it would launch one
or more interceptors towards the predicted intercept
points. The NMD interceptor would consist of athree-
stage missile booster and an exoatmospheric kill ve-
hicle (EKV), which would separate from the booster
onceit has burnt out. The booster would accelerate the
kill vehicle to a speed of 7-8 kilometers per second.
Oncethekill vehicle was above the atmosphere, it could
maneuver by using small thrustersto divert it in acho-
sen lateral direction.

In order to increase the probability of a successful
intercept, the NMD system would likely fire multiple
interceptors per target.” If time permits, the NMD
system would likely use a “shoot-look-shoot” tactic
whereby it would fire additional interceptors at atarget
only if the previous ones failed to hit it. However, this
tactic may be possible only if the incoming warhead’ s
trajectory takesit close enough to theinterceptor launch
point. Otherwise the fly-out time for the second inter-
ceptor could be too long to permit a second launch
to be delayed until it was certain that the first intercep-
tor had failed. In this case, the NMD system would
have to use the less efficient strategy of firing several

7 For example, the fact that an initial 20 interceptor deploy-
ment is said to be able to deal with about five warheads
indicates that it is expected that it may be necessary to fire
as many as four interceptors per warhead to get the required
system kill probability. See also Michael Dornheim, “Missile
Defense Design Juggles Complex Factors,” Aviation Week
and Space Technology, 24 February 1997, p. 54.
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interceptors at once or in quick succession (known asa
salvo launch).

Once an interceptor has been launched at a spe-
cific target, the NMD system would continue to track
thetarget and the interceptor in order to update the pre-
dicted intercept point. The job of the NMD system
would then be to guide the booster and the kill vehicle
to the point in space where the kill vehicle should be
able to detect the target using its own sensors (known
as the acquisition point). From that point the kill ve-
hicle should be able to home on and hit the target. The
acquisition point would be cal culated by the NMD sys-
tem based on the estimated trajectory of the target.

The NMD system would use an In-Flight Intercep-
tor Communications Systems (IFICS) to relay commu-
nications from the battle management center to inter-
ceptors that have flown over the horizon. The IFICS
would consist of several ground stations deployed at
forward locations.

Kill Vehicle Homing. The kill vehicles are de-
signed to destroy their targets by colliding with them
at high speeds. Oncethekill vehicleis close enough to
itstarget, itson-board infrared and visible sensorswould
be used to detect the target and home onit. In order for
this to be possible, the target must be in the searchable
field of view of the sensorswhen thekill vehiclereaches
the acquisition point. The region of spacethat iswithin
the kill vehicle's field of view and within which the
kill vehicle can maneuver to make an intercept is re-
ferred to as the interceptor “basket.”

During the homing process, the kill vehicle would
continue to receive information on the target, based on
data from the radars and SBIRS-low satellites, which
could assist in discrimination.

The kill vehicle would use small thrusters to ma-
neuver. As noted above, the kill vehicle has a mini-
mum intercept atitude, below which it cannot inter-
cept atarget. The Ballistic Missile Defense Organiza-
tion is trying to achieve a minimum intercept altitude
of 130 kilometers.®

Battle Management. Asmentioned above, oncea
ballistic missile is launched, data from the early warn-
ing satellites would be fed to the NMD battle manage-
ment center where computerswould determine whether
the missile might need to be engaged by the NMD sys-
tem. Of course, more than one missile might be
launched at atime or in quick succession.

8 Lt. Col. Rick Lehner, NMD Joint Program Office, personal
communication, January 2000.



The track data from the ground-based radars and
space-based sensors would also be routed to the NMD
battle management center. The center's computers
would then estimate the trgjectory of each object being
tracked and predict the future position of the object as
afunction of time. In order to develop trajectory infor-
mation for multiple objects that are similar in appear-
ance and are closeto each other, the system would need
to consider all the possible trajectories that could be
consistent with successive position measurements.

In addition, the battle management center would
need to integrate all the sensor datato determinewhich
objectsare potential warheads. Finally, the center would
need to make kill assessments, to determine which
warheadsthe NMD system had failed to intercept. This
would be essential to implement a * shoot-look-shoot”
strategy.
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Chapter 4

Countermeasures to the Planned NMD System:
Why the Attacker Has the Advantage

In this chapter we examine the general requirements
for an effective limited national missile defense against
nuclear and biological weapons, and for effective of-
fensive countermeasures to a limited NMD. We also
note the specific characteristics of the planned NMD
system that would make it more difficult for the
system to meet the requirements for an effective
defense.

It is atruism that the development or deployment
of a weapons system often leads to the development
and deployment of another system to counter the first.
Indeed, the planned US national missile defense is
itself such a response to ballistic missiles. Thus, one
must expect that countries that want to acquire or
maintain the ability to attack the United States with
intercontinental-range ballistic missiles will respond
to the deployment of aUSNMD system by incorporat-
ing countermeasure strategies and technologies to de-
feat it.

While the outcome of a competition between of -
fensive and defensive weapons systemswill in genera
depend on many factorsand technical details, itisnone-
theless possible to say something about the relative dif-
ficulty of the offensive and defensive missions in the
case of interest here.

It might seem that the United States—with its far
superior technology and bigger defense budget—should
be able to build a national missile defense that could
overcome any countermeasures an attacking state—es-
pecially an emerging missile state—could use. How-
ever, there are many operational and technical reasons
why itismuch moredifficult to build an effective NMD
system than to build an effective offense. These inher-
ent advantages can enable an attacker to compensate
for US technical superiority.

Defense Will Commit First
The attacker has a strong advantage because the de-
fense must commit to a specific technology and archi-
tecture before the attacker does. As is happening now
with the US NMD program, the defense will choose
and then deploy hardware whose general characteris-
tics will be known to the attacker. Moreover, because
it will take at least several yearsto build an NMD sys-
tem, the attacker will have adequate time to respond.*
The attacker need not commit to acountermeasure tech-
nology until after the defense systemis being deployed,
and it can then tailor its countermeasures to the spe-
cific system that the defense builds.

The defense might be ableto |earn something about
a potential attacker’s countermeasure program if its
countermeasures are flight-tested and the defense can
observe the tests. However, even if the defense could
obtain someinformation about aparticular countermea:
sure in this way, it could not know the details of how
such countermeasures would actually be implemented
or what other countermeasures the attacker intended to
use. Moreover, sincethe other country would know that
its flight tests would be monitored, it might choose to
conduct teststhat were deliberately misleading, and the
defense could not rule out this possibility.

Because the defense will not know with certainty
what countermeasures the attacker would use, it must

" In fact, the long time required to build the large phased-
array radars used for ballistic missile defenses motivated
many of the restrictions in the Anti-Ballistic Missile (ABM)
Treaty that are intended to give each country adequate time
to respond to a withdrawal from or violation of the treaty by
the other country. For a full discussion, see Lisbeth
Gronlund and George Lewis, “How a Limited National
Missile Defense Would Impact the ABM Treaty,” Arms
Control Today, November 1999, pp. 7-13.
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be prepared for al plausible ones. And while the de-
fense can attempt to anticipate and prepare for arange
of offensive countermeasures, it cannot anticipate
every possible countermeasure or combination of coun-
termeasures. Moreover, the defense cannot anticipate
exactly how an attacker will chooseto design and imple-
ment the countermeasures it employs.

In many cases, even if the defense knew in detail
what countermeasure the attacker intended to use, the
defense would still not be able to defeat the counter-
measure. (For example, even if the United States knew
that an attacker planned to use biological weapons
deployed on submunitions, the planned NMD system
could not defend against such an attack.) Indeed,
not all US countermeasures developed in the 1960s
were classified top secret. Instead, some of these coun-
termeasures were considered to be “spy-proof” —
meaning that even if the Soviet Union had been ableto
learn everything about them, it could not have done
anything to keep the countermeasures from defeating
the defense.

Defense Must Work First Time

The defense would have essentially no opportunity to
modify its tactics or hardware to take into account the
countermeasures used by the attacker, should an actual
attack occur. An attack on the United States by long-
range ballistic missiles armed with weapons of mass
destruction would be a rare event. Such an attack al-
most certainly would not occur over an extended pe-
riod of time, but would be confined to afew hoursor at
most a few days.

Since any intercontinental -range missiles deployed
by emerging missile states will be large and their
launchersvulnerableto attack, the attacker would carry
out its attack over ashort period of time in anticipation
of aUS effort to destroy any remaining missiles. Thus,
asituation such as occurred in the 1991 Gulf War—in
which Iragi missile attacks from mobile launchers con-
tinued for more than amonth and the United States had
time to modify its Patriot missile defense—would be
highly unlikely for an attack by an emerging missile
state on the United States. Asaresult, the defensewould
have little or no time to learn how to deal with an
attacker’s countermeasures. Y et, if an NMD system is
to be effective, it must be able to defeat countermea-
sures the first time it encounters them.

Defense More Technically Demanding

The job of the defense is technically more complex
and thus difficult than that of the offense. Any defense
must be “active’: it must respond to its external
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environment, which will vary with the attacker, and
make decisions and take actions based on its sensor
measurements. In contrast, the offense can be essen-
tially passive: it can simply carry out aset of preplanned
actions independent of what the defense does.

In addition, the defense has more demanding re-
quirements on accuracy than does the offense. The hit-
to-kill interceptors must arrive at aprecise point in space
at precisely the right time whereas the offensive war-
head only need target arelatively large area on the sur-
face of the earth. (In contrast, the US defense system
deployed in 1975 used nuclear-tipped interceptors,
which only needed to explode within afew kilometers
of the incoming warhead to destroy it.) The target will
be only afew meterslong and will be moving at avery
high speed relative to the kill vehicle (roughly 10 kilo-
meters per second). This demanding feat has been de-
scribed as “hitting a bullet with a bullet.” Even more
relevant than the inherent difficulty of hit-to-kill tech-
nology is that the low margin of error makes it easier
for an attacker to foil the defense. Thus, countermea-
suresthat an attacker takes can make this very difficult
job essentially impossible.

Moreover, the attacker getsto choose the timing of
the attack and can target the attack in away that ismost
stressing to the defense. The time constraints add to
thetechnical difficulty: thedefense hasonly avery short
time—well under 30 minutes—to respond. And the
confusion that would almost certainly accompany an
actua attack would complicate the job of the defense.

Standards of Success for Defense Are Higher
National missile defensesareintended to defend against
missiles armed with weapons of great destructive
power: nuclear and biological weapons. This mission
places a very high requirement on defense effective-
ness—much higher than the requirement on offense
effectiveness.2 Any failure of the defense would lead
to large numbers of deaths, whereas an offense that
partialy failed could still succeed in its mission. For

2 Two of the three main missions supporters of NMD claim
for it, preserving US freedom of action and deterring
development and deployment of ICBMs, require that the
defense be highly effective. The third mission, damage
limitation, does not absolutely require high effectiveness
(although this would clearly be desirable), but any benefits
this mission can provide are likely to be more than
outweighed by the negative consequences of deploying an
NMD system. See George Lewis, Lisbeth Gronlund, and
David Wright, “National Missile Defense: An Indefensible
System,” Foreign Policy, Issue 117, Winter 1999-2000,

pp. 120-137.



example, a defense that intercepted 25 percent of the
incoming warheadswould be much less successful than
an attack in which 25 percent of the warheads hit their
targets.

Not only must the defense be effective to be use-
ful, but in most cases the defense must also know with
ahighlevel of confidence how effective the systemis.?
Effectiveness and confidence level aretwo very differ-
ent things, but both are needed to describe a system.
Effectivenessisaproperty of the system, and testing is
used to determine what the effectivenessis. Confidence
level describes how well the system effectiveness is
known as a result of testing. (See box on Confidence
and Effectivenessin Chapter 10 for moredetails.) Even
if a defense system werein fact highly effective, with-
out adeguate testing the country deploying it would have
no way of knowing what the system effectivenesswas.

Indeed, consistent with its mission of intercepting
nuclear warheads, the NMD system reportedly has a

3 Lewis, Gronlund, and Wright, “National Missile Defense:
An Indefensible System,” p. 128.

design requirement of 95 percent effectiveness with
95 percent confidence against a small-scale missile at-
tack.* Yet an effectiveness of 95 percent is rarely—if
ever—achieved by a complex military weapons sys-
tem that faces countermeasures, even after years of use.
Moreover, high confidence in the effectiveness of any
national defense system will be difficult to obtain. If
the tests do not adequately approximate the (unknown)
conditions under which the system would operate, then
even a large number of successful tests will provide
little meaningful information about the system’s op-
erational effectiveness.

To summarize: the defense facesthe extremely dif-
ficult task of assessing and responding to an attack that
isexplicitly designed to defeat it. The attack may have
characteristics quite different from anything that has
been anticipated or that the defense has been tested
against. And the defense will have to respond quickly
and successfully the first timeit is tried.

* Michael Dornheim, “Missile Defense Design Juggles
Complex Factors,” Aviation Week and Space Technology,
24 February 1997, p. 54.
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Chapter 5

Countermeasure Programs in the United States,
Britain, France, Russia, and China

The development of countermeasuresisnot just atheo-
retical possibility, but rather something that every coun-
try possessing intercontinental-range ballistic missiles
(ICBMs) or submarine-launched ballistic missiles
(SLBMs) has already undertaken, despite the fact that
only very limited deployments of ballistic missile de-
fenses have actually taken place. Indeed, itisgenerally
assumed that both Russia and China have the technical
and financial capability to deploy effective countermea
sures and that these countries would do so in response
to the deployment of the planned US NMD system, if
they were concerned about the ability of the defense to
degradetheir deterrent. More detailson the US, French,
and British programs are given in Appendix E.

Below we briefly describe what is publicly known
about the past and current countermeasure programs
of the only countries that have deployed ICBMs and
SLBMs: the United States, France, Britain, the Soviet
Union (and now Russia), and China.

Of course, of these countries, the USNMD system
would only face Russian and Chinese countermeasures.
However, moreinformation isavailable about past US,
British, and French countermeasure programs, and these
programs also give some indication of what counter-
measures Russia and China might deploy in response
to a US NMD deployment. These programs demon-
strate that countries have responded to even the possi-
bility of defense deployments by developing, produc-
ing, and in some cases deploying avariety of offensive
countermeasures.

Past and Current Countermeasure Programs
to Ballistic Missile Defenses

United States. The current configuration of the
US nuclear arsena—with its missiles that carry any-
where from three to ten warheads each—is at least in

part a consequence of the US decision in the 1960s to
respond to a possible Soviet ballistic missile defense.
The United States developed and deployed MIRVs
(multiple independently-targeted reentry vehicles) to
greatly increase the number of warheads it could de-
liver and therefore overwhelm the defense. In addition,
the United States has engaged in research and devel op-
ment of many other types of countermeasures.

Countermeasures for ICBMs. Although most in-
formation about missile defense countermeasures re-
mains classified, it is clear that US work on counter-
measures dates back to the early stages of ICBM de-
velopment. By early 1964, the United States was re-
portedly spending $300—400 million (equivalent to
$1.8-2.4 billion in 1999 dollars) annually in research,
development, and production of countermeasures,* and
awide variety of technol ogies were being investigated
(see Appendix E). These efforts focused on defeating
missile defenses that used two types of nuclear-armed
interceptors capable of intercepting warheads both
above and within the atmosphere, because those were
the type of missile defense systems that the United
States and Soviet Union were developing at that time.
These nuclear-armed interceptors only needed to deto-
nate within several kilometers of awarhead to destroy
it. Since penetrating such a two-layer nuclear-armed
defenseis more difficult than penetrating asingle-layer
defense using hit-to-kill interceptors, in many respects
these early countermeasures had a more difficult task
than would countermeasures to the current NMD
system.

Countermeasure work was not just limited to re-
search and development: the United States produced

! “Penetration Aids: A Space/Aeronautics Staff Report,”
Space/Aeronautics, February 1964, p. 47.
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decoys for deployment on its first-generation liquid-
fueled ICBMs: the Atlas F and Titan 2 ICBMs. The
Air Force also stated that its Minuteman ICBMswould
carry countermeasures (most likely decoys).?

Reportedly, all current US ICBMs are capable of
using countermeasures.®

Countermeasures for SLBMs. The United States
also devel oped and produced a countermeasure system
that included decoys, chaff, and electronic countermea-
suresfor its Polaris A-2 SLBM in the early 1960s. The
systems were deployed on the SLBMs of one subma-
rine, but were removed when the anticipated Soviet
missile defenses did not appear. The United States de-
veloped and produced a new countermeasure package
for thefollow-on Polaris A-3 SLBM. It then devel oped
and produced a second package specifically designed
to defeat the ballistic missile defense then under con-
struction around Moscow. Ultimately none of the
Polaris A-3 countermeasures were deployed, in part be-
cause it became apparent that the Moscow ABM sys-
tem would remain limited in scale (and the task of
defeating it was assighed to the Minuteman ICBMs and
their countermeasures) and because the US Navy de-
cided to emphasi ze the development of its next SLBM,
the Poseidon.

The Poseidon SLBM, first deployed in 1971, was
capable of carrying up to 14 independently targeted
reentry vehicles and was thus considered inherently
resistant to missile defenses such as those deployed
around Moscow. Nevertheless, the United States stud-
ied various additional countermeasure concepts for
Poseidon. However, with the signing of the 1972
Anti-Ballistic Missile (ABM) Treaty and its 1974 pro-
tocol, the Soviet Union was limited to deploying only
100 interceptors around Moscow. Sinceit became clear
the Soviet ABM threat would remain limited, the United
States apparently did not deploy any of these additional
Poseidon countermeasures.

The United States also developed a countermea-
sure system for the successor to Poseidon: the Trident |
SLBM. After a development program that included a
number of test flights, the countermeasure program
was put on a maintenance status, which provided the

2 Barry Miller, “Studies of Penetration Aids Broadening,”
Aviation Week and Space Technology, 20 January 1964,
pp. 73-93.

* Table 4-31 of Chuck Hansen’s “Swords of Armageddon,”
states that the Minuteman Il and Il and MX missiles have
countermeasures. Hansen, “Swords of Armageddon,” CD-
ROM, (Sunnyvale, Calif.: Chukelea Publications, undated)
Vol. 7, pp. 490-491.
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ability to deploy within three years of a decision to do
s0. Work on countermeasuresfor the currently deployed
Trident 11 SLBM is known to have taken place.

France. France has deployed two types of long-
range ballistic missiles: land-based intermediate-range
ballistic missiles (IRBMs), which have now been re-
tired, and SLBMs, which are now France’ sonly ballis-
tic missile deployment mode. Both types of missiles
were deployed with countermeasures, which included
MIRVs and decoys (see Appendix E).

Britain. Britain’slong-range missileforce has been
composed only of SLBMs.*No information is publicly
available about countermeasures on Britain’s current
Trident-11 SLBMs. However, the Polaris SLBMs they
replaced deployed a complex countermeasures system
known as Chevaline, which used a maneuvering busto
rel ease two warheads and several heavy decoyson dif-
ferent trajectories. The system reportedly enclosed the
warheads and decoys in balloons and released them
along with a large number of empty balloon decoys.
The decoys reportedly used small thrustersto compen-
sate for slowing relative to the warhead due to atmo-
spheric drag (see Appendix E).

Russia. Although it is believed that the Soviet
Union had an extensive program to develop ballistic
missile defense countermeasures, little public informa-
tion about the details of thisprogramisavailable. How-
ever, the level of Soviet activity on countermeasures
during theearly yearsof ICBM development isbelieved
to have been comparable to that of the United States,®
and it is likely that countermeasures were at least de-
veloped if not deployed for most or all Soviet ICBMs
and SLBMs. The 1999 US National Intelligence
Estimate on the ballistic missile threat to the United
States concluded that “ Russia and China each have de-
veloped numerous countermeasures...”® More re-
cently, Y uri Solomonov, the chief designer of Russia’'s
new Topol-M ICBM, indicated that this missile was
designed with countermeasures in mind.” Other Rus-

* Sixty Thor intermediate-range missiles provided by the
United States were deployed in Britain under a dual-key
arrangement from 1958 to 1963.

5 “Penetration Aids,” Space/Aeronautics, February 1964,
pp. 47-48.

® National Intelligence Council, “National Intelligence
Estimate (NIE): Foreign Missile Development and the
Ballistic Missile Threat to the United States Through
2015,” unclassified summary, September 1999, p. 16.

7 See, for example, “Yuri Solomonov: US Missile Defense?
There Is Still a Chance for Dialogue,” Yaderny Kontrol



sian experts have stated that Russia has many types of
countermeasuresincluding decoys, chaff, and warheads
that make midcourse maneuvers, which could be used
to defeat an antimissile system.® Of course, once added
to a missile, countermeasures would accompany any
launch, including an accidental or unauthorized one.

China. According to news reports, a 1997 classi-
fied US Air Force report concluded that since the end
of the 1991 Gulf War, China has made accuracy and
defense penetration primary goals of its new missiles,
and that flight tests of CSS-5 missiles in November
1995 and January 1996 included the use of decoys.®
The first flight test of China’'s new DF-31 ICBM, on

Digest, No. 11, Summer 1999 (available at www.pircenter.
org).

8 David Hoffman, “New Life for ‘Star Wars’ Response,”
Washington Post, 22 November 1999, p. 1.

° Bill Gertz, “Chinese ICBM will Threaten US, Pacific by
2000,” Washington Times, 23 May 1997, p. 1.

2 August 1999, also included decoys, according to a
classified 17 August 1999 report from the US Air
Force' s National Air Intelligence Center.® The report
further concluded that “Russia and China have each
developed numerous countermeasures and probably
will sell somerelated technologies.” The 1999 US Na-
tional Intelligence Estimate on the ballistic missile
threat to the United States reached the same conclu-
sion.* According to one Chinese defense expert,
China’ srecent test of a spacecraft intended for manned
flight demonstrated alow-thrust rocket propulsion sys-
tem that could be used to make warheads maneuver to
defeat an NMD system.!2

19 Bill Gertz, “China Develops Warhead Decoys To Defeat
US Defenses,” Washington Times, 16 September 1999, p. 1.
" National Intelligence Council, “NIE: Foreign Missile
Development,” p. 16.

12 Associated Press, “Space Technology Could Beat US
Defences, Scientist Says,” South China Morning Post,

22 November 1999, p. 1.

Countermeasures 37






Chapter 6

An Overview of
Emerging Missile State Countermeasures

Aswe discussin the previous chapter, the five original
nuclear weapon states have in the past invested sub-
stantial effort and money in developing countermea-
sures to ballistic missile defenses and continue to do
so. However, the question is often raised whether
emerging missile states will have both the capability
and incentive to deploy effective countermeasures to
the USNMD system.

Some argue that the deployment of a US national
missile defense will deter the devel opment and depl oy-
ment of missiles by emerging missile states because it
would cast doubt on the effectiveness of such weap-
ons.! Thisisonly plausibleif the steps emerging mis-
sile states could take to counter the defense were tech-
nically difficult or prohibitively expensive relative to
acquiring ballistic missilesinthefirst place. Aswedis-
cuss in this and subsequent chapters, thisis simply not
the case. Thus, if the United States deploys a national
missile defense, it must expect that any adversariesin-
terested in acquiring long-range ballistic missiles will
continueto do so, and that countriesthat have acquired
(at considerable expense and effort) long-range ballis-
tic missiles to threaten the United States would also
take steps to counter the defense by deploying counter-
measures.

Any country that has both the technical capability
and the motivation to build and potentially use long-
range ballistic missiles would also have the technical
capability and motivation to build and deploy counter-
measures that would make those missiles useful in
the presence of the planned US NMD system. More-
over, it must be assumed that acountry that is develop-
ing long-range missiles with the intent of using or

' BMDO Fact Sheet, “National Missile Defense Program,”
no. JN-99-05, March 1999, p. 2, available online at
www.acq.osd.mil/BMDO/bmdolink/pdf/jn9905.pdf.

threatening to use them would have a parallel program
to devel op countermeasures.? Thisis especially truein
the current environment in which the US plan to build
an NMD system is headline news.

The 1999 National Intelligence Estimate (NIE) of
the ballistic missile threat to the United States, which
was prepared by the US intelligence community,
reached the same conclusions, stating that®

*  “We assess that countries developing ballistic
missiles would also devel op various responses to
US theater and national defenses. Russia and
China each have devel oped numerous counter-
measures and probably are willing to sell the
requisite technologies.

* “Many countries, such as North Korea, Iran, and
Irag, probably would rely initially on readily
available technology—including separating RVs
[reentry vehicles], spin-stabilized RVs, RV
reorientation, radar absorbing material (RAM),
booster fragmentation, low-power jammers,
chaff, and simple (balloon) decoys—to develop
penetration aids and countermeasures.”

* “These countries could develop countermeasures
based on these technologies by the time they
flight test their missiles.”

2 If a country purchases a long-range ballistic missile rather
than developing its own, the United States must assume that
the country selling the missile would be willing to sell
countermeasures as well.

* National Intelligence Council, “National Intelligence
Estimate (NIE): Foreign Missile Development and the
Ballistic Missile Threat to the United States Through 2015,”
unclassified summary, September 1999.

Countermeasures



40

In this chapter, we provide an overview of coun-
termeasuresto the planned NM D system that would be
available to an emerging missile state capable of de-
ploying a long-range ballistic missile. Most of these
countermeasures would be useful against any defense
that used exoatmospheric hit-to-kill interceptors.

Some of the countermeasures discussed below
would beeffectivefor an attack using one missile, where
others would be most effective if the attack involved
more than one missile. As we discussed in Chapter 1,
we will consider alimited attack of tens of missiles.

Some of the countermeasures we discuss in this
chapter would be effective against one type of sensor
but not against all of the planned NMD sensors. (The
full defense will include ground-based radars that op-
erate in the X-band and the UHF band, and satellite-
based infrared and visible sensors. In addition, the kill
vehicle will use visible and infrared sensors to home
on its target. See Chapter 3 for more details.) We do
not limit this discussion to countermeasures that are
effective against the full suite of planned sensors for
two reasons: different countermeasures can be com-
bined together into packages that would be effective
against all the sensors, and there are situationsin which
defeating only onetype of sensor will defeat the defense.

We do not claim that the discussion here is com-
prehensive in that it includes all of the countermea-
suresthat are both useful to an attacker seeking to pen-
etrate the planned NMD and feasible for an emerging
missile state to implement. Rather, this chapter isin-
tended to give an idea of the range of techniques that
might be employed by an emerging missile state seek-
ing to defeat an exoatmospheric ballistic missile de-
fense and to suggest those that might be most promis-
ing from the perspective of an attacker.

In the following chapters, wewill focus on three of
these countermeasures in much greater detail. These
three countermeasures were chosen because they ap-
pear to combine high effectiveness against the planned
NMD system with ease of deployment. For this rea-
son, we will use the examples discussed in the next
three chaptersasabasdlinethreat for assessing thelikely
operational effectiveness of the NMD system. We be-
lieve the administration and Congress should also take
these examples into account in their assessment of the
system’s effectiveness.

To best structure the discussion in this chapter, we
group the countermeasures according to the general
strategy they employ to defeat the defense. We discuss
each countermeasure in more detail in the rest of the
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chapter, but first describe them briefly here. An emerg-
ing missile state could

*  Overwhelm the defense by deploying too many
real targets for the defense to intercept. For an
emerging missile state, this strategy is feasible
for chemical or biological weapons delivered by
submunitions.

*  Overwhelm the defense by deploying too many
false targets, or decoys, for the defense to
intercept. The decoys are designed so the defense
sensors are unable to discriminate them from the
real warheads. There are several classes of
decoys: (1) replica decoys, which replicate the
warhead as closely as possible; (2) decoys using
signature diversity, where the decoys are made to
appear dightly different from each other and the
warhead; and (3) decoys using anti-simulation, in
which the warhead itself is disguised to mimic a
decoy. Using anti-simulation, the attacker can
disguise the warhead in several ways: for
example, by enclosing it in aradar-reflecting
balloon, by covering it with a shroud made of
multilayer insulation, by hiding it in a cloud of
chaff, by using electronic decoys, or by using
infrared jammers (e.g., flares).

* Reduce the radar signature of the warhead. Doing
so could reduce the range at which defense radars
could detect the warhead and thus reduce the
time available to the defense, and could make
other countermeasures more effective.

e Prevent hit-to-kill homing by the kill vehicle, or
make it more difficult, by reducing the infrared
signature of the warhead. Doing so would reduce
the range at which the infrared sensors on the kill
vehicle could detect the warhead, leaving it less
time to change course in order to hit the warhead.
The attacker could reduce the infrared signature
of the warhead by covering it with alow-
emissivity coating or by using a shroud cooled to
low temperatures by liquid nitrogen.

e Prevent hit-to-kill homing by hiding the exact
location of the warhead. The attacker could hide
the warhead by enclosing it in avery large
metallized balloon or in one of alarge number of
smaller balloons tethered together. Doing so
would prevent the defense sensors from



determining the location of the warhead, in which
case the kill vehicle could only hit it by chance.

e Prevent hit-to-kill homing by making the
warhead maneuver.

e Launch preemptive attacks on ground-based
components of the defense system using cruise
missiles or short-range ship-launched missiles,
small airplanes, or special operations forces.

Overwhelming the Defense: Submunitions
for Biological and Chemical Weapons

Here, the goal of the attacker is simply to present the
defense with so many real targets that it is unable to
intercept them all.

For missiles armed with biological or chemical
warheads, an attacker can defeat a limited missile de-
fense simply by packaging the biological or chemical
agent in up to more than one hundred small warheads—
called submunitions—rather than in one large unitary
warhead. If we assume that an emerging missile state
has only five long-range missiles, an attack could eas-
ily involve 500 submunitions. In this case, even if the
defense expended all 250 of itsinterceptors, it could at
best intercept half of the incoming submunitions, and
thus reduce the amount of agent that reached the ground
by afactor of two. However, doing so would not nec-
essarily reduce the number of people killed or injured
by afactor of two.

Using submunitionswould not only overwhelm the
defense, but would be amore effective way of dispers-
ing the agent. Therefore an attacker would have astrong
incentive to use submunitions to deliver these agents
evenin the absence of missile defenses. The use of sub-
munitions to deliver chemical or biological agentsis
discussed in more detail in Chapter 7.

Since nuclear warheads cannot be subdivided into
arbitrarily small parts, this strategy cannot be used for
missiles carrying nuclear warheads. In this case, the
most straightforward response to alimited defense de-
ployment would be to deploy large numbers of war-
heads to overwhelm it. This could be done either by
deploying alarge number of missiles with single war-
heads or by deploying a smaller number of missiles
with several warheads per missile. As discussed in
Chapter 5, the United States, Russia, Britain, and France
have all deployed multiple warhead missiles, largely
motivated by concerns about the potential deployment
of Soviet or US strategic missile defenses.

However, an emerging missile state is unlikely to
be able to use this strategy to overwhelm the defense.
Such states would have alimited capability to produce
the fissile material needed for nuclear warheads, and
their nuclear arsenals would thus likely consist of a
small number of warheads. Moreover, deploying alarge
number of intercontinental missiles—whether they
carry one or more nuclear warheads—would be arela-
tively expensive way of overwhelming a limited de-
fense and may well be beyond the financial means of
any of the emerging missile states.

Instead, an emerging missile state seeking to de-
liver a nuclear weapon via long-range missile would
likely conclude that deploying a relatively small mis-
sile force with countermeasures is amore feasible and
cost-effective approach to defeating alimited NMD sys-
tem. Decoy warheads are one type of countermeasure
that also relies on overwhelming the defense; we dis-
cuss these next.

Decoys: Overwhelming the Defense with
False Targets

One important class of countermeasures uses a large
number of decoys, or falsetargets, that the defense sen-
sors cannot discriminate from the nuclear warhead. The
defense then has to shoot at all the targets—real and
simulated—to avoid letting the nuclear warhead pen-
etrate unchallenged. But alimited defense would sim-
ply run out of interceptors if the attacker uses enough
decoys.

Asdiscussed in Chapter 3, the defense plansto fire
multiple interceptors at each target to achieve a high
probability of intercepting the warhead. If time per-
mits, the defense plansto use a* shoot-1ook-shoot” strat-
egy in which it will fire one or more interceptors, as-
sess whether the target was intercepted, and then, if
necessary, fire additional interceptors. The fina sys-
tem planned for deployment would have up to 250 in-
terceptors deployed at two sites—one in Alaska and
onein North Dakota.

To avoid wasting interceptors (and potentially run-
ning out of them), the planned NMD intends to dis-
criminate decoys from warheads. However, even if its
sensors are not able to discriminate the warheads from
the decoys, the defense could still chooseto fire all its
interceptors to intercept as many of the incoming ob-
jects as possible. In this way, the defense would have
some chance of intercepting the warhead and prevent-
ing any damage on the ground. However, the effec-
tiveness of the defense system would be greatly reduced
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if the attacker deploys a large number of decoys. For
example, if an emerging missile state with only ten
missiles deploys a total of two nuclear warheads and
500 decoys, a defense with 250 interceptors will have
lessthan a 50 percent chance of intercepting each war-
head, and less than a 25 percent chance of intercepting
both warheads. Thus, the attacker will have at least a
75 percent probability of getting awarhead through the
defense.

Of course, the defense might not want to use all its
interceptors at once, but would likely reserve some for
later use. For example, the defense might be concerned
that the ten missiles launched were only carrying de-
coys, and that the attacker would launch more missiles
with nuclear warheads a short while later. If the de-
fense had launched all its interceptors against the first
ten missiles, there would be none left to intercept the
nuclear warheads on the remaining missiles.

Decoysareaparticularly attractive strategy against
exoatmospheric defenses. Decoys designed to defeat
an exoatmospheric defense take advantage of the fact
that thereisno atmaospheric drag in the vacuum of space,
so that lightweight objects travel on trajectoriesidenti-
cal to that of amuch heavier warhead. Because the de-
coys can be lightweight, the attacker can use a large
number of them. (Because both the size and range of a
missile depends on the weight of the payload it is car-
rying, thereisin general an incentive to limit the pay-
load weight to achieve a greater range and/or to limit
the overall size of the missile.)

Assuch lightweight decoys and the warhead begin
to reenter the atmosphere, the decoys would be slowed
down more rapidly by atmospheric drag, allowing the
warhead to be identified. However, depending on the
altitude at which such slowing and warhead identifica-
tion occurs, it might betoo late for an above-the-atmo-
sphere interceptor to intercept the warhead before it
passed bel ow the interceptor’ s minimum intercept alti-
tude. Moreover, for attacks against targets far from the
interceptor deployment site, the defense would need to
launch its interceptors before the lightweight decoys
could bediscriminated. Thisinitself would cause prob-
lemsfor the defense, sinceit would need to commit its
interceptors before it knows whether timely discrimi-
nation is even possible. The attacker could exploit this
uncertainty by using a mix of lightweight and some-
what heavier decoys. In general, the heavier adecoy is,
the lower in the atmosphere it would go before the de-
fense could discriminate it.* Moreover, if the defense

* The altitude at which discrimination could occur would
depend on the ballistic coefficient of the decoy, B= WAC_A),
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hasto intercept high within the atmosphere rather than
above the atmosphere, it would not have time to assess
whether the first interceptors missed the target before
launching additional interceptors and would be unable
to use its planned “ shoot-look-shoot” strategy.

Several different decoy strategies are possible.
Below, we discuss three categories of decoys: replica
decoys, decoys using signature diversity, and decoys
using anti-simulation. Although these are presented as
distinct approaches, in actual practice there are likely
to be overlaps between them.

Replica Decoys. Perhaps the most obvious ap-
proach would be to deploy large numbers of decoys
that are intended to be indistinguishable in appearance
from the nuclear warhead (indistinguishable to the de-
fense sensors, but not necessarily to the human eye),
but are much lighter in weight. Such decoys are known
as replica decoys. If successful, the use of replica de-
coys would leave the defense with the choice either of
firing at every possibletarget, which, depending on the
relative number of interceptors and decoys, may hot be
possible, or of letting the warhead penetrate unchal-
lenged. While replica decoys are probably what most
peopl e imagine when they think about decoys, they are
not necessarily the most effective decoy approach, as
we discuss below. Figure 6-1 is a photograph of aUS
replica decoy that was deployed in the 1960s.

Given the high measurement resolution of the NMD
X-band radars, areplica decoy would need to be very
similar in shape to the warhead and have a similar ra-
dar cross section. It might also need to mimic any dy-
namical characteristics of the warhead, such as the ro-
tation about its axis and any wobbling in this rotation.
In order to be effective against SBIRS-low, a replica
decoy would also need to have a similar temperature
and emit a similar amount of infrared energy as the
warhead in the wavelengths used by the defense sen-
sors.® Doing so might require putting a heater in the
decoys.

It should be possible for an emerging missile state
to construct and depl oy crediblereplicadecoysthat are
much lighter than a nuclear warhead and that could be
deployed in significant numbers by a long-range bal-
listic missile delivering such awarhead. The American
Physical Society’s Directed-Energy Weapons study

where W is the weight, C, is the drag coefficient, and A is
the cross-sectional area.

5 The requirement that the decoy emit a similar amount of
infrared energy means that the product of the decoy’s
surface area and emissivity must be similar to that of the
warhead.



Figure 6-1. Photograph of a US replica decoy for the MARK
IV reentry vehicle that was used on some Titan ICBMs.

US Air Force photo 113217 USAF, dated 19 October 1961,
reprinted from Chuck Hansen, “Swords of Armageddon,”
CD-ROM (Sunnyvale, Calif.: Chukelea Publications,
undated) Vol. 7, p. 560.

concluded that such decoys might weigh as little as a
“few kilogramsincluding dispensing and erection hard-
ware.”® Thisfigure presumably was an estimate for the
Soviet Union, but given the relative simplicity of such
decoys, this figure seems plausible even for an emerg-
ing missile state.

Decoys Using Signature Diversity. A potential
attacker considering the use of replica decoys may be
concerned that the defense will be able to identify and
exploit some small observable difference between the
warhead and the decoys. One way to address thisissue
would be to modify the decoy strategy to exploit the
fact that while the defense might know the general char-
acteristics of the warhead, it would not know the exact
characteristics. Thus, rather than trying to exactly rep-
licate the warhead, the decoys would be made to have
dightly different signatures from the warhead and from
each other. Thiswould prevent the defense from pick-
ing out the warhead as the one object that was different
from the rest.

For example, the attacker could use cone-shaped
decoys with the same shape as the nuclear warhead,
but of dightly varying lengths and nose radii of curva-
ture. Such decoys would have dlightly different radar
cross sections from the warhead and each other.
Because they would have the same shape, several of
these decoys could be stacked over the warhead inside

® American Physical Society Study Group, “Science and
Technology of Directed Energy Weapons,” Reviews of
Modern Physics, Vol. 59, no. 3, Part I, July 1987, p. S153.

the nosecone of the missile. Small weights on theinner
surface of the cones could be used to control their mo-
ments of inertia so that each one would wobble in a
manner similar to (but sightly different from) the war-
head. The attacker could also diversify theinfrared sig-
nature of the decoys by using small heaters or, for day-
light attacks, different surface coatings that would re-
sult in different decoy temperatures.

Decoys Using Anti-simulation. With anti-simu-
lation, the attacker takes the deception one step farther
by modifying the appearance of the warhead. Rather
than making adecoy simulate the warhead, the attacker
disguisesthe nuclear warhead. By introducing variabil-
ity into the warhead appearance, awide range of decoy
characteristics can be made compatible with those of
the warhead, thus greatly complicating the decoy dis-
crimination problem for the defense. Indeed, when the
possibility of altering the warhead appearanceistaken
into account, it is clear that there is no need for the
decoy to resemble a bare warhead at all. The attacker
can either use decoys that are similar in appearance to
the disguised warhead, or expl oit the advantages of sig-
nature diversity by using decoys that vary in appear-
ance, differing from the warhead and each other.

Anti-simulation techniques can also be used to de-
feat adefense strategy commonly used to deal with large
numbers of potential targets—*bulk filtering.” In this
technique, objects with characteristics that are a poor
match to those the defense expects the warhead to have
are either not observed because of sensor filters or ob-
served very briefly and immediately rejected without
the need for a detailed examination. This approach al-
lows large numbers of false targets to be screened out
rapidly, but is vulnerable to being deceived by anti-
simulation techniques. If the attacker disguisesthewar-
head, this could lead the defense to reject the warhead
itself as a possible target. The attacker could also de-
ploy at least one decoy that would have observed char-
acteristics similar to what a bare warhead would have.

The attacker can modify the appearance of the
nuclear warhead in many different ways. By changing
its shape, the attacker can change the radar cross sec-
tion of the warhead as measured by an X-band radar by
severa orders of magnitude. By changing its surface
coating, the infrared signature of the warhead can
change by more than an order of magnitude. Or, aswe
discuss in more detail below, the attacker can disguise
thewarhead by enclosing it in aradar-reflecting balloon,
by covering it with ashroud made of multilayer insula-
tion, by hiding it in a cloud of chaff, or by using elec-
tronic radar jammers.
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Metallized Balloons. One anti-simulation strategy
would be to enclose the nuclear warhead in a metal-
lized mylar balloon, similar to but larger than those
sold at supermarket checkouts. Thiswould be released
along with alarge number of empty balloons. Because
radar waves could not pass through the thin metal coat-
ing, the radars could not determine what was inside
each balloon. However, a nuclear warhead gives off
heat and could thus heat the balloon enclosing it. To
prevent discrimination by infrared sensors, the attacker
could control thetemperature of each balloon by equip-
ping it with a small heater. Alternatively, for attacks
during daylight, the thermal behavior of the balloons
could be controlled by passive means: the attacker could
set the temperature of each balloon by choosing a sur-
face coating with a specific solar absorptivity and in-
frared emissivity. For attacks during nighttime, thetem-
perature of the balloons will not depend on the surface
coating, but can be varied by varying the shape of each
balloon (see Appendix A).

Although each balloon could be made similar in
appearance, it might be even more effective to make
each balloon different in shape and to design them to
achieve arange of different temperatures. In this case,
each balloon—including the one with the warhead—
would look different to the NMD sensors, and none of
them would look like a bare warhead. We discuss this
metallized balloon countermeasure in more detail in
Chapter 8.

Shrouds of Multilayer Insulation. Alternatively,
the attacker can conceal the nuclear warhead in ashroud
made of thermal multilayer insulation and release it
along with alarge number of empty shrouds. Thus, the
anti-simulation decoys are simply empty shrouds with
alightweight frame and of a size and shape that could
cover awarhead. The frame could be collapsible (like
an umbrella). Alternatively, severa decoys could be
packed over aconical warhead, Dixie-cup style, which
would also avoid crushing the insulation.”

Multilayer insulation consists of many layers of
metallized plastic (such asauminized mylar) with very
thin spaces between the layers® It is a very effective

7 This is presumably the approach used by a warhead
shaped decoy named “Dixie Cup” that was investigated by
Philco-Ford Corporation for the Air Forces in the mid-1960s.
See “Filter Center,” Aviation Week and Space Technology,
28 November 1966, p. 94.

8 The layers are largely prevented from touching one
another by small plastic spacers at intervals large compared
to the spacer size.
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insulator commonly used to maintain an object at alow
temperature in avacuum.® A shroud made of this ma-
terial would effectively conceal the thermal effects of
the warhead, so that there would be no need to cool (or
heat) the warhead to match the temperature of an empty
shroud. Moreover, because radar waves could not pen-
etrate the metallic covering of the shrouds, the defense
radars could not determine which shroud contained
the warhead.

To prevent discrimination by the X-band radars,
the attacker would also need to prevent the empty
shrouds from behaving differently from the shrouded
warhead. Because the empty shroud may not be rigid,
it may begin to wobble or spin around a stable axis.
However, the attacker can avoid thisbehavior by prop-
erly weighting the frame to which the insulation is
attached.

Chaff. Rather than hiding the nuclear warhead
within aballoon, the attacker could hideit within acloud
of radar-reflecting chaff strands, while also deploying
chaff clouds without warheads. Since the radar would
not be ableto detect the presence of the warhead within
the chaff cloud, each of the chaff clouds not containing
awarhead would in effect act as a decoy.

A piece of chaff issimply aconducting wire cut to
alength that maximizes its radar reflections, which is
one-half the radar wavelength. For the planned NMD
X-band radars, the appropriate length of apiece of chaff
is about 1.5 centimeters (0.6 inches), whereas chaff
effective against the early-warning radars would be
0.35 meters (1.1 feet) long.® Assuming that the warhead
has been properly shaped to reduceits radar cross sec-
tion (see Appendix C) and is oriented with respect to
theradar so asto maintain thislow radar cross section,
each chaff wire would have a radar cross section
comparable to that of the warhead.** Since one pound

° The vacuum between any two layers greatly reduces the
heat transfer by conduction, and the highly reflective
metallization reduces the heat transfer by radiation with an
effectiveness that increases geometrically with the number
of layers. Multilayer insulation is punctured with many
small holes to permit the air to escape quickly in a vacuum.

19 In practice, the chaff strands would be cut to a number of
slightly varying lengths to account for the ability of the radar
to operate over a span of frequencies.

" The attacker would chose the orientation of the warhead
according to the location of the defense radars, which
would be known to the attacker. While this orientation
might not be the optimal one for reentry, since the attacker
would not be trying (nor able) to achieve high accuracy, this
is unlikely to be a serious concern. On some trajectories, it
may be possible for several radars to simultaneously observe



of chaff could contain millions of chaff wires, the at-
tacker could deploy numerous small chaff dispensers
that would create many chaff clouds, only one of which
would contain a warhead. The radar reflections from
the chaff strands would prevent the X-band and early
warning radarsfrom determining which cloud contained
thewarhead. Because the chaff strandswould be spread-
ing radially outward from the dispenser, each dispenser
would emit strands continuously over the roughly
20 minutes it is traveling through space to maintain a
high density of chaff strands near the dispenser (where
the warhead, if there was one, would also be located).

Because chaff cloudswould only prevent discrimi-
nation by radar, the attacker would need to use other
means to prevent the SBIRS-low satellite-based infra-
red sensors from discriminating the chaff cloud with
the warhead from the empty chaff clouds. One possi-
bility would be for the attacker to use flares in each
chaff cloud to generatealargeinfrared signal that would
overwhelm that of the warhead. Or the attacker could
deploy a plastic balloon, possibly with a small heater
inside each of the chaff clouds that did not contain the
warhead.

Electronic Decoys. Another anti-simulation strat-
egy isto drown out the reflected radar signalsfrom the
nuclear warhead by placing an electronic radar source
on thewarhead; thistechniqueisknown as*jamming.”
The decoyswould then simply be electronic radar jam-
mers without the warhead. Thus, jammers can be used
both to produce false targets and to disguise the
warhead.

Because modern missile defenseradars, such asthe
planned X-band radars, can operate anywhere within a
wide frequency range and can change frequency rap-
idly, a simple broad-band jammer (like those used in
World War 11) that would drown out the radar over all
the possible frequenciesit could be operating at would
need to be very powerful .2 For thisreason, the attacker
islikely to prefer electronic decoysthat return asignal

the warhead from widely different directions; in this case it
might be difficult or impossible for the attacker to shape the
warhead or its shroud so that it simultaneously has a low
radar cross section as viewed by each of the radars.

'2 For example, consider a radar able to operate over a

1 GHz range of frequencies. The jammer would have to
spread its energy over this entire band of frequencies. But a
radar pulse with a length of 1 usec (or chain of coherently
integrated pulses) would have a bandwidth of only 1 MHz,
and only 0.1% of the jammer’s energy output would be
within this bandwidth.

at the same frequency the radar uses and can therefore
be very low power.

As the 1999 NIE noted, low-power jammers are
readily availabletechnology. Electronic radar jammers
can be made using commercially available transpon-
dersto returnidentical signalsfrom both warheads and
decoys.®* Small antennas on the nose of the warhead
and decoys would receive the radar signals sent by the
defense radars; the signalswould then be amplified and
stretched intime, by avariety of methods, to last some-
what longer than the radar signal reflected by the bare
warhead, and returned to the radar. The defense radars
would thusreceiveidentical returnsfrom the transpon-
derson thewarhead and the decoys, which would over-
whelm the smaller signals that are reflected from the
warhead and decoysthemselves. The attacker could also
use signature diversity: by designing each transponder
to emit somewhat different signals so that every poten-
tial target had somewhat different characteristics, the
attacker would prevent the defense from searching for
theonetarget that isdightly different from all the others.

Because commercialy available antennas and am-
plifiers have avery wide frequency response,* the at-
tacker would not need to know the precise frequency
of the defense radar, nor could changes of the radar
frequency within its operating range reveal which tar-
get is the warhead and which is a decoy. Moreover,
antennas of the type needed, particularly “spiral” type
antennas, can be made very small, as small as a centi-
meter in diameter. Lightweight electronic decoys
weighing no more than afew kilograms could be made
using such antennas and lightweight amplifiers and
power supplies, allowing large numbers of such decoys
to be deployed a ong with the actual warhead. Because
the el ectronic equipment issmall, the decoys could also
be packaged into small conical shapes with relatively
high ballistic coefficients. This would permit the de-
coysto penetrate deeper into the atmosphere than some
other types of lightweight decoys. (See Figure 6-2 for
a schematic drawing of a US Navy electronic reentry
decoy.)

Sinceantennas are availablethat are essentially iso-
tropic in their response over awide range of angles, the

13 Sherman Frankel, “Defeating Theater Missile Defense
Radars with Active Decoys,” Science and Global Security,
Volume 6 (1997), pp. 333-355, and Sherman Frankel,
“Countermeasures and Theater Missile Defense,” Surface
Warfare, July 1996, pp 38-40.

14 See for example, antenna catalogues from Marconi
Aerospace Electronic Systems, Inc., 305 Richardson Road,
Lansdale, Pennsylvania.
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attacker can prevent any nutation and other motions of
the warhead and decoys about their spin axisfrom pro-
ducing detectable changes in the transponder’ s signal.
Moreover, by varying their amplification with time, the
transponders could also simulate such nutations elec-
tronically. In addition, since modern radars can store
and analyze sequences of signals, to hide any possible
correl ations between successivereturn signals, thetran-
sponders (including the one on the warhead) could send
back signalsthat differ from radar pulseto radar pulse.

More generally, the use of modern microchip tech-
nology could permit even emerging missile states to
deploy a whole new class of “intelligent decoys’ that
could improve on these simple transponder decoys.

These electronic decoys would prevent discrimi-
nation by the defense radars. The attacker would need
to take additional steps to prevent discrimination by
the SBIRS-low infrared sensors.

Late Deployment of Decoys. When attempting
to defend a country as large as the United States with
interceptors at afew sites, there is agreat premium on
being able to launch interceptors as early as possible
after the launch of an attacking missile, both to allow
the greatest time for the interceptor to reach its target
and, ideally, to permit firing multiple interceptors at
different timesin ashoot-look-shoot strategy. Depend-
ing on the relative location of the missile launch point,
the target against which the missile is launched, and
the interceptor launch site, the attacker could attempt
to exploit long interceptor fly-out times by withhold-
ing the deployment of decoys until after all the inter-
ceptors have been committed. In this case, the defense
would have committed its interceptors before it knew
how many decoys would be deployed and whether it
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Figure 6-2. A schematic drawing of a US Navy
electronic reentry decoy from a Naval Surface
Weapons Center briefing (1984).
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could discriminate them from the warhead. A North
Korean attack on Hawaii might be one scenario where
this tactic could be effective. One disadvantage of this
approach isthat decoy deployment would likely occur
in full view of the X-band radars, raising the possibil-
ity that the defense could discriminate the decoys by
observing their deployment.

Reducing Radar Signatures

By reducing the radar signatures of the targets, the at-
tacker could decrease the range at which the target
would be detected by the defense radars, and hencethe
time available for the defense to act. This would make
the job of the defense more difficult and could make
other countermeasures possible or more effective. For
example, an attacker would almost certainly need to
reduce the radar cross section of a nuclear warhead if
chaff is to be used to hide the warhead.

The attacker could reduce the radar cross section
of the nuclear warhead by shaping the reentry vehicle
(or a shroud around it) to minimize radar reflections
back to aradar and/or by using radar-absorbing mate-
rial on the surface of the reentry vehicle or shroud. The
attacker might choose to use a shroud if the shape of
the warhead itself did not make alow radar cross sec-
tion easy to achieve. For example, as discussed in Ap-
pendix C, the attacker could give the warhead the shape
of a sharply-pointed cone with a rounded back end (a
cone-sphere), which would reduce its nose-on radar
cross section for the X-band radars by afactor of about
10,000 relative to a cone with aflat back, to roughly
0.0001 square meters. While the radar cross section
would be lowest if such a warhead was viewed nose-
on by the radar, it would also be significantly reduced
over a wide range of angles around nose-on, at least
+60 degrees. Thus, the attacker would need to use some
degree of orientation control to keep the warhead
pointed in the general direction of the radars, whichis
feasible. The 1999 National Intelligence Estimate stated
that “RV reorientation” is atechnology that is readily
available to emerging missile states.’®

Shaping the RV would not be as effective against
the early warning radars, since their wavelength of
roughly 0.66 meters is comparable to the dimensions
of the warhead. Nevertheless, by using a cone-sphere
the attacker could reduce the observed radar cross
section by afactor of ten or more—to roughly 0.01 to
0.1 square meters.

!> National Intelligence Council, “NIE: Foreign Missile
Development,” p. 16.



By reducing the warhead's radar cross section in
this way, the attacker may be able to significantly de-
grade the range at which agiven radar could detect the
warhead. However, depending on the trgjectory of the
warhead, the radar detection range might be limited
more by the horizon. For some trgjectories, the war-
head would not rise over the horizon until it was close
enough to the radar that it could be detected with are-
duced radar cross section.

What is likely more significant isthat by reducing
the radar cross section of the warhead and decoys, the
attacker would degrade the ability of the X-band ra-
darsto discriminate different objects from one another.
Moreover, the attacker would need to reduce the radar
cross section of the warhead to implement other pos-
sible countermeasures, such asthe use of chaff clouds.

Prevent Hit-to-Kill by Infrared Stealth

By reducing the infrared signature of its nuclear war-
head, the attacker could reduce the detection range of
both the SBIRS-low infrared sensors and of the kill
vehicle' sinfrared seeker. Even if the warhead’ sinfra-
red signature could be reduced sufficiently to prevent
detection by SBIRS-low infrared sensors, this would
not necessarily defeat the defense since the warhead
could still be tracked by the defense radars (and possi-
bly by the SBIRS-low visible-light sensor). However,
the smaller infrared sensors on the kill vehicle would
not have as great a range as those on SBIRS-low, and
the performance of the kill vehicle would depend criti-
caly on how much time it has to maneuver to hit its
target and thus on how far away it can detect the target.
By reducing the infrared signature of the warhead, the
attacker might be able to reduce the detection range of
thekill vehicle sinfrared seeker enough so that thekill
vehicle either could not detect the warhead or did not
have enough time to home on the warhead after detect-
ing it. In this case, the defense would fail catastrophi-
caly, even if the warhead could be tracked by the de-
fense radars and SBIRS-low. We discuss two ways an
attacker could reduce the infrared signature of a
warhead.

Low-Emissivity Coatings. One way to reduce the
signature of the warhead would be to cover it with a
low emissivity coating, since the infrared signature of
the warhead is determined by its temperature and the
product of its emissivity and surface area. A warhead
covered with a carbon-based or wood ablative cover-
ing would have an infrared emissivity of about 0.9 to
0.95, while a warhead with an outer surface of unpol-
ished steel would have an emissivity intherange of 0.4

to 0.8. If the warhead was instead covered with a thin
polished gold coating (with an emissivity of about 0.02),
its emissivity would be reduced by afactor of about 20
to 40.

Since agold-covered warhead would tend to warm
up to well above room temperature in sunlight (see
Appendix A on the thermal behavior of objects in
space), this approach would be best suited to trgjecto-
ries that were completely or largely in the earth’s
shadow. On such nighttime tragjectories, a heavy war-
head would slowly cool below itsinitial temperature,
which we assume is room temperature (300 K). How-
ever, the attacker could reduce the infrared signature
of the warhead even further by instead enclosing the
warhead in a thin, gold-plated balloon that was ther-
mally insulated from the warhead (see Chapter 8 for a
discussion of how this could be done). Such a balloon
would quickly cool to nearly its nighttime equilibrium
temperature of about 180 K. If the balloon reached an
equilibrium temperature of 200 K, its infrared signa-
ture would be further reduced by a factor of about 10
(for infrared sensorsin the 8 to 12 um band) to 200 (for
sensorsin the 3 to 5 um band) relative to that of a bal-
loon at 300 K. Thus, by using this entirely passive ap-
proach, an attacker could reduce the infrared signature
of the warhead by a factor of 200400 (8 to 12 um
band) to 4,000-8,000 (3 to 5 um band). This would
correspond to a decrease in the kill vehicle detection
range by a factor of from 14-20 (8 to 12 um band) to
6090 (3 to 5 um band), which would significantly re-
ducethetimeavailablefor thekill vehicle to maneuver
to hit the warhead.

Aswediscussin Chapter 9, the attacker would need
to orient the warhead to make sure that earth infrared
radiation reflected from the warhead would not reach
the infrared sensor.

Cooled Shroud. Using low emissivity coatings
or passive cooling may not reduce the range at which
the warhead could be detected enough to prevent the
defense kill vehicle from detecting and homing on the
warhead. The attacker could obtain a much greater re-
duction in detection range by enclosing the nuclear
warhead in a cooled shroud. Such a shroud could be
isolated from the warhead by commercially available
superinsulation material and be cooled by a small
guantity of liquid nitrogen. Cooling the shroud to lig-
uid nitrogen temperature (77 K) would reduce the
infrared signature of the warhead by afactor of at |east
one million relative to its signature at room tempera-
ture.® The warhead would then be effectively invis-
ibleto thekill vehicle. Again, the attacker would need
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to take care to prevent reflected radiation from reach-
ing the infrared sensor on the kill vehicle. This coun-
termeasure would work even if the warhead were de-
tected and tracked by the defense radars; however, the
shroud could also be shaped to reduce its radar cross
section against the X-band radars. This cooled shroud
countermeasure is discussed in more detail in the
Chapter 9.

Prevent Hit-To-Kill Homing by Hiding the
Warhead

Another set of countermeasure strategieswould exploit
the fact that a hit-to-kill interceptor must hit its target
directly to destroy it.

For example, the attacker could enclose the war-
head in a large metallized balloon, with a radius of,
say, 5 meters or larger. If the kill radius of the hit-to-
kill interceptor is much smaller than the balloon, it
would be unlikely to hit the warhead inside the balloon
evenif it hitsthe balloonitself. In fact, the attacker can
makethekill probability assmall asdesired by increas-
ing the radius of the balloon. The attacker might be
concerned that the balloon itself would be destroyed
by the impact of the interceptor (which would depend
in part on how the balloon was constructed), thus leav-
ing the warhead exposed for a second interceptor to
hit. In this case, the attacker could pack additional bal-
loons around the warhead to be sequentially inflated as
their predecessors were destroyed.

As another aternative, rather than using a single
large balloon, the attacker might use a cluster of per-
haps dozens of closely spaced tethered balloons, only
one of which contains the warhead. These would be
spaced closely enough so that SBIRS-low could not
assist in discrimination, and if necessary (for example,
at night) the balloons without the warhead might con-
tain heaters to simulate the heat radiated from the war-
head. In this case, each kill vehicle would at best be
able to destroy afew of these many balloons, making
small the odds of destroying the warhead.

Warhead Maneuvers

Another countermeasure strategy would befor thewar-
head to make unexpected maneuvers to confuse the
interceptor or disrupt thekill vehicle’'shoming process.
As discussed in Chapter 5, Russian countermeasures

'®For an infrared sensor that operates at a wavelength of
10 um, the infrared signature would be reduced by a factor
of a million; for a sensor that operates at 5 um, the reduc-
tion would be a factor of a trillion.
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reportedly include warheads that make midcourse ma-
neuvers,t” and China's recent test of a spacecraft in-
tended for manned flight demonstrated a low-thrust
rocket propulsion system that reportedly could be used
to make warheads maneuver to defeat an NMD
system.’® Emerging missile states could also use this
strategy.

To maneuver outside the atmosphere (where the
exoatmospheric NMD interceptorswould intercept their
targets), the warhead would need to use thrusters. Al-
though maneuvering continuously using thrusterswould
require too much fuel to be practical, one maneuver or
aseries of several preplanned maneuvers could disrupt
the defense.

For example, an attacker could also use a series of
preprogrammed warhead maneuvers as a complement
to lightweight decoys that the defense could discrimi-
nate below a given altitude. In this case, the warhead
would make a series of maneuvers to bridge the gap
between the altitude at which the decoys would be
screened out and the minimum intercept atitude of the
NMD interceptor.

Preemptive Attacks on Defense Components
Some of the defense components, particularly the
ground-based radars and the in-flight interceptor com-
munications systems (IFICS), could be quite vulner-
able to attack. It is unlikely, for example, that the
planned NMD system could even attempt to defend its
radars in Britain against a missile attack from Iran or
Irag. Other forward-based radars, such as those in the
Aleutians, on Greenland and on the US coasts, could
be vulnerable to short-range ship-launched cruise mis-
siles or radar-homing missiles, attacks delivered by ci-
vilian or military aircraft, or even by attacks by agents
or special operations forces using shoulder-fired rock-
ets. If such attacks succeeded in eliminating several or
even one of the radars, it would leave gapsin the radar
coverage so that the defense would be dependent only
on SBIRS-low for interceptor guidance against
incoming missiles on certain trajectories. Without
X-band radar coverage, the defense’ sability to discrimi-
nate decoysfrom warheadswould be severely degraded,
putting the defense at a great disadvantage. If an attack
destroyed one of the IFICS, this could prevent the de-
fense from communicating with its interceptors.

'7 David Hoffman, “New Life for ‘Star Wars’ Response,”
Washington Post, 22 November 1999, p. 1.

'8 Associated Press, “Space Technology Could Beat US
Defences, Scientist Says,” South China Morning Post,
22 November 1999, p. 1.



Chapter 7

Emerging Missile State Countermeasure 1:
Submunitions with Biological or Chemical Agents

Aswe have seeninthe previous chapter, there are many
types of countermeasuresthat an emerging missile state
could use.

We believe the planned NMD program has seri-
ously underestimated the effectiveness of the simple
countermeasures that would be available to an emerg-
ing missile state and has overstated the technical
difficulties in developing and building such counter-
measures.

In this chapter and the following two, we describe
in detail three such countermeasures that could defeat
the planned NMD system. These are: (1) biological or
chemical weapons deployed in submunitionsthat would
overwhelm any limited NM D system, (2) nuclear weap-
ons depl oyed with numerous ball oon decoys using anti-
simulation techniques that would overwhelm the
planned NMD system, and (3) nuclear weapons de-
ployed with a cooled shroud that would prevent the
planned hit-to-kill interceptor from homing on it.

Itisessential that the United States accurately de-
fine the baseline ballistic missile threat from emerging
missile states; otherwise, any assessment of the opera-
tional effectiveness of the planned NMD system will
be meaningless. The question “Will it work?’ can only
be asked in the form “Will it work against what?’ The
threat that the NMD system appears to be desighed
against issimply not realistic. At aminimum, the base-
linethreat should includethethree delivery optionsand
countermeasures discussed in this and the next two
chapters.

Should the Baseline Threat Include Chemical

and Biological Weapons?

Discussions of the potential threatsfrom emerging mis-
silestatestend to focus on ballistic missilesarmed with
nuclear warheads. That focus may not be justified,
however.

The three emerging missile states of greatest con-
cernto the United States—North Korea, Iran, and Irag—
are all reported to have programs to weaponize chemi-
cal and biological agents. Once successful, these coun-
tries could presumably produce large amounts of these
agents and have afar larger stockpile of these weapons
than of nuclear weapons. North Korea, for example, is
believed to have enough fissile material to produce
possibly two nuclear weapons and is not believed to
currently have the capability to produce significant ad-
ditional quantities. It may, therefore, seeitsfew nuclear
weapons (assuming it is able to weaponize its fissile
material) as too scarce and valuable to fire on arela
tively untested ballistic missile of unknown reliability,
preferring instead to deliver them by a more reliable
method, such as by ship. Arming missiles with chemi-
cal or biological warheads, which would be more plen-
tiful, would therefore make sense.

If the United States is concerned about ballistic
missile attacksfrom emerging missile states, then it must
include biological and chemical warheads in the base-
line threat the NMD system would need to defend
against.

Submunitions

The most effective method for delivering chemical or
biological (CB) weapons by ballistic missile is to di-
vide the missile's payload into 100 or more bomblets,
or submunitions, each carrying up to a few kilograms
of CB materials.! Shortly after the missile booster
burns out, these bomblets would be released from the

! For chemical weapons, all of this material would be the
active agent. For biological weapons, the active agent might
only be only a fraction of this quantity, with the rest being
inert materials such as anti-caking substances if the material
is in powder form or a liquid if it is in slurry form.
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warhead in away that makes them spread out in acloud
asthey travel through space toward the target. Each of
these bomblets would then land at a dlightly different
location, thereby dispersing the agent more effectively
than would be possible if delivered in one large “uni-
tary” warhead. A warhead using bomblets could easily
be designed to disperse several hundred kilograms of
CB materials over a region 10-20 kilometers in
diameter.?

For biological weapons, even the small quantity of
agent carried in abomblet can be extremely lethal. For
example, the M143 bomblet developed by the United
States carried only about 6 grams of anthrax sporesina
slurry, but this corresponds to 300 million lethal doses
(in the hypothetical situation in which it is adminis-
tered as an aerosol with no loss to the atmosphere).®

The analysis presented in this section shows that,
if acountry has devel oped chemical or biological agents
suitable for delivery by ballistic missile, there would
be no technical barriersto that country delivering those
agentsin bomblets rather than a single, large warhead.
We show below that the chemical or biological agents
in the bomblets can be protected from reentry heating
using standard heatshield material sthat were developed
thirty years ago, and that this heatshield would also
protect the agent from heating or cooling of the bomb-
let during its 30-minute flight. We also show that the
atmosphere would slow bomblets to aircraft speeds at
low altitudes, and that this has a hnumber of advantages
for the attacker. For example, it makes dispersal of the
agent easier than for a unitary warhead, and it allows
more thorough testing of the bombl ets since testing can
be done from aircraft.

It is clear that if the attacker successfully deploys
submunitions this measure would defeat the defense
since there would simply be too many targets for the
defense to intercept. Thus, there is no need to test the
NM D system against submunitions. I nstead, the Penta-
gon should make clear that the planned NMD systemis
neither designed to nor capable of defending against

2 The Pentagon has also voiced concern about the possibil-
ity of countries developing radiological submunitions, in
which a small conventional explosive could be used to
scatter radioactive materials such as cobalt 60 or strontium
90. (David Fulghum, “Small Clustered Munitions May Carry
Nuclear Wastes,” Aviation Week and Space Technology,

11 October 1993, p. 61.)

3 A lethal dose of anthrax is reported to result from inhaling
10,000-20,000 spores (See, for example, SIPRI, CB Weap-
ons Today, p. 67.
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chemical or biological agents delivered by missilesus-
ing submunitions.

US missile defense programs provide a strong
incentive for countries to develop and deploy submu-
nitions since they would be highly effective counter-
measures to the planned NMD system, as well as to
many US theater missile defense systems. If the sub-
munitions are rel eased from the missile shortly after its
boost phase ends, they would overwhelm any missile
defense system designed to intercept its targets after
the boost phase (such as the planned NMD system).*

However, regardless of US missile defense plans,
a country planning to deliver chemical or biological
weapons by ballistic missile would have a strong moti-
vation to divide the agent into alarge number of small
bombletsrather than to useasinglelargewarhead, since
bomblets offer a number of important advantages to
the attacker.

The most important advantage is that bombets can
disperse CB agents more effectively than a unitary
warhead, for several reasons. The first is the problem
of oversaturating a small area with agent by using a
unitary warhead. A unitary warhead delivers a large
amount of agent to the impact point, and relies on air
currents to spread it over alarger area. The concentra-
tion of agent will be highest near the impact point and
will decrease asthe agent spreads away from that point.
Making the concentration large enough to deliver ale-
thal dose far from the impact point means that the con-
centration at the impact point is much larger than re-
quired to givealethal dose, and any agent beyond what
isrequired for alethal doseissimply wasted. Deliver-
ing smaller concentrations to many points using sub-
munitions reduces this overcontamination problem.

Theimportance of spreading out chemical and bio-
logical agentsusing submunitionsto avoid simply over-
contaminating asmall region was recognized early and

* We note that there have been reports that the ERINT
interceptor of the PAC-3 theater missile defense system was
successfully tested against submunitions carrying simulated
chemical agent. This refers to an intercept test on 30
November 1993 in which ERINT intercepted a target missile
carrying 38 canisters filled with water intended to simulate
chemical weapons submunitions. (David Hughes, “Army
Selects ERINT Pending Pentagon Review,” Aviation Week
and Space Technology, 21 February 1994, p. 93.) However,
in this test the submunitions were not dispersed early in
flight; instead the canisters were all clustered together in a
single package, which makes no sense from the point of
view of an attacker facing a missile defense. So this test did
not demonstrate that submuntions could be defeated by a
terminal defense system.



grew out of work on mustard gas during World War 11.
The first development was of cluster bombs for air-
craft, but submunitionsfor missileswere soon designed
aswell.®

The second advantage of bombletsisthat they can
be distributed in a pattern that covers a greater portion
of acity with the agent than is possible with a unitary
warhead. When the agent is dispersed from the impact
point of aunitary warhead, thewind carriesitinalong,
narrow plume, which cannot cover acity effectively.

In addition, by spreading out the bomblets over a
large area, an emerging missile state can help compen-
sate for the poor accuracy of its ballistic missiles. Mis-
sile inaccuracy could easily be several kilometers or
more, especially under the assumption that the missile
would undergo only alimited flight-test program.®

A final advantage of bomblets is that, at low alti-
tude, atmospheric drag slows them to much lower
speeds than unitary warheads. Since bomblet speeds at
these atitudesaretypical of aircraft speeds, some meth-
ods of dispersing the agent from the bomblets may be
possible that are not possible with unitary warheads.”

Thetotal mass of the casings, heatshields, and dis-
pensing mechanism for a chemical or biological war-
head using bomblets would be expected to be greater
than the mass of the casing and heatshield for aunitary
warhead. Thus amissile equipped with bombletswould
be able to carry less agent than would a unitary war-
head. Such a trade-off is sometimes referred to as a
“payload penalty.” However, for bomblets this should
not be considered a penalty, since the net result ismore
effective delivery of the agent. Thisis precisely what
led the United States to devel op bomblets for chemical
and biological agents on aircraft and short-range bal-
listic missiles (see box for more details).

Would an emerging missile state encounter any

5 Stockholm International Peace Research Center (SIPRI),
The Problem of Chemical and Biological Warfare, Volume I:
The Rise of CB Weapons (New York: Humanities Press,
1973). pp. 106-107.

® Executive Summary, Report of the Commission to Assess
the Ballistic Missile Threat to the United States (Rumsfeld
Commission Report), 15 July 1998, and National Intelli-
gence Council, “Foreign Missile Developments and the
Ballistic Missile Threat to the United States Through 2015,
September 1999. Both discuss the limited testing programs
of emerging missile states.

7 A less commonly discussed advantage of using bomblets is
that a combination of different agents could be used in an
attack—for example, fast-acting agents and persistent
agents—by putting different agents in different bomblets.
(“A New Generation of CB Munitions,” Jane’s Defence
Weekly, 3 April 1988, p. 852.)

technical barriers to using submunitions? Below we
examine the key technical issues a country would face
in building and deploying submunitions and find that
an attacker would face no such technical barriers.

The development of submunitions of varioustypes
began in the 1940s and effective heatshield materials
for ballistic missiles existed in the 1960s. Technical
information about both of these is widely available in
the open literature. Much of the technical information
about heatshields resulted from nonmilitary research,
particularly research related to spacecraft. Although the
calculations we perform in this study are not highly
detailed, information for considerably more detailed
analyses than we do here is readily available.

The level of technology required to develop sub-
munitions is simpler than that required to build long-
range ballistic missiles. So if a country has developed
long-range missiles, it could also develop submu-
nitions.2 If a country received foreign technology and/
or expertise to assist its missile program, it is likely
that foreign assistance would also be available to de-
velop submunitionsto deploy onthe missiles. Evenif a
country simply purchased itsballistic missiles, it would
also be able to purchase submunition technol ogy, since
a country willing and able to sell long-range missiles
would presumably aso be willing and able to sell sub-
munition technology for those missiles.®

Indeed, the 1998 report of the Rumsfeld Commis-
sion stated

All of the nationswhose programs we examined that
aredevel oping long-range ballistic missileshavethe
option to arm these, as well as their shorter range
systems, with biological or chemical weapons. These
weapons can take the form of bombletsaswell asa
single, large warhead.'”

8 In its January 1996 report about theater missile defense,
the Defense Science Board concluded that the United States
must expect emerging missile states to deploy “advanced”
submunitions for chemical and biological weapons on their
theater missiles, and noted that its own “red team” effort
had designed, built, and flown versions of such submuni-
tions (Report of the Defense Science Board/Defense Policy
Board Task Force on Theater Missile Defense, January 1996,
pp- 14, 16).

° The Soviet Union was reported in the late 1980s to be
developing new types of chemical and biological submuni-
tions for a variety of delivery systems, including short-range
ballistic missiles. (“A New Generation of CB Munitions.”)

19 Rumsfeld Commission Report, p. 7.
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US Programs for Delivery of Chemical and Biological Weapons

Early in its development of chemical and biological
weapons in the 1940s and 1950s, the United States rec-
ognized that using unitary warheads for delivery would
oversaturate a small region with the agent and that winds
would subsequently spread the agent in only a narrow
plume. That led the United States to research ways to
disperse the agent more effectively and, in turn, to de-
velop submunitions.?

In fact, the United States developed chemical and
biological submunitions for several of its short-range
missiles and for B47 and B52 aircraft in the 1950s and
1960s.> These bomblets were small, carried small
amounts of agent, and had simple dispersion mecha-
nisms to spread the agent once the bomblet was at or
near the ground. For example, the M139 bomblet was
an 11.4-centimeter-diameter sphere that carried 0.6 kg
of GB nerve agent or liquid biological agents. It en-
tered the US inventory in the early 1960s and was used

2 See, for example, Dorothy L. Miller, “History of Air Force
Participation in Biological Warfare Program 1944-1951,”
Historical Study 194, Wright-Patterson Air Force Base,
September 1952, p. 81.

b These short-range missiles were designed to release the
bomblets late in flight rather than soon after boost phase.
For information on these bomblets see Stockholm Interna-
tional Peace Research Center (SIPRI), The Problem of
Chemical and Biological Warfare, Volume Il: CB Weapons
Today (New York: Humanities Press, 1973). p. 84, and
Sherman L. Davis, “GB Warheads for Army Ballistic
Missiles: 1950-1966,” Historical Monograph AMC 51M,
Edgewood Arsenal, Maryland, July 1968.

on several short-range missiles: Little John (16 km range),
Honest John (38 km range), and Sergeant (140 km
range). It disseminated the agent on impact with an
explosive charge and was reported to have an 86 per-
cent agent dissemination when used with the Honest
John.

The M143 bomblet was a 8.6-centimeter-diameter
spherical bomblet designed to carry liquid biological
agents. It used 0.5 grams of explosive charge to dis-
seminate the agent on impact. It was said to release
8 percent of the slurry as inhalable aerosol. This bomb-
let had a mass of only 0.34 kilograms when filled
with 190 milliliters of slurry containing about 6x10'2
anthrax spores. It entered the US inventory in the mid-
1960s and 750 such bomblets were carried in the M210
warhead on the Sergeant missile.

The United States also developed other methods to
release and disseminate agents. The E95 bomblet was
a 7.6-centimeter-diameter sphere designed to carry dry
biological agent for anti-crop use, delivered by plane
or missile. It was designed to burst open in midair to
disseminate the agent over a large area. The E120 bomb-
let, a 11.4-centimeter-diameter sphere being developed
in the early 1960s, carried 0.1 kg of liquid biological
agent. Vanes on the outside of the casing caused it to
rotate as it fell, so that it would shatter and roll around
on impact, spraying the agent from a nozzle.

Note that all of these bomblets are small enough to
fit inside the heatshield in the 20-centimeter-diameter
spherical configuration considered in this chapter.

Moreover, according to a 1995 news report in Aviation
Week and Space Technology,

USintelligence officials are predicting the capabil -
ity to release submunitionsfrom ascending ballistic
missiles could be on the world market within five
years. They believethat Chinaand North Koreawill
have the capability to build fractionated warheads.
Such weapons could dispense up to 100 5-10 |Ib
submunitions at altitudes of 36 mi [60 km] or less.
... USplannershere areworried that Chinaor North
Koreawill produce and sell the weaponsto military
powers such as Iran, Syria, Irag or Libya.'

A number of countries have developed submuni-

tions for short-range missiles. Irag apparently devel-
oped and deployed submunitions to deliver chemical
weapons on its Scud missiles prior to the 1991 Gulf
War. According to a Pentagon official, following the
war UN inspectors found that Irag had “designed and
prepared for firing” achemica warhead for aScud mis-
sile, “which basically consisted of abunch of little con-
tainers.” The official also stated that developing a
mechanism for dispersing such bomblets early in a
missile’s flight would not be difficult for North Korea,
China, and Iran, either.?? The dispersal mechanism for
long-range missiles could be quite similar to that for
shorter range missiles.

In addition, North Koreaisbelieved to have devel -
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oped submunitionsfor its 300- and 500-kilometer-range
Scud missiles. And the Ballistic Missile Defense
Organization said in 1997 that Syria was only months
away from producing chemical bomblets for its
500-kilometer-range Scud-C missiles.®®

The Design, Construction, and Use of Submu-
nitions: Key Technical Issues. In this section we con-
sider the key technical issues a country would face in
building and depl oying submunitionsto determine how
difficult it would beto usethismeans of delivery. These
issues are (1) how to dispense the bombl ets after burn-
out and (2) how to design a heatshield for the submuni-
tions so they will withstand the heat of reentry. We also
briefly discuss the issue of dispersing the agent from
the bomblet. Consistent with the conclusion of the
Rumsfeld Commission quoted above, wefind that these
issues would not be difficult for an emerging missile
state to address.

For our analysis, we assume that the ballistic mis-
sile used to deliver the attack can carry a payload of
1,000 kilograms or more a distance of 10,000 kilome-
ters. The payload would consist of a large number of
bomblets and a dispensing mechanism.

A missile of this range would burn out at an alti-
tude of 200-300 kilometers—well above the atmo-
sphere. At launch, a shroud would cover the bomblets
to protect them from atmospheric heating. The missile
would drop this shroud before burnout, onceit wasat a
high enough altitude. (North Korea has demonstrated
its ability to perform this step, since it successfully re-
leased ashroud that covered thethird stage of its Tagpo-
dong-1 missile during its launch in August 1998.)

Shortly after the booster burnsout, the warhead sec-
tion would release the bomblets, kicking each one out
with a slightly different speed so that while travelling
to the target they would spread out in a cloud of prede-
termined size. We discuss below two ways this could
be done. Note, however, that developing a dispersing
mechanism is not demanding on the scale of the tech-
nology required to build along-range ballistic missile.
M oreover, adispersing mechanism could be extensively
tested on the ground and would not require flight test-
ing.

The bomblets would then fall through the vacuum
of space for about 25 minutes. They would begin to
reenter the atmosphere at a speed of roughly 7 kilome-
ters per second, but atmospheric drag would slow them

'3 Paul Beaver, “Syria to Make Chemical Bomblets for ‘Scud
Cs’,” Jane’s Defence Weekly, 3 September 1997, p. 3.

down so that they would hit the ground with speeds of
75-150 meters per second. As we show below, it is
straightforward to develop a heatshield to protect the
agent within the bomblet from the high temperatures
that occur during reentry.

Thefinal step in the flight of the bomblet isto dis-
perse the agent in the bomblet when it is at or near the
ground. As we discuss below, methods for dispersing
the agent are well known.

For our analysis, we assume that each bomblet has
a total mass of 10 kilograms and carries up to a few
kilograms of CB materials. The dispensing mechanism
will add perhaps 50-100 kilograms and the shroud
roughly 50 kilograms to the payload,** allowing
85-90 submunitions of thissize and massto be deployed
on amissile capable of carrying 1,000 kilograms. Our
estimate below of heatshield requirements, along with
the sizes of the US bomblets discussed in the above
box, suggests that the bombl ets could be made smaller
and lighter than we assume here, which would allow
the missileto carry more.

In this analysis, we consider submunitions of two
shapes. a sphere with a diameter of 20 centimeters
(roughly soccer-ball sized), and acone with alength of
20 centimeters and a nose radius of 5 centimeters (see
Figure 7-1).15

There would be sufficient roomin the payload sec-
tion of along-range missile for at least 100 bomblets
and the dispensing mechanism. Even if thelast stage of
the missile were as small as the North Korean Nodong
missile, with a diameter of 1.3 meters,’® a cylindrical
payload section 1.5 meters long, capped by a conical
section one meter long, would have a volume of two
and ahalf cubic meters.” One hundred bombletswould

* Assuming the shroud is a cylinder 1.3 m in diameter and
1.5 m long, capped by a conical nose section 1T m long, it
would have a surface area of about 9 m2. If the shroud is
made of aluminum alloy (with a density of roughly 2,800
kg/m* and has an average thickness of 2 mm, then the mass
would be roughly 50 kg. Note, however, the shroud can be
dropped well before the end of boost phase, so that the
upper stage of the missile does not have to accelerate this
mass. As a result, the amount by which the mass of the
shroud reduces the payload that could be devoted to
bomblets would be considerably less than 50 kg.

15> This shape was used for calculating the heating of the
cone, but there is no special significance to these particular
dimensions. The shape could be varied to improve the
aerodynamic stability of the cone, for example.

'® Some people assume that the Nodong missile will serve as

the second stage of North Korea’s long-range Taepo-dong 2
missile.
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Length =20 cm

Base Diameter = 15 cm
Nose Radius =5 c¢m
Mass = 10 kg

\

Figure 7-1. The configuration used for calculating the
heating of a conical bomblet. It has a nose radius of
5 cm, a base diameter of 15 cm, a length of 20 cm, a
cone half-angle of 9.5 degrees, a mass of 10 kg, and a
ballistic coefficient of 12,000 N/m? (250 Ib/ft?).

occupy only athird of this volume, leaving plenty of
room for the dispensing mechanism. 8

Details of Dispensing Bomblets. Itisuseful to com-
pare the tragjectories of the bomblets with the trajectory
that aunitary warhead would follow if launched by the
same missile. The dispenser that rel eases the bomblets
would follow roughly the same trajectory as a unitary
warhead; thistrajectory liesin avertical plane contain-
ing the launch site and the point on the ground where
the dispenser would impact (see Figure 7-2.)

The warhead section of the missile, including the
dispenser and all the submunitions, will be travelling
at aspeed of roughly 7 kilometers per second when the
bomblets are dispensed. Consider what happens if a
bomblet is released with a push that gives it a small
speed with respect to the dispenser in some direction.
There are three directions to consider:

(2) If thebomblet isgiven aspeed perpendicular to the
plane of the trajectory, it will drift in that
direction until impact. The greater the speed the
bomblet is given, the farther it will travel from its
original impact point. Making the bomblet land

'7.0n the Taepo-dong 1 missile that North Korea launched
in August 1998, the shroud enclosed a cylindrical payload
section that housed the third stage of the missile.

1% 1f we estimate the volume that a spherical bomblet would
occupy (including the space between bomblets) by a cube
with sides of length 20 centimeters, then 100 such bomblets
would occupy a volume of only 0.8 cubic meters.
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Figure 7-2. The trajectory a bomblet would have if it
was given no additional dv after burnout of the
missile. The tangent plane to the trajectory at burnout
is also shown. Giving the bomblets small velocity
changes v by adding velocity vectors lying in this
plane will spread the impact points of the bomblets
around the dv=0 impact point.

10 kilometers from the original impact point after
aflight time of 25-30 minutes would require giv-
ing the bomblet a small speed of 5.5-6.5 meters
per second (12—15 miles per hour) relative to the
dispenser.’®

(2) Giving the bomblet a push in the plane of the tra-
jectory and in a direction tangent to the trajectory
is equivalent to changing the burnout speed of the
bomblet relative to the dispenser. Thus the trajec-
tory of the bomblet will lie in the plane of the
original trajectory but will have a slightly longer
or shorter range. A speed of 2-5 meters per second
(510 miles per hour) would change the range by
10-30 kilometers.®

19 1f dv is the additional speed imparted to the bomblet by
the dispenser, the bomblet will land roughly a distance dvxt
from the impact point it would have if dv were zero, in a
direction perpendicular to the plane of the original trajec-
tory, where t is the flight time after the bomblet is released.
Spinning of the bomblets could affect their dispersion; this
could be compensated by adjusting the speed of release.

20 This is easily verified using the standard “hit equation”
governing missile dynamics.



(3) Giving the bomblet a push in the plane of the tra-
jectory but perpendicular to the trgjectory changes
the impact point of the bomblet very little, if the
missile is on a standard maximum-range (“mini-
mum-energy”) trajectory.?

Thus, to spread out the impact points of the bomblets
over a large area of roughly 10-20 kilometers diam-
eter, the dispenser would give the bomblets different
speeds (ranging from zero to afew meters per second)
in directionslying in the local tangent plane of thetra-
jectory. This can be done in several ways.

A particularly simple method of dispersing the
bomblets would be to use springs to give the bomblets
the required speeds. Consider a set of tubes having di-
ametersjust larger than that of the bomblets, lyingina
plane, with each tube pointing in a dlightly different
directioninthat plane (differing by perhaps 10 degrees).
One could arrange astack of such planar layers of tubes
suchthat all thelayerswere parallel to the tangent plane
of the trgjectory; this orientation could be controlled
by the guidance system of the missile during boost
phase. The tubes in each layer would point in a differ-
ent set of directions from those in other planes. Inside
the tubeswould be aline of bomblets with compressed
springs between them. The number of layers and the
number of bombletsin each tube would be determined
by the size of the payload section of the missile.?2

When the bombl etswere rel eased, they would shoot
out of the tubes with a range of speeds determined by
the stiffness of the springs, and in exactly the direc-
tionsthat would result in adispersed set of impact points
since the tubes would lie in the tangent plane to the
trajectory. The shape of the impact pattern could be
controlled by proper choice of the spring constants;
springs of different stiffness (i.e., with different spring
constants) could be used in the sets of tubes lying in
different directions. (However, it would not be neces-
sary for the attacker to carefully control the impact
pattern.)

A second method of dispersing the bomblets
would be to arrange the bomblets in a cylindrically

2 A push in this direction essentially results in a small
rotation of the burnout velocity of the bomblet within the
plane of the trajectory. But on a maximum-range trajectory,
the range varies only to second order in a change in the
angle of the burnout velocity.

22 If the tubes point only in directions within 90 degrees of
the missile’s velocity, then the dispenser could remain
attached to the upper stage of the missile, which would
make it easier to maintain its orientation until the bomblets
were released.

symmetric pattern around the axis of the dispenser,
which originally would be aligned with the axis of the
missile and would thus lie along the direction of the
velocity. After burnout, small thrusterswould rotate the
axis of the dispenser in the plane of the trajectory so
that the axis was no longer aligned with the velocity.
Another set of small thrusters would then be used to
cause the dispenser to spin around itsaxis. Such thrust-
ers are standard technology for missiles.

Each bomblet would be attached to the dispenser
by a wire that would be released once the dispenser
was spinning. In this way, the dispenser would release
the bomblets in many different directions in the plane
perpendicular to the rotation axis. Moreover, the speed
of each bomblet would be different and would depend
on how far the bomblet is sitting from the axis of dis-
penser.Z To give the bomblets the range of speeds that
are needed to disperse them over an area with awidth
and length of 20 kilometers, the dispenser would only
have to spin at a rate comparable to the rate at which
warheads are typically spun after burnout to stabilize
them during reentry: a bomblet released at a distance
of 1 meter from the rotation axis would require a spin
rate of less than one revolution per second to giveit a
speed of 5 meters per second.

One could control the shape of the impact pattern
of the bombl ets by controlling the angle through which
the dispenser was rotated before it was spun, but even
without controlling this angle precisely, this method
would result in a dispersed pattern at impact.

Details of Heat Shielding of Bomblets During
Reentry. A key difference between the bomblets de-
signed for short-range missiles and those designed for
long-range missilesisthat in the latter case, a substan-
tial heatshield would be required to protect the agent
from the much higher levels of heat generated during
the high-speed reentry through the atmosphere.

It is important to keep in mind that calculations
show that a nuclear weapon delivered by long-range
missile would experience higher heat loadings than a
bomblet (see Appendix F for calculations of the heat-
ing on various reentering bodies). Thus, if an emerging
missile state poses a threat of nuclear attack by long-
rangemissile, it hasmastered alevel of heatshield tech-
nology that is adequate for bomblets.

2 The speed dv of a particular bomblet would be r<xa,
where ris the distance the bomblet is sitting from the axis of
rotation and @ is the angular speed of rotation of the
dispenser.
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One might think that bomblets require more de-
manding heatshield technology because (1) they are
dowed in the atmosphere more than nuclear reentry
vehicles and therefore take longer to reach the ground,
so that the heat has longer to conduct to the interior of
the bomblet, or because (2) chemical and biological
agents are extremely sensitive to heat. We show below
that neither of theseis a problem.

How sensitive are CB agentsto heat? As Table 7-1
shows, many of the common chemical and biological
agents are not highly heat sensitive: they can survive
much longer than the several minutes of reentry time at
temperatures greater than room temperature (300 K).

Table 7-1. Stability of common CB agents to heat exposure.

the heat-soak time is shorter. It also lends itself to a
simple fusing and dissemination method, since it can
be oriented aerodynamically so that it hits the ground
nose-first, which allowsadisseminating chargeto blow
the agent out the back of the cone.

We find that it is straightforward to produce ad-
equate heatshields for these designs that are consistent
with the size and mass of these bomblets. Indeed, it
appears that the bomblets could be made smaller and
lighter than we consider here, which would allow more
to be delivered on a given missile.

For this study, we have only considered relatively
simple heatshield materials that were developed
3040 years ago. Not only are these materi-
asrelatively simple, but considerable infor-

mation about them is available to anyone, in-
cluding an emerging missile state. However,
considerably more advanced materials are in

common use today and are commercially
available.®

The primary heatshield material we con-
sider issilica phenolic or “refrasil phenalic,”

Agent Half-life at a GivenTemperature
Biological Agents
Anthrax spores 4.5 hours @ 373 K (100° C)
Chemical Agents
Sarin (GB) 2.5 hours @ 423 K (150°C)
Soman (GD) 4 hours @ 403 K (130°C)
VX 36 hours @ 423 K (150°C)

which is roughly 35 percent by weight phe-
nolic resin impregnated into a fabric rein-
forced with high-purity glassfiber. Heatshield

materials based on phenolic resins were con-

Source: Sidney Graybeal and Patricia McFate, GPALs and Foreign Space
Launch Vehicle Capabilities, Science Applications International

Corporation (SAIC) Report, February 1992.

The bomblets reenter the atmosphere at about
7 kilometers per second and are slowed by atmospheric
drag. In the process, the original kinetic energy of the
bomblet isconverted to heat in the air around the bomb-
let, and some fraction of this heat is transferred to the
bomblet itself. Two factors must be considered in de-
signing a heatshield for the bomblet: the heating rate at
the surface of the bomblet and the length of time the
heat has to diffuse into the interior of the bomblet. For
bomblets that slow down relatively quickly asthey fall
through the atmosphere, there will be alonger time for
the heat that has been absorbed by the bomblet to dif-
fuse into the interior (this process is known as “heat
soak”).

As noted above, we consider two types of bomb-
lets. The first is a sphere with a total mass of 10 kilo-
grams and a diameter of 20 centimeters. This bomblet
could be made to spin on reentry to spread the heating
out over its surface. The second is a conical bomblet
with a length of 20 centimeters and a nose radius of
5 centimeters, again with amass of about 10 kilograms.
Thisdesign hasthe advantage that it fallsfaster, so that
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sidered state of the art in the 1960s because
of their thermal, mechanical, and chemical
properties. These materials reduce the heat
transferred through them by ablating the outer surface
away.

For the spherical bomblet with a heatshield made
of silicaphenalic, thethickness of material ablated from
the surfaceisonly about 3 millimeters. (See Appendix F
for details of the heating and ablation calculations.) In
addition, a shell of this material that is 2 centimeters
thick will keep the temperatureincrease at the inside of
the heatshield to less than 50° C by the time it hits the
ground, and a 2.5-centimeters-thick shell will keep the
temperature rise to less than 20° C. For abomblet with
a diameter of 20 centimeters, a shell of this material
with athickness of 2 or 2.5 centimeters would have a
mass of 3.3 or 4.0 kilograms, respectively.

We also consider other standard heatshield materi-
alsof the samevintage as silicaphenalic. For example,
by using nylon phenolic, which has a low density

24 As one example, there is a material called Thermasorb, in
which heat is absorbed with no rise in temperature by a
phase transition in a material that could be used to fill a thin
shell at the inner edge of heatshield (see www.thermasorb.
com).



relativeto silicaphenolic, agreater volume of material
will be ablated but a lighter heatshield can be used.
Using nylon phenalic for the spherical bomblet would
result in a surface ablation of about 9 millimeters, but
restricting the temperature rise at the inner surface of
the heatshield to 20° C would require the original thick-
ness of the heatshield to be only 2 centimeters. A
2-centimeter-thick shell of thismaterial would only have
amass of 1.2 kilograms, compared with the 4 kilograms
needed for asilica phenolic heatshield that restrictsthe
temperature rise to 20° C.

In practice, other simple thingswould improve the
design and reduce mass. For example, it would make
sense to use a thinner shell of ablating material and
back it with a lightweight layer of highly insulating
material. In addition, if the bomblet had ametallic shell
for structure inside the heatshield, the metal would act
as a heat sink and could reduce the amount of heat-
shield required.

For the conical bomblet using the same silica hesat-
shield material considered above, about 1 centimeter
of material would be ablated at the nose, where the hest-
ing is most severe, and about 3 millimeters of material
would be ablated at a point on the wall adistance of 10
centimeters behind the nose. The cal culations show that
at the nose a thickness of less than 3 centimeters of
material is required to keep the temperature rise at the
back of the heatshield to roughly 20° C. On the side
walls of the bomblet, 2 centimeters of material would
keep the temperature rise at the inside surface of the
heatshield to less than roughly 20° C, and 1.5 centime-
ters of material would result in a temperature rise of
70° C. A conical heatshield that had 5 centimeters of
material at the nose and 1.5 to 2 centimeters of shield-
ing on the walls would have a mass of about 1.7 to 2
kilograms. And, as above, in practice a country could
do thingsto makethe heatshield thinner and lighter than
this.

These calculations demonstrate that effective, light-
weight heatshields can easily be made for bomblets
using even simple materials developed decades ago.
Thus, even if a spherical or a conical bomblet of this
shape were not used, it is clear that an adequate hesat-
shield could be developed for a different design.

Heating or Cooling of the Bomblets During
Midcourse. There seems to be a common mispercep-
tion that the temperature of bomblets would drop dra-
matically during their roughly 25-minuteflight between
release from the missile and the beginning of atmo-
spheric reentry and that this could harm the CB agent
contained in the bomblet. Asshownin Appendix A, if

the bomblet isin the sunlight its temperature can either
increase or decrease from an initial temperature of
300 K (room temperature), depending on the surface
coating of the bomblet. Thus the attacker can easily
design the bomblet so that its equilibrium temperature
will be close to 300 K.

If the bomblet is in the dark, its temperature will
drop, but will do so only slowly as it radiates away
heat. Appendix F considersthe case of the 10 centime-
ter-radius spherical bomblet with a 2-centimeter-thick
heatshield made of silicaphenalic. The appendix shows
that if the bomblet werein the dark along itsentiretra-
jectory, after 30 minutes the temperature of the bomb-
let would drop by less than 20 K from its initial tem-
perature of 300 K. So in neither case would the tem-
perature change of the bomblet during the midcourse
phase present a problem for the chemical or biological
agent.

Releasing the Agent. The final step in delivery is
to release the chemical or biological agent from the
bombl et and disperseit. Of course, thiswould also need
to be done for CB agents deployed in a unitary war-
head, so if a country has weaponized these agents, it
could apply these techniques to bomblets.

Several methods of fusing have been discussed in
the open literature, including contact fuses that would
detonate upon hitting the ground and barometric fuses
that would release the agent at a preset altitude. Note
that at low altitudes, the speed of the bomblets would
be very low: the spherical bomblet would impact the
ground at 75 meters per second and the conical
bomblet at 150 meters per second, corresponding to
170-340 miles per hour. These speeds, which are typi-
cal of aircraft, make dispersal easier than do very high
Speeds. Given these speeds, it would even seem pos-
sible to use a small sprayer to release the agent. This
could be very efficient because sprayers can release the
agent in the droplet sizes that are optimal for infecting
people.

For the conical bomblet, an easy fusing method
would beto have acontact fusein the nose of the bomb-
let, which would ignite a dispersing charge when the
nose hit the ground that would blow the agent upwards
intoacloud. Designsfor thistype of dispersion mecha-
nism have been around for 40 years.

%5 SIPRI, CB Weapons Today, for example, references a
number of US patents granted in the 1950s and 1960s for
fusing and dispersal mechanisms, which give detailed
descriptions and technical diagrams.
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Because bomblets on a long-range missile under-
go severe deceleration in the atmosphere, bomblets
released from a 500-kilometer range missile like the
Syrian or North Korean Scud-C, would have the same
range of speeds at low altitudes as would these bomb-
lets on long-range missiles.® As aresult, the dispersal
mechanisms developed for bomblets on short-range
missiles could al so be used for bomblets on long-range
missiles.

26 The braking force on a body in the atmosphere is propor-
tional to the square of its speed. Thus the faster bomblets on
a long-range missile will experience much stronger braking
forces than slower bomblets. Bomblets having the same
ballistic coefficients as those considered above released
from a 500-km-range missile would have speeds of 90 to
150 m/s at impact.
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Finally, it is important to note that because of the
low speeds and altitudes the bomblets would have at
rel ease, dissemination of chemical or biological agents
could be tested by dropping small bomblets containing
simulated agents from aircraft. In thisway, clandestine
tests can be done to achieve the optimal particle size.



Chapter 8

Emerging Missile State Countermeasure 2:
Anti-Simulation Balloon Decoys for Nuclear Warheads

According to the September 1999 National Intelligence
Estimate on the Ballistic Missile Threat to the United
States, balloon decoysare a“readily available technol-
ogy” that emerging missile states could use to develop
countermeasures to the US NMD system.

In fact, the first two intercept tests of the NMD
system included one ball oon decoy along with the mock
warhead. This test configuration, together with state-
ments that it is representative of the threat, indicates
that even the Ballistic Missile Defense Organization
believes that such balloons are within the technical ca-
pability of an emerging missile state. In this chapter,
we consider a countermeasure that would be only
slightly more difficult to implement because it uses
numerous such balloons, but would be much more ef-
fective against the planned NM D system becauseit also
puts the warhead in a balloon. Of course, making and
deploying such balloons would be technically much
simpler than building and deploying along-range mis-
sile and a nuclear warhead, which isthe level of tech-
nology the United States assumes an attacker would
have.

We conclude that an attacker seeking to deliver a
nuclear warhead by along-range ballistic missile could
defeat the planned NMD system by enclosing the war-
head in a metal-coated balloon that isinflated in space
when the warhead is deployed, while at the same time
releasing large numbers of similar, but empty, balloons.
The attacker could prevent the planned NMD system
from being able to discriminate the balloon containing
thewarhead and thus prevent the defense from reliably
hitting the warhead.

The balloons could be either free-flying or teth-
ered together. Abovethe atmosphere, wherethe attacker
would use anti-simulation to make the warhead ook
like aballoon decoy, objects of different weightswould

follow the same trajectory. The thin metal coating of
the balloon would prevent radar waves from penetrat-
ing the balloons to determine which contained a
warhead.

The balloons could be identical in size and shape,
or they could be designed so that each one was
different from the others. They could be spherical or
irregular in shape. In addition, the temperature of the
balloons could be easily manipulated so that each one
was at a different temperature (over a range of tem-
peratures plausible for the balloon containing the war-
head) to prevent the NMD system’s heat-detecting in-
frared sensors from being able to determine if a bal-
loon contained a warhead.

As we describe below, for attacks on daytime tra-
jectories (i.e., those in sunlight), an attacker could set
the temperature of each balloon anywhere in a span of
several hundred degrees centigrade simply by choos-
ing the appropriate surface coating. By choosing sur-
face coatings that would produce balloon temperatures
near theinitial temperature of the nuclear warhead, the
attacker would essentially eliminate any thermal effect
that anuclear warhead would have onitsballoon. Thus,
if thewarhead wereinitially near room temperature (300
K), the attacker could paint the balloons so that their
temperatureswould vary slightly around 300 K. In this
way, the attacker would prevent all of the NMD infra-
red sensors—those on the SBIRS-low satellites and
those on the kill vehicle—from discriminating the bal-
loon with the nuclear warhead from the empty ones.

For attacks on nighttime trajectories (i.e., those in
the earth’s shadow), the balloons would all cool to a
low temperature. Thetemperature of the balloonswould
not depend on their surface coating, but only on their
shape. If all the balloons had the same shape, the empty
balloons would cool to a somewhat lower temperature
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(of about 180 K, or -93 degrees Celsius, for spherical
balloons) than would the balloon containing the war-
head. To prevent the infrared sensors from discrimi-
nating the warhead, the attacker could use small bat-
tery-powered heaters to bring the temperature of the
empty balloons up to that of the balloon with the war-
head. Alternatively, the attacker could use entirely pas-
sive means to mask the presence of the warhead. First,
to reduce the heat transfer from the warhead to the bal-
loon, the attacker could cover the nuclear warhead with
superinsulation or a low-emissivity coating such as
shiny aluminum foil or polished silver. Then the at-
tacker could use balloons of different shapes, so that
all the balloons would have different equilibrium tem-
peratures that varied over a range of a few degrees.
One of these balloons would contain a nuclear war-
head but again, none of the NMD infrared sensors—
those on the SBIRS-low satellites and those on the kill
vehicle—would be ableto discriminate the balloon with
the nuclear warhead from the empty ones.

The attacker could also design balloons that would
be effective regardless of whether the trajectory wasin
sunlight, or earth’s shadow, or some of each. For ex-
ample, the balloons could be of different shapes and
have a surface coating that would give an equilibrium
temperature near room temperature in the sunlight. If
the attacker then covered the warhead with superinsu-
lation or alow-emissivity coating, each balloon would
have dightly different equilibrium temperature. Thus,
the NMD infrared sensors could not discriminate the
balloon containing the warhead from the empty ones
on any trajectory, regardless of how much of it wasin
sunlight or the earth’s shadow.

The NMD system would also attempt to discrimi-
nate the empty balloons from the balloon containing
the warhead by using its X-band radars to observe any
mechanical interaction between the nuclear warhead
and itsballoon. However, the attacker could a so readily
prevent such discrimination. If the attacker attached the
warhead to its balloon using strings or spacers of the
appropriate length, the balloon would move along with
the warhead, whether or not the warhead was tumbling
or spinning. The attacker could also make the empty
balloons tumble and spin. And the attacker could use a
similar string structure inside the empty balloons, so
that all the balloons would have similar surface fea-
tures where the strings were attached.

Thus, by placing a nuclear warhead in a balloon
and releasing it with other empty balloons, an emerg-
ing missile state would prevent the planned NMD
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system from being ableto discriminate the balloon con-
taining the warhead in midcourse.

The NMD system would then be confronted with a
large number of potential targets, no two of which were
identical in appearance, and any one of which could
contain a warhead. Thus, to permit a midcourse inter-
cept, the NMD system would either have to fire inter-
ceptors at al of the balloons or risk letting the balloon
containing the warhead go unchallenged. Because the
number of balloons deployed per missile could be
large—up to 50 or more—the use of this countermea-
sure would quickly exhaust the NMD’s supply of in-
terceptors. The NMD system is intended to defend
against an emerging missile state with tens of missiles;
yet a state using only, say, five missiles could deploy
one or more nuclear warheadsin balloons and hundreds
of empty balloonsin an attack on a US city.

Although the NMD system is designed to intercept
inmidcourse, the defense could—asalast-ditch effort—
attempt an intercept after the warhead and decoys be-
gin to reenter the atmosphere, where air resistance
would slow the lightweight balloon decoys relative to
the heavier balloon containing the warhead. Unlessthe
attacker took steps to prevent it, the X-band radars
would be ableto make very accurate velocity measure-
ments using the Doppler shifts of the radar waves re-
flected from an object. At altitudeslow enough that the
velocity difference between light decoys and the heavy
warhead could be measured, the radars would then be
ableto discriminate the balloon with the warhead from
the other balloons. To implement this strategy, the de-
fense would need to launch several interceptors at a
predicted intercept point just above the minimum in-
tercept atitude of the kill vehicle. However, to have
enough time to reach the intercept point, the defense
would need to launch these interceptorswell beforethe
balloons begin to reenter the atmosphere and then di-
vert them in mid-flight if the X-band radars were able
to discriminate the balloon with the warhead from the
other ones.

This would present the defense with a significant
problem because it would have to decide how many
interceptors to launch before it knew how many of the
balloonsit could discriminate. If the defense was plan-
ning to discriminate during reentry and saw dozens of
balloons deployed from each missile, it would need to
assume that some of these balloons would be heavy
enough to prevent discrimination above the kill
vehicle’'s minimum intercept altitude. To achieve the
high effectiveness and confidence levels planned for



it, the defense would need to fire a large number of
interceptors at the balloons deployed by each attacking
missile. Thus, for an attack of tens of missiles, the de-
fensewould still beinthe position of choosing between
letting the warhead penetrate unchallenged or running
out of interceptors.

Moreover, as we discuss in detail below, the at-
tacker could take various steps to further complicate
the job of the defense by lowering the altitude at which
the X-band radars could discriminate a balloon con-
taining a warhead from the other balloons. And, even
if the X-band radars could determinein timewhich bal -
loon in a cluster of numerous closely-spaced balloons
contained awarhead, it may not be able to convey this
information to the kill vehicle in a useful fashion. The
ability of the radars to determine the angular position
of the balloons (as distinct from their range) is some-
what limited. Thus, if the balloons are spaced closely
together, the NMD system may be unable to pass an
accurate enough map to the kill vehicle to alow it to
home on the target using its own sensors.

We thus conclude that an attacker could prevent
the planned NMD system from intercepting its nuclear
warhead with high confidence by using anti-simula-
tion balloon decoys.

As we discuss in more detail below, such balloon
decoys would be easy to fabricate and deploy relative
to building an intercontinental ballistic missile or a
nuclear weapon. In fact, in the late 1950s the United
States designed and built small metal-coated balloons
to measure the density of the atmosphere, and placed
severa of these balloonsinto orbit in the 1960s. These
balloons, which were 3.7 metersin diameter, are quite
similar to ones that could be used as a missile defense
countermeasure. (See Figure 8-1.) Detailed informa-
tion on the design, construction, and deployment of
these balloons has been publicly availablefor over thirty
years, some of thisinformation is provided in Appen-
dix G onthe NASA Air Density Explorer series of in-
flatable balloon satellites.

Intherest of this chapter we first discuss how such
balloon decoys could be built. We then consider in de-
tail how the attacker could prevent the NMD system
from using any of its sensors to discriminate a balloon
containing a warhead from empty balloons in mid-
course, where the system is designed to intercept its
targets. Finally, we discuss several measures the
attacker could take to prevent the defense from using
atmospheric drag to discriminate the target and then to
make a last-minute intercept during reentry.

Figure 8-1. A photograph of one of the NASA Air
Density Explorer inflatable balloon satellites.

Design, Construction and Deployment of
Balloons

The balloon decoys could be built in away similar to
the way in which NASA built its Air Density Explorer
balloon satellites. These satelliteswere made of alami-
nate* of two layers of aluminum foil and two layers of
mylar, with the outer layer being aluminum. Each layer
was 0.0005 inches thick, for atotal thickness of 0.002
inches. The balloon satellites weighed roughly 4.5 ki-
lograms (10 pounds).

An attacker could construct balloon decoys using
a two-ply laminate of aluminum foil and mylar (or a
mylar-polyethylene composite), with each ply having
a thickness of 0.0001 to 0.001 inches. Both of these
materials are widely available commercialy. Infact, it
may not even be necessary to make the laminate: alu-
minized mylar is commercially available for use in
packaging.

To make a spherical balloon, the laminate would
be cut into strips and glued together over ahemispheri-
cal mold, with the aluminum on the outside. However,
there is no need for the balloons to be spherical. Other
shapes may be easier to fabricate and fold and, as dis-
cussed below, may have other advantages as well.

The air would then be pumped out of the balloon,
and the balloon folded into a small volume. (The 3.7-
meter-diameter NASA balloonswerefolded into acyl-
inder 18 centimeters (7 inches) in diameter and 28 cen-
timeters (11 inches) long.) The balloon that wasto con-
tain the warhead could be cut open and resealed once

' A laminate is a material made by gluing or otherwise
bonding together two or more thin layers.
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the warhead was placed inside. The air could then be
pumped out of the balloon, causing it to collapse down
onthewarhead. To keep thewarhead positioned within
the balloon once it was inflated, the balloon could be
attached to the warhead either by several rigid spacers
made of a material with low thermal conductivity or
by strings. Alternately, the warhead could beleft to fl oat
within the balloon.

When deployed, the balloons could be inflated in
one of several ways. Here we will assume that the
balloon is inflated with nitrogen (or another gas) to a
pressure of 0.1 pounds per square inch (PSI).?2 This
pressure would be more than adequate to inflate the
balloons; it was the pressure used to inflate the NASA
balloons. This gas pressure would stress the aluminum
foil to its yield strength to give the balloon its maxi-
mum structural strength.® Once the balloon has been
stressed toitsyield strength, it will be stronger and will
aso have its wrinkles and folds removed, even if the
gas is then vented out. Until the balloon was released
and inflated, the nitrogen could be contained in asmall
sted bottle. After the balloon wasinflated, the gasbottle
could be made to detach and fall off outside the bal-
loon, as was done for the NASA balloons.

Wewill consider two balloonsthat differ from each
other inweight. The heavy balloonis spherical in shape,
has a diameter of three meters, and is made of alami-
nate of a0.001-inch-thick layer of aluminum foil and a
0.001-inch-thick layer of mylar (which givesit the same
thickness as the NASA balloons). Balloons of roughly
this size and thickness, and the gas used to inflate them,
would weigh about 3 kilograms (6.5 pounds).* Thedis-
pensing mechanism for each balloon and the bottle the
gasisstored in would add to thisweight; if we assume
the dispenser and bottle are comparable in weight to
the balloon and gas, we get a total weight of 6 kilo-
grams for each balloon deployed.

2 Another means of inflating the balloons once they are
deployed would be using chemical gas generators, like
those that are used to inflate automobile airbags.

3The yield stress is defined to be the applied load at which
the stress-strain relationship is no longer linear. In ground
tests, the NASA researchers found that by subjecting the
balloon to this level of stress, not only was its structural
strength increased, but the folds in its surface were
smoothed out.

* The volume of this balloon would be 14.1 cubic meters
and its surface area 28.3 square meters. Filling a balloon
of this size with nitrogen at a pressure of 700 Pa (0.1 PSI)
would require roughly 96 liters of nitrogen at standard
temperature and pressure (STP), or about 120 grams of
nitrogen.
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The NASA balloons were designed so that the gas
used to inflate them would leak out over a period of
several days after their deployment; ground tests of
these balloons indicated that without their pressurizing
gasthey would remain spherical down to an altitude of
about 120 kilometers. Because these heavy balloon de-
coys would be made of a material with the same thick-
nessasthe NASA balloons, they would also retain their
shape down to about 120 kilometers if the gas was
vented out after inflation.®

Considerably lighter balloons could be made by
using thinner balloon materials. In this way the weight
of the balloon, the gas, and the gas bottle could be re-
duced considerably. For our lightweight balloon mode,
we assume the material used to construct the balloon
consists of a 0.00025-inch-thick mylar layer and a
0.0001-inch-thick aluminum layer. The thinner layer
of aluminum will reduce the pressure required to take
the aluminum foil to itsyield strength, so less gas will
be needed to inflate the balloon and asmaller and lighter
bottle can be used to hold the gas. The total weight of
the balloon, gas, and gas bottle would be about 500
grams (roughly 1 pound).®” If we again assume the

5 The Ballistic Missile Defense Organization has a goal of
130 kilometers for the minimum intercept altitude of the
NMD kill vehicle, so the heavy balloon decoys would retain
their shape below this altitude.

® For material of this thickness, a balloon with a diameter of
three meters would weigh about 440 grams.

The thinner layer of aluminum would reduce the
pressure required to take the aluminum foil to its yield
strength by a factor of ten. The inflation pressure could thus
be reduced to roughly 70 Pa (0.01 PSI), so that only 12
rather than 120 grams of nitrogen gas were needed to
inflate the balloon. (The dynamic pressure on the balloon
due to reentry would not exceed the inflating pressure of
70 Pa until the balloon reaches an altitude of about 90 km.)

The gas bottle, made of steel, would weigh about
70 grams. If we assume a moderate bottle pressure of
1.4x107 Pa (2,000 PSI), the volume of the bottle would
have to be about 0.07 liters (or 70 cubic centimeters) to
hold the nitrogen. If we assume the bottle is a cylinder of
length 8 centimeters, then its inner radius must be about 1.7
centimeters. Assuming a fairly low value of yield strength of
3.0x10® Pa (44,000 PSI), a steel bottle (with a density of 7.8
grams per cubic centimeter) would have a wall thickness of
0.085 centimeters and a mass of about 70 grams.

Note that we neglect the weight of the glue used to
bond the balloon together.

7 Even lighter balloons could be made. The aluminum layer
could be made approximately a factor of ten thinner (only
0.00001 inches thick) and still be a good reflector of radar
(this thin aluminum layer could be vapor-deposited onto the
mylar). A mylar thickness of 0.00025 inches may be near



weight of the dispensing mechanism is roughly that of
the balloon, this would give a total weight penalty for
each balloon of very roughly 1 kilogram (2 pounds).

If the inflating gas was vented from them, these
lightweight balloons would not retain their shape as
low into the atmosphere as would the heavier ones.
Their deformation would likely begin at an altitude of
perhaps 150 to 160 kilometers.2 However, they would
retain their shape lower into the atmosphere if the gas
was not vented.

A simple nuclear weapon would weigh perhaps
1000 kilograms, and it is reasonabl e to assume that the
attacker could use about 10 percent of the payload, or
roughly 100 kilograms, for countermeasures. Thus, if
the attacker is satisfied with arelatively small number
of decoys (15 or less) per missile, then a weight of
6 kilograms per decoy is acceptable, and the heavy bal-
loon decoys could be used. However, if the attacker
prefersto use alarger number per missile, then lighter
decoys would be needed. It is reasonabl e to expect that
an attacker could deploy as many as 100 of the light-
weight (0.5 kilogram) balloon decoyswe describe above
on amissile along with a nuclear warhead. An emerg-
ing missile state with tens of missiles might not have
enough nuclear warheadsto arm each missile, inwhich
case it could have several missiles whose entire pay-
loadswere devoted to balloons of variousweights. (The
attacker would probably not want to use the entire pay-
load to deploy light balloons because the defense might
well conclude that the missile could not carry hundreds
of decoys and a warhead. Instead, the attacker would
likely choose to deploy perhaps 25 to 50 heavy balloon
decoys.)

We also note that the attacker could test the con-
struction and deployment mechanism using clandes-
tine ground tests. The attacker would likely not want to

the practical lower limit for the mylar thickness. Neglecting
the weight of glue, this would give a balloon mass of about
280 grams, including the inflating gas, but not the gas
bottle. (The designers of NASA’s 100-foot-diameter Echo |
satellite planned to use 0.00025-inch-thick mylar with a
0.000009-inch-thick layer of vapor-deposited aluminum,
but found that to get the required inflation reliability
0.0005-inch-thick mylar was required. However, for the
much smaller balloons considered here the 0.000025 mylar
thickness would likely be sufficient.) See G.T. Schjedahl
Company, “Design and Fabrication of Inflatable and
Rigidizable Passive Communications Satellites (Echo | and
Echo II),” Conference on Aerospace Expandable Struc-
tures, Dayton, Ohio, October 23-25, 1963, pp. 576-604.

8 The reentry forces on the balloon would be a factor of ten

lower at an altitude of 160 km than they would be at
120 km.

test these balloon decoys by flight testing them since
the United States could observe such tests.

How Anti-Simulation Balloon Decoys Would
Prevent Midcourse Discrimination

To understand how the balloons would prevent the
NMD system from discriminating the balloon contain-
ing the warhead from the other balloons during
midcourse, it isuseful tofirst consider the“ideal” case:
a metal-coated balloon travelling through the vacuum
of space where the warhead suspended inside the bal-
loon does not interact with the balloon in any physical
way. Compared with an empty but otherwise identical
balloon, the appearance of the balloon with the war-
head would be exactly the sameto radar, infrared, and
visible sensors. No sensor planned for use by theNMD
system could determine which balloon had the war-
head and which did not; discrimination would be im-
possible.

However, thereal world would differ from thisideal
case in two ways, either of which could potentialy be
used by the NM D system to discriminate aballoon con-
taining a warhead from an empty balloon:

(1) Thewarhead would interact thermally with the
balloon, possibly causing changesin the balloon
temperature (either over the whole balloon, or in
hot or cold spots), including changing the rate at
which the balloon changed temperature after it
was rel eased.

(2) The warhead would interact mechanically with
the balloon, possibly causing changesin the
shape or motion of the balloon.

Below we consider each of these issuesin turn, show-
ing how the attacker could mask these effects to pre-
vent the defense from determining which balloon con-
tains awarhead.

We a'so note that it would not be possible for the
NMD sensorsto discriminate aballoon with awarhead
from the empty ones during their deployment because
at this distance the sensors would be unable to resolve
closely-spaced objects, and would therefore not be able
to observe the deployment of countermeasures in any
detail. As discussed in Appendix B, the resolution of
the SBIRS-low infrared sensors would be too poor to
allow any imaging of a balloon or warhead-sized ob-
ject; instead these sensors would see all midcourse ob-
jects as point emitters. The early warning radars have
even poorer resolution (see Appendix D). Even if
an X-band radar was in a position to observe the
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deployment, its resolution would also be inadequate
to distinguish between the different objects, which
would be densely spaced when they are deployed.®

Discrimination by Infrared Sensors: The Ther-
mal Effects of the Warhead on the Balloon. Aswe
show in this section, the attacker could completely
eliminate any ability the defense might haveto discrimi-
nate based on infrared data from either SBIRS-low or
the kill vehicle's seeker. We consider daytime and
nighttime attacks separately since the thermal behav-
ior of objects in space is different in these two cases.
The attacker can choose to fly its missiles on trajecto-
ries that are either (entirely or mostly) sunlit or in the
earth’ s shadow. The attacker can thus choose to design
its balloons to be effective against infrared sensorsin
either regime. Alternatively, it could chooseto build bal-
loonsthat would be effective against | R sensors on both
daytime and nighttime attacks, as we discuss below.

Daytime Attacks

Thethermal behavior of empty balloons. Asdis-
cussed in detail in Appendix A, the equilibrium tem-
perature of an object in sunlit space is largely deter-
mined by its surface coating. Thus, the attacker can
easily vary the equilibrium temperatures of its empty
balloons by applying various surface finishes, such as
paint. Table 8-1 lists the equilibrium temperature for a
sunlit spherical object with different surface coatings:
seven paints, two metal finishes, and mylar. The equi-
librium temperature varies by more than 300 K, from
227 K for white titanium dioxide paint to 540 K for
polished gold plate.

The examples we usein this section are all spheri-
cal balloons, because it is more straightforward to cal-
culate the thermal properties of a spherical object than
for anonspherical object. However, we emphasi ze that
the general results are applicable to a balloon of any
shape. (We discuss later in this chapter and in more
detail in Appendix A the effect of balloon shape on
thermal behavior.) Thisdiscussioninitially assumesthat
the entire surface of any given balloon will be at auni-
form temperature; we will consider temperature varia-
tions over the surface of the balloons subsequently.

% Although the X-band radars would have high range
resolution, they would have poor angular resolution.
Because the objects will be densely spaced when they are
deployed, each radar range slice would contain multiple
objects, and the radar’s poor angular resolution would make
it unable to distinguish between different objects that were
at the same range. In addition, there would be screening
effects because balloons between the radar and the deploy-
ment mechanism would block the radar’s view.
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Table 8-1. Equilibrium temperature, for various
coatings, of a sphere in sunlight.

If an object in orbit is in sunlight, its surface coating will
determine the equilibrium temperature. This equilibrium
temperature is listed for a sphere (or spherical shell)
coated with each material; it is independent of the size of
the sphere. Unless otherwise stated, all objects are
assumed to be in low earth orbit, at an altitude of several
hundred kilometers. It is also assumed that the spheres
are spinning and tumbling in such a way that all parts of
their surface are equally exposed to sunlight, although
clearly this can only be approximately true. (See Appendix
A for details of calculation.)

Equilibrium
Surface Coating Temperature of
Sphere in Sunlight (K)
White titanium dioxide paint 227
White epoxy paint 237
White enamel paint 241
Mylar 265
Aluminum silicone paint 299
Grey titanium dioxide paint 307
Black paint 314
Aluminum paint 320
Aluminum foil (shiny side out) 454
Polished gold plate 540

Table 8-1 shows that by painting all or part of the
surface of aballoon whose outer layer isauminum foil
with one or severa different paints, any equilibrium
temperature between 227 K and 454 K can be obtained.
(For example, if the aluminum is entirely covered with
white titanium dioxide paint, it will have an equilib-
rium temperature of 227 K. If instead part of its sur-
face is covered with black paint, it will have an equi-
librium temperature between 314 K and 454 K, depend-
ing on how much of its surface is painted.) Thus, the
attacker can choose the equilibrium temperature of each
balloon. In fact, NASA used just this approach to con-
trol the temperature of its Air Density Explorer
Balloonsin order to keep the radio beacons inside the
balloons within their operating temperature range. The
aluminum outer surface of these Air Density Explorer
Balloonswas partly covered with small circles of white
paint to reduce the balloon’ s equilibrium temperature. X
(See Appendix G).



If the initial temperature of a lightweight balloon
when it is released is significantly different from its
equilibrium temperature (which need not be the case),
its temperature would change rapidly, since the heat
capacity of such a balloon would be very low. How
quickly aballoon comesto its equilibrium temperature
dependson how different itsinitial and equilibrium tem-
peratures are from one another and how great its heat
capacity is. Aswe show in Appendix A, using thelight-
weight balloon model described above (with a mass of
0.5 kilograms), an empty balloon initially at room tem-
perature (300 K) will reach its equilibrium tempera-
ture within about a minute, while the 3-kilogram bal-
loons could require several minutes, depending on their
surface coatings.

Thethermal behavior of a balloon containing a
war head. How would the presence of a warhead in-
side a balloon affect its thermal behavior?

The temperature of the massive warhead would
change only dlightly in the short time between when it
is launched and when it reenters the atmosphere, but
the much lighter balloon enclosing the warhead would
rapidly reach its equilibrium temperature. Because a
warhead inside a balloon could be at a different tem-
perature than the balloon, and because the warhead has
amuch greater heat capacity than the balloon, its pres-
ence inside aballoon could affect the thermal behavior
of the balloon. If the attacker did not take stepsto pre-
vent or mask these effects, there are several ways in
which the defense might be able to determine which
balloon contained the warhead. These include: the di-
rection of the temperature change of the balloon after
itsrelease (i.e., whether the balloon heats or cools); the
rate of the temperature change of the balloon (i.e., how
quickly it reaches its equilibrium temperature); and its
final equilibrium temperature. We show below that the
attacker could prevent the NM D system from using any
of these thermal effects to discriminate an empty bal-
loon from one containing a warhead.

Direction of temperature change. Assuming that
both the warhead and the balloon are at the same tem-
perature when deployed, the presence of awarhead in-
side aballoon would not cause that balloon to warm up
when, if empty, it would have cooled down (or vice
versa). The warhead can only pull the temperature
of the balloon back towards the initial warhead

19The first of these 3.7-meter-diameter balloon satellites,
Explorer IX, had 17 percent of its surface covered with white
paint, and the second, Explorer 19, had 25 percent of its
surface covered with white paint.

temperature. (For example, if thewarhead and balloons
are initially at room temperature (300 K) when they
arereleased, thewarhead will pull the balloon tempera-
ture back towards room temperature.) Thus, a balloon
with awarhead inside may cool down or heat up more
slowly than asimilar empty balloon. However, whether
a balloon warms or cools after its release does not, by
itself, indicate whether the ball oon contains awarhead.

Rate of temperature change and equilibrium tem-
perature of balloons. If the warhead and balloon are at
different temperatures, the warhead will transfer heat
to (or from) the balloon in several ways: by radiation,
by conduction through any spacers used to position the
warhead within the balloon, by conduction through the
gasin the balloon, and by motion-driven convection of
the gas. As discussed in more detail in Appendix H,
radiation is likely to result in the largest heat transfer.
Thermal conduction through any spacers could be made
negligible. Conduction through the gas will give rise
to asmaller effect than radiation and could be avoided
by venting the gas. The effect of convection of the gas
could also be avoided by venting the gas.

What ismost important isthat therate of heat trans-
fer between the warhead and the balloon will be small
compared with the solar power incident on the balloon
(which would be about 10,000 watts for aballoon with
adiameter of three meters). This would permit the at-
tacker to use balloons that have small differences in
how efficiently they absorb solar energy (and radiate
infrared energy) to completely obscure the thermal ef-
fect of the warhead (see Appendix H).

Although it is possible to hide awarhead in a bal-
loon with any equilibrium temperature, the attacker
could essentiadly eliminate the effect of the warhead
on thethermal behavior of the balloon by simply choos-
ing a surface coating that produces a balloon equilib-
rium temperature close to theinitial temperature of the
warhead. In thisway, there would be only asmall tem-
perature difference to drive the heat transfer, and the
warhead would produce only a negligible thermal ef-
fect for the defense to detect. Thus, if the warhead is
initially near room temperature (300 K), the attacker
could encloseit in aballoon with a surface coating that
produced an equilibrium temperature near 300 K. The
attacker would construct the other balloons so that they
would have equilibrium temperatures within a narrow
range around thistemperature. The defense would then
see numerous balloons at dlightly different tempera-
tures and would have no way of knowing which one
contained the warhead.

Countermeasures
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This approach is illustrated in Figure 8-2.
The heavy lines show the temperature variation
of several lightweight aluminum balloons (our
lightweight balloon model described abovewith
amass of 0.5 kilograms), covered with varying
amounts of white enamel paint. We assume the
paint is distributed over the surface of the bal-
loon, perhaps using small circles as was done
for the NASA balloons. We a so assumethe bal-
loons are at room temperature (300 K) when
released. Asthefigure shows, varying the frac-
tion of the balloon surface that is covered by
the white paint from 21 to 26 percent would
produce a temperature spread slightly greater
than 10 K around the initial temperature of
300 K, with the balloons reaching their equilib-
rium temperatures in less than one minute.

Figure 8-2 also shows the effect of adding
awarhead to a balloon (specifically, to the bal-
loons with 21 and 26 percent of their surface
covered with white paint).}* We assume the
warhead has alow emissivity finish or surface
coating, such as aluminum foil (with an emis-
sivity, g, of 0.036), and treat the inside of the
balloon as a blackbody. For both balloons, the
heat transfer istaken to befivetimeslarger than
would actually be produced by awarhead with
a surface emissivity of 0.036.12

Empty Balloons Partially Covered with White Paint
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Figure 8-2. Temperature as a function of time after deployment of
lightweight (0.5 kg) aluminum balloons coated with varying amounts
of white paint to give equilibrium temperatures near 300 K (thick
curves).

Changing the fraction of the balloon covered by white paint from 21
percent to 26 percent produces a temperature span of just over 10 K
around 300 K. In addition, two balloons containing warheads with
emissivities of 0.036 are also shown. These calculations assume that heat
transfer occurs only through radiation to or from the warhead, but for one
balloon the magnitude of the heat transfer is taken to be five times larger
than it would actually be. The calculations also assume that both the
balloon and the warhead are spherical; balloons and warheads of other
shapes will give qualitatively similar results.

Asthis figure shows, the effect of the war-
head would be to pull the equilibrium temperature of
its balloon back towards room temperature, but the
shape of the curve is essentially unchanged. The ther-
mal behavior of the balloons containing the warheads
would beindistinguishable from that of empty balloons
covered with dlightly different amounts of white paint.
Thus, by using balloons with surfaces designed to pro-
duce a small span of temperatures around the war-
head temperature, the attacker could easily hide any
thermal effect of the warhead.

Alternatively, a spread of temperatures could be
obtai ned by painting the sasmefraction of each balloon’s
surface, but using slightly different paints on each bal-
loon. For example, consider using three different types
of white paint. A balloon with 25 percent of its surface
covered with white enamel paint will have an equilib-

" Although our calculations allow the temperature of the
warhead to vary, because the thermal mass of the warhead
is large, its temperature would remain essentially un-
changed during the trajectory.

'2 This is done to allow for the possibility that motion-driven
gas convection could increase the heat transfer.
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rium temperature of 297 K. However, the same cover-
age with white titanium dioxide paint gives an equilib-
rium temperature of 287 K and painting it with white
epoxy paint gives an equilibrium temperature of 292
K. (All of these assume a warhead initially at 300 K
with an emissivity of 0.036 inside, and hesat transfer by
radiation only.)

The attacker can instead introduce a variation in
the balloons' equilibrium temperature by varying the
shapes of the balloons (see Appendix A). For example,
if asphere with a diameter of 3 meters had an equilib-
rium temperature of 300 K, then a cylinder with the
same surface composition that was 3 meters long and
had a base diameter of 3 meterswould have an equilib-
rium temperature of roughly 284 K.** Thus, by using a
variety of balloon shapes the attacker could also get a
spread of equilibrium temperatures.

'3 As discussed in Appendix A, for a balloon of a given
surface coating, its equilibrium temperature will be
proportional to the fourth root of the ratio of its average
cross-sectional area to its surface area. For a sphere, this
ratio is 0.25, and its fourth root is 0.707. For a cylinder that
is 3 meters long and has a base diameter of 3 meters, the



For balloons designed to equilibrate around room
temperature, the attacker could a so introduce additional
uncertainty by slightly heating or cooling the warhead
prior to launch, and placing it in a balloon with the
same equilibrium temperature. Then evenif the defense
could exactly determine the balloons' surface compo-
sition, it could not tell which balloon had the warhead
inside. However, such heating or cooling of the war-
head would not be necessary, since the defense would
not be able to exactly determine the balloons' surface
compositions (particularly when, as discussed below,
thevariation of temperature over the balloons’ surfaces
is taken into account).

Thus, we have shown above that neither the equi-
librium temperature of a balloon nor the rate at which
it obtains this temperature is sufficient for discrimina-
tion. In fact, it is clear that the attacker has many dif-
ferent options for designing balloons to prevent dis-
crimination based on the thermal behavior of the bal-
loons. The only possible thermal effect that might al-
low discrimination would be the very small drift in
balloon temperature that could take place if the tem-
perature of the warhead inside changed. However, this
would only be a factor for balloons designed to have
an equilibrium temperature considerably different from
the warhead’s initial temperature, and even so would
bevery small.** Moreover, aswe discuss next, the tem-
perature of the balloonswould not be uniform over their
surfaces, and this variation would mask any small tem-
perature drifts due to the warhead.

Nonuniform balloon temperatures. The above
discussion assumes that the entire surface of each bal-
loon would be at a uniform, albeit changing, tempera-
ture. However, in actuality this would not be the case
because different parts of the balloon would be exposed
to and absorb different amounts of incident radiation.
For example, for a balloon directly between the sun
and the earth, the hottest area of the balloon surface
would be facing directly towards the sun, while the
coldest area would be located about 90 degrees away.

The temperature variations due to this effect can
be significant. NASA calculations for their Air Den-
sity Explorer balloon satellites indicated there would
be about a 50 K temperature difference between the
hottest and coldest points on the satellite (for the case
inwhich 17 percent of the ball oon surface was covered
with white paint).® If theinside of the balloon satellite
were aluminum rather than mylar, thistemperature dif-
ference would have more than doubled. These calcula-
tions assumed a balloon with a stable orientation rela-
tive to the sun. For a balloon without such a stable ori-
entation, these temperature differences would get av-
eraged out to some degree. However, unless the bal-
loon was spinning in such a way that all parts of its
surface received equal exposure to the sun, some tem-
perature variation would remain.

There could also be temperature variations due to
the distribution of paint on the surface of aballoon. In
fact, the attacker could deliberately create hot and cold
spots on the surfaces of the balloons by using different
types of paints. (NASA used an area of white paint on
the surface of its balloonsto create a cold spot over the
location of the radio tracking beacon inside the bal-
loon.) From the point of view of the attacker, such tem-
perature variations over the surface of the balloons
would in fact be desirable, because if there were any
possibility that the presence of the warhead inside the
balloon would create hot or cold spots (for example
via conduction along spacers), such deliberately cre-
ated temperature variations would mask any such war-
head effects.

Thus, in general, it must be expected that the bal-
loonswould not be at uniform temperatures, but would
have significant and spatially complex temperature
variations over the surface of each balloon. Thiswould
further complicate the already nearly impossible task
of thermal discrimination.®

Nighttime Attacks. At night the situation is con-
siderably different because the only significant exter-
nal source of heating isinfrared radiation from the earth.

ratio of its cross-sectional area to its surface area can vary
between 0.167 and 0.212, depending on its orientation. If
we assume an average of 0.2, we get a balloon tempera-
ture of 283.7 K for a balloon surface composition that
would give a temperature of 300 K for a sphere. (See
Appendix H.)

' For example, consider an aluminum balloon containing a
warhead with an emissivity of 0.036 and an initial tempera-
ture of 300 K. The temperature of the balloon would
change at a rate of 0.0007 K per minute due to the
changing temperature of the warhead.

'> Coffee, et al., figure 17.

'® In fact, even if the attacker designed the balloon
enclosing the warhead to have an equilibrium temperature
very different from the initial temperature of the warhead,
and there was a very small drift in the balloon temperature
due to the changing temperature of the warhead inside,
such temperature variations over a balloon’s surface
would make precise measurements of the average
temperature of the balloon very difficult and would prevent
any potential warhead-related hot or cold spot from being
used for discrimination.

Countermeasures
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At night all spheres at low earth-orbit atitudes would
equilibrate at about 180 K, regardless of their surface
composition. Objects of different shapeswould equili-
brate at dightly different, but still low, temperatures
(see Appendix A).

Giventhislow equilibrium temperature, the effects
of aroom-temperature warhead inside a balloon could
be quite significant. For example, the ball oon discussed
above (with 25 percent of its surface covered with white
enamel paint), which would equilibrate at 297 K in sun-
light, would at night equilibrate to about 180 K if empty
but to about 187 K if it contained a warhead with a
surface emissivity of 0.036 and the heat transfer was
due only to radiation (and to 204 K if the heat transfer
from the warhead is five times that due to radiation).
However, the attacker can take straightforward mea-
sures to prevent discrimination based on the thermal
effects of the warhead inside the balloon.

One straightforward way for the attacker to pre-
vent discrimination would beto put heatersin the empty
balloons and heat them to temperatures similar to that
of the balloon containing a warhead. Such a heater
would not need to provide a large amount of power.
For a balloon with a shiny aluminum outer surface, a
heater that delivered 25 watts to the interior surface of
the balloon (the actual power output of the heater might
have to be somewhat higher) would raise the balloon’s
equilibrium temperaturefrom 180K to 197 K. A heater
that delivered 50 watts would increase the equilibrium
temperature to 210 K. Such heaters could be made by
depositing aresistive layer on the inner surface of bal-
loon (or by using a resistive tape), similar to the way
many rear car windows are defrosted. A small battery
could be used to provide power.r” But there would be
Nno reason to use even this big a heater if the attacker
first reduced the heat transfer from the warhead to the
balloon (in the ways we discuss below) so that the dif-
ferencein equilibrium temperatures between an empty
balloon and one containing awarhead would be only a
few degrees K. In fact, keeping al the balloons at as
low atemperature as possible would be to the attacker’ s
advantage since the colder the balloons were, the more
difficult it would be for an infrared sensor to detect
them.

'7For example, a Duracell DL245 lithium manganese
dioxide battery is capable of putting out 4.5 watts for at
least 30 minutes. Each battery weighs 40 grams and they
can be operated in series for higher power levels. It would
be necessary to enclose them in superinsulation to keep
them warm, as their performance falls off rapidly as their
temperature falls below room temperature. For data
sheets, see www.duracell.com/oem/lithium/DL245pc.html.

Countermeasures

To reduce the heat transfer from the warhead, the
attacker could vent out the inflating gas and give the
surface of thewarhead the lowest possible emissivity.2
By covering the warhead with shiny aluminum fail, the
attacker could reduce the emissivity of this surface to
0.036. However, the attacker could devote special at-
tention to reducing the emissivity of the warhead and
thus ought to be able to obtain an even lower emissiv-
ity than that of aluminum foil. For example, the attacker
could give the warhead a surface finish of polished sil-
ver, with an emissivity of 0.01.

Theattacker would also want to use aballoon whose
outside surface had an emissivity as high as possible,
so it would radiate heat away rapidly. For example, the
attacker could cover the entire surface of the balloon
with white paint. In this case, and for awarhead with a
surface of polished silver, the equilibrium temperature
of the balloon would be 0.5 degrees K higher with the
warhead than without it. Another option, which might
give an even smaller temperature difference, would be
to cover thewarhead with amultilayer superinsulation,
with the outer layer having alow emissivity.

Thus, the attacker could readily reduce the tem-
perature differenceto afew Kelvin or less. In this case,
a heater of only a few watts power could be used to
heat the empty balloons to the temperature of the bal-
loon with the warhead. Of course, the attacker could
give each balloon adlightly different temperature from
al the others to further complicate the task of the
defense.

Moreover, once the attacker reduced the heat trans-
fer from the warhead to such low levels, the attacker
could use entirely passive means instead of heaters to
mask the presence of thewarhead in one of the balloons.

One straightforward passive way for the attacker
to mask the presence of the warhead would be to vary
the shape of the balloons. Asdiscussed in Appendix A,
the equilibrium temperature of a balloon varies with
its shape. By using balloons of different shapes, the
attacker could introduce a range of equilibrium tem-
peraturesthat vary by at least 10 K, morethan sufficient
to mask the presence of alow-emissivity warhead.*

'8 Since the surface area of the balloon would be much
greater than that of the warhead, reducing the emissivity of
its inner surface would have a relatively small effect, and so
here we will take the inside of balloon to be a blackbody
with an emissivity of 1.

191f, as discussed previously, we assume a cylinder with a
ratio of cross-sectional area to surface area of 0.2, we get a
temperature of 170 K instead of 180 K for a sphere.



Decoys Effectivefor Both Daytime and Nighttime
Attacks. The attacker could also choose to use balloon
decoys that would be effective for both daytime and
nighttime attacks. As described above for nighttime
attacks, the attacker could insul ate the nuclear warhead
and give it a surface coating with a low emissivity to
reduce the transfer of heat from the warhead to the bal-
loon during nighttime attacks. Again as described
above, the attacker could either use balloons with
dightly different shapes so they would have slightly
different nighttime equilibrium temperatures or use a
small heater in the empty balloons. Then to ensure that
the decoys would also work for daytime attacks, the
attacker could give the balloons a surface coating so
they would have daylight equilibrium temperaturesthat
were near room temperature but slightly different from
each other. The surface coating would not significantly
affect the nighttime equilibrium temperatures. If the
attacker chose to use balloons of slightly different
shapes, then they could be given identical surface coat-
ings because the variation in shape would result in dif-
ferent daytime equilibrium temperatures. If the attacker
chose to use balloons of the same shape with a small
heater, then they could be given slightly different sur-
face coatings to give them dlightly different daytime
equilibrium temperatures.

Discrimination by Radars: Mechanical Inter-
actions Between the Warhead and Balloon
We have shown above that the attacker could take
straightforward steps—simply choosing the surface
coating and shape of the balloons—to prevent the NMD
infrared sensors from being able to discriminate the
balloon with the warhead inside it from the empty bal-
loons by observing the thermal behavior of the balloons.
We have also shown that these steps would work for
both daytime and nighttime attacks.

However, there remains the possibility that a me-
chanical interaction between the warhead and balloon
could change the balloon’s behavior in a way that the
defense could observe and then use to determine which
balloon contained the warhead. For example, a spin-
ning warhead nutating about its spin axis might cause
its enclosing balloon to nutate as well.

The X-band radars can make very detailed mea-
surements of the time variation of the balloons' radar
cross-section and radial velocity, and may even beable
to produce an rough image of the target. (See Appen-
dix D for details.) In order for this capability to be use-
ful, however, there needsto be away for the defenseto
relate the observed signal to phenomena occurring

inside the balloon. As we discuss below, the attacker
could take steps to prevent the defense from doing so.

The mechanical interaction between the warhead
and balloon differsfor awarhead that is not physically
coupled to the balloon and one that is. In the case in
which the warhead is not attached to the balloon, we
can think of the warhead as “rattling around” inside the
balloon. The warhead would collide with the inside
surface of the balloon. Such collisions could have sev-
eral effects on the balloon: they could change the ve-
locity of the balloon, cause the balloon to spin or tumbl e,
or changeits shape.?® Whether the NMD radars would
be able to discriminate the balloon containing the war-
head by observing such changes is difficult to assess.
However, to avoid this possibility, the attacker could
simply choose to physicaly attach the balloon to the
warhead. This could be done using strings; the length
could be such that the balloon iseither tightly or loosely
constrained when it is inflated. Alternatively, several
spacer rods made of alow conductivity material could
be used. The Explorer 9 satellite used a set of glass
epoxy rods to stand off the transmitter unit from the

20 First, collisions between the warhead and the balloon
could slightly change the velocity of the balloon. For
example, if there was on average 1 meter of “rattle room”
and a collision took place every 10 seconds, then on
average the balloon would change its velocity by about

10 cm/second with each collision, the radial component of
which might be detectable by the radar. Thus the radar
might be able to detect a pattern of discontinuous radial
speed changes superimposed over a smooth variation of
radial velocity as the warhead travels through space.
However, if the inflating gas is vented out of a balloon,
there will be considerable “give” in the balloon wall, and
the relative motion of the warhead will be quickly damped
out.

Second, each collision between the warhead and the
balloon might also change the spin characteristics of the
balloon. Thus the defense might, by observing the balloon
over a period of time, be able to observe that the way in
which it is spinning is changing in a way inconsistent with
the balloon being empty.

Third, any tumbling motion of a non-spinning warhead
may get transferred to the enclosing balloon over a period
of time, resulting in changes in the tumbling motion of the
balloon that may be detectable. The attacker can attempt to
minimize such differential tumbling by inflating the balloon
after the warhead is deployed, so that the inflated balloon
tumbles in the same way as the warhead.

Fourth, collisions could “dent” the balloon, slightly
changing its shape. This could result in changes in the
balloon’s radar cross section that the radar might be able
to detect superimposed on top of the changes taking place
as the balloon spins or tumbles through space.

Countermeasures
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balloon’ sinner surface. In either case, the balloon would
move with the warhead, eliminating the detection pos-
sibilities discussed above for an unattached warhead.

The remaining concern of the attacker would be
that some characteristic of the balloon and warhead
motion would be measurably different from that of an
empty balloon.

If thewarhead isnot spinning, but istumbling, then
the balloon will tumble in the same way as the war-
head. However, empty balloons could also easily be
made to tumble when they are gjected from the missile
(in fact, it may be difficult to make them not tumble).
The defense would not know precisely what the under-
lying tumbling behavior of the warhead is.

If the warhead is spinning, then the balloon will
take on the spin characteristics of the warhead (assum-
ing the balloon skin is sufficiently rigid). However,
empty balloons could also be made to spin—as indeed
the Air Density Explorer Satellites were. More com-
plex motions of the warhead could occur, such as nu-
tating about its spin axis. However, such motions could
also be simulated by empty balloons using properly
distributed weights on the inner surface of the balloon.
Indeed, evenif thewarhead isnot spinning, the attacker
could deploy several balloons specifically designed to
have spin and nutation characteristics similar to what a
spinning warhead might have.

The attacker might also be concerned that the at-
tachment points would distort the balloon, making the
one containing the warhead ook different from the oth-
ers. In general, this would argue against making the
balloons perfectly spherical, so that any such distor-
tion would not stand out. Clearly the attacker could also
introduce deliberate distortion into empty balloons in
order to mask any such effect. For example, if the at-
tacker used strings to attach the warhead to the bal-
loon, it could also use a simple structure of strings in
the empty balloons so that the surface of the balloons
would be exactly the same whether there was an inter-
nal string structure or a warhead to which the balloon
was tethered.

More generally, the attacker could use a variety of
techniques to obscure any motion that would signal the
presence of awarhead, or as noted above, could even
design one or more of the empty balloons to produce
observable effects of the type that the defense would
betrying to exploit in order to identify the balloon with
the warhead. For example, some or al of the balloons
could be equipped with a small vibrational device. If
balloonsthat retain theinflating gas are used, one could
be equipped with a small valve that would be opened
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periodically for ashort period, giving the balloon asmall
“kick.” The attacker could also tether a number of the
balloons together, using either flexible or rigid tethers,
to obscure any motions of the balloon containing the
warhead. The possibilities of this type are numerous.
Thus, even if the defense saw signatures of the type
that it would associate with awarhead inside aballoon,
until it actually saw an interceptor kill vehicle impact-
ing a warhead, it could not be sure the balloon con-
tained a warhead.

Discrimination and Intercept During Early
Reentry

Asdiscussed above, by enclosing the warhead in abal-
loon and simultaneously releasing humerous empty
balloons, the attacker could prevent discrimination by
both infrared sensors and radars as the balloons travel
through the vacuum of space in the midcourse part of
their trajectory.

However, if the attacker took no other measuresto
prevent it, the X-band radars might be able to discrimi-
nate the balloon with the warhead from the other bal-
loons early in the reentry phase of their trgjectories by
measuring the vel ocities and positions of the balloons.?
Although for many purposes the atmosphere can be
treated as negligible above atitudes of 100 kilometers,
here we consider the possibility of discrimination at
significantly higher altitudes. As the balloons descend
through the atmosphere, the lighter-weight empty bal-
loons would be slowed more by atmospheric drag than
would the heavier balloon with the nuclear warhead.
Thiseffect issometimes called “ atmospheric filtering.”
If the effects of atmospheric drag on the decoys rela-
tive to the much heavier warhead became apparent at a
high enough altitude, the defense might have enough
timeto attempt to intercept the warhead beforeit passed
below the kill vehicle's minimum intercept altitude.

In general, the heavier the balloons, the lower the
altitude at which they could first be discriminated.?

2 The ability of the upgraded early warning radars to
accurately measure small velocity or position changes due
to atmospheric drag will be far inferior to that of the X-band
radars (see Appendix D).

22 The discrimination altitude would also be lower the
smaller the balloon was, but since the balloons must be able
to contain a warhead, they could not be made too small.
The behavior of an object during reentry is largely deter-
mined by its ballistic coefficient, B = W/ (C,, A), where W'is
the object’s weight, A is its cross-sectional area perpendicu-
lar to its velocity, and C,, is the drag coefficient. At altitudes
above where the mean free path of air molecules is large
compared with the size of the balloons, the drag coefficient



For example, Figure 8-3 shows the change in
velocity due to atmospheric drag of three bal-
loonswith masses 0.5, 5, and 20 kilogramsrela-
tive to that of a balloon containing a 1,000 ki-
logram warhead, for altitudes |ess than 500 ki-
lometers. In this case, the balloons are spheres
with a diameter of three meters. For a light-
weight 0.5-kilogram balloon, the velocity
change due to atmospheric drag would be
roughly one meter per second at an altitude of
250 kilometers. For a 5 kilogram balloon, the
vel ocity change dueto atmospheric drag would
be roughly 0.1 meters per second at an atitude
of 250 kilometers.

Figure 8-4 shows the change in position
(along the trajectory) due to atmospheric drag
of balloons of various weights (again relative
to that of aballoon containing a1,000-kilogram
warhead), for altitudes less than 500 kilome-
ters. For example, for the 5-kilogram balloon,
the displacement due to atmospheric drag
would be roughly 1 meter at an altitude of 275
kilometers.

Nevertheless, statements by BMDO offi-
cials make it clear that they are counting on
being able to discriminate the warhead in
midcourse and are not planning to use atmo-
spheric filtering to discriminate it during reen-
try. For example, NM D Program Manager Mg.
Gen. William Nance stated recently that the
greatest technical challengein getting to the ob-
jective system and being able to deal with
“more complex countermeasures’ wasthe step
from the C1 to the C2 system.?® Yet the transi-
tion from the C1 to the C2 system does not place
any X-band radarsin thelower-48 statesor Ha-
waii. Thus, the C2 system would have no X-
band radarsthat could observe thereentry phase
of atrajectory aimed at the lower 48 states or
Hawaii, and therefore could not even attempt
to use atmospheric filtering to discriminate the
warhead for such attacks.

of the balloons would have a value of C, = 2,
independent of their shape. The mean free path of
molecules in the atmosphere is several meters at
120 kilometers altitude.

2 Michael Sirak, “A C1 to C2 Move Is NMD
System’s Most Stressing Upgrade, Says NMD
Head,” Inside Missile Defense, 3 November 1999,
p. 10.
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Figure 8-3. Velocity change due to drag.

This figure shows the change in speed due to atmospheric drag at
various altitudes for three balloons with diameters of 3 meters and
different masses, relative to the case of no drag. Since at these
altitudes, the drag would have negligible effect on a heavy object like
a nuclear warhead, these are effectively speed changes of the
balloons relative to a warhead. The calculations assume the balloons
are on a standard, 10,000-km range trajectory.
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Figure 8-4. Position change due to drag.

This figure shows the change in position along the trajectory due
to atmospheric drag for three balloons of different mass, relative
to the case of no drag. Since at these altitudes, the drag would
have negligible effect on a heavy object like a nuclear warhead,
these are effectively changes in the positions of the balloons
relative to a warhead. The calculations assume the balloons are
on a standard, 10,000-km range trajectory.
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Another indication that the NMD system is not in-
tended to discriminate using atmospheric filtering is
that the X-band radarsthat are being built for the NMD
system would have only a single face with a limited
field of view (see below). A radar would therefore need
to physicaly rotate to view balloons on widely sepa-
rated trajectories as they neared the radar during reen-
try, which is when the radar would need to track them
for atmospheric filtering. As aresult, the radar would
likely be unableto track balloons deployed by missiles
on widely separated trajectories (such as those aimed
at different cities). Thus, NMD X-band radars are not
appropriate for a defense system designed to do atmo-
spheric filtering.

Itisnot surprising that the United Statesisnot plan-
ning to discriminate the warhead during reentry. For
attacks against cities that are not located near one of
theinterceptor launch sites (which would include most
US cities and the vast majority of the US population),
the defense would have to launch its interceptors well
before it could use atmospheric filtering to discrimi-
nate the balloon with the warhead, in order for the in-
terceptor to have enough time to reach the intercept
point. If the defense were able to discriminate the tar-
get from the decoys at a high enough altitude, it would
then need to divert the interceptors in mid-flight once
discrimination took place.

For example, for a North Korean attack on San
Francisco, theinterceptors closest to the reentry part of
the trgjectory would be those at Grand Forks, North
Dakota.®* It would take an interceptor at least 6.5 min-
utes to reach a potential intercept point near San
Francisco. The defense could wait as long as possible
tolaunchitsinterceptorsby aiming at an intercept point
just above the kill vehicle's minimum intercept alti-
tude, say 150 kilometers. For astandard tragjectory from
North Korea to San Francisco, the balloons would be
at an altitude of roughly 1,050 kilometers when thein-
terceptors were launched (and at higher altitudes if
North Korea used a lofted trajectory). If the defense
wanted to attempt intercepts before the last possible
second, the balloons would be at even higher altitudes
when the interceptors would need to be launched. It
would not be possible for the X-band radars to use at-
mospheric filtering to discriminate lightweight decoys

24 Although the trajectory might carry the balloons relatively
close to the interceptor site in Alaska, they would then be at
very high altitudes. Since the defense must rely on atmo-
spheric filtering, the engagement must occur when the
warhead is near San Francisco and thus closer to the North
Dakota site.
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from a balloon containing a warhead at such a high
altitude, so the defense would have to launch its inter-
ceptors before it could distinguish the target from the
light decoys.

The fact that the defense would have to launch its
interceptors well before atmospheric discrimination
could begin would present the defense with a signifi-
cant problem. The defense would have to decide how
many interceptorsto launch and at what intercept point
to launch them before it could know how many of the
balloons the radars could filter out and at what altitude
this discrimination would take place. Although the de-
fense could determine the size of the various balloons
in midcourse, it could not determine the weight of each
balloon decoy, and hence the altitude at which it could
potentially be discriminated, until reentry. The defense
would also not know how much total weight the at-
tacker could devote to decoys, since that would depend
on what the payload capacity of the missile was and
how heavy the warhead was. Moreover, if North Korea
had a missile that could deliver a warhead to 11,000—
12,000 kilometers, which would be required to reach
targetsthroughout the United States, it could carry con-
siderably more weight to the shorter ranges needed to
attack targetsin Hawaii or the western United States.

The attacker could use a mix of balloon weights,
either by making some balloons from thicker material
or by putting small weightsinsidelighter balloons. (Like
the nuclear warhead, these weights could be attached
to the balloon by several strings or spacers of the ap-
propriate length.) The heavier balloons would reach
lower atitudes before they could be discriminated than
would the lighter balloons. The attacker would prob-
ably want to have a relatively large total number of
decoys to prevent the defense from trying to intercept
al the balloons in midcourse. At the same time, the
attacker would probably want to have anumber of heavy
decoys that would be difficult for the defense to dis-
criminate in reentry.

If we assume that amissile carrying anuclear war-
head could devote 100 kilograms of payload to the bal-
loons, then the attacker could easily deploy dozens of
balloons of various weights. For example, the attacker
could deploy 3 dozen lightweight balloons each weigh-
ing 0.5 kilograms and each using adeployment mecha-
nism weighing another 0.5 kilograms. It could put the
nuclear warhead in one balloon, and then use the re-
maining payload to distribute roughly 60 kilograms of
weights throughout other balloons. For example, it
could use six 10-kilogram decoys or twelve 5-kilogram
decoys, or amix of both.



Of course, the defense would not know how much
of the payload the attacker devoted to decoys or what
mix of balloon weightsthe attacker choseto use. But if
the defense was planning to use atmospheric filtering
for discrimination and saw dozens of balloons deployed
from each missile, it would need to assume that some
of these balloons would be heavy enough to deny dis-
crimination abovethekill vehicle’ sminimum intercept
altitude.

To achieve the high effectiveness and confidence
levels planned for it, the defense would need to err on
the side of launching too many interceptors. Since the
defense reportedly plans to fire up to four interceptors
per target, if it made the reasonable assumption that a
dozen or more balloons would remain viable decoys,
the defense would have to launch several dozen inter-
ceptors per missileto have high confidencethat it could
prevent the warhead from getting through.

Thus, because the defense would need to launch its
interceptors before it knew how many of the decoys
would remain viable down to its minimum intercept
atitude, it would need to fire a large number of inter-
ceptors at the balloons deployed by each attacking mis-
sile. Recall that the planned NMD system is intended
to defend against an attack of tens of missiles from
North Korea and other emerging missile states. Thus,
the defense would still be in the position of choosing
between | etting the warhead penetrate unchallenged or
running out of interceptors.®

For this reason, forcing the defense to abandon its
preferred midcourseintercept strategy to operatein this
“last chance” mode would use up a large number of
interceptors and would significantly degrade the confi-
dence in the defense effectiveness. Moreover, as we
discuss below, the attacker has several ways in which
it can exploit some of the limitations of the X-band
radars to further complicate this defense tactic.

First, we consider what stepsthe attacker could take
to prevent discrimination at atitudesthat would be high
enough to permit an intercept. Second, assuming the
X-band radar viewing the reentry part of the trajectory
was able to discriminate the balloon containing the
warhead from the others, we consider what steps the

#1f the attacker had more missiles than nuclear warheads
and was trying to force the defense to run out of intercep-
tors, it might choose to use a missile to deploy only decoy
balloons. A missile not carrying a nuclear warhead (and
with a total payload of 1,000 kilograms) could deploy three
dozen balloons with an average weight of 25 to 30 kilo-
grams. Since the defense could not know that none of these
balloons contained a warhead, it would have to assume
that one did.

attacker could take to prevent the radar from determin-
ing the position of the discriminated balloon accurately
enough that thisinformation would be useful to thekill
vehicle, which must still home on the target using its
OWN Sensors.

Measures the Attacker Could Take to Prevent
Discrimination. There are severa measures an attacker
could take to lower the altitude at which an X-band
radar could discriminate the balloon containing the
warhead from a balloon decoy. We discuss some of
these below. The attacker could use some of these mea-
sures in combination with the others.

Denying High Precision Velocity and Position
Measurements. As discussed in Appendix D, the X-
band radars that would be part of the NMD system
should be capable of making very precise measurements
of the radia velocities of the balloons. Specifically,
these radars would be able to measure the Doppl er shift
in the frequency of the radar return due to the radial
component of an object’ svelocity. However, an X-band
radar could not use Doppler shiftsto measure the com-
ponent of velocity in the direction perpendicular to the
radar line of sight (i.e., the cross-range direction). The
radar could measure the cross-range velocity of a bal-
loon by plotting its angular position versus time, but
because radars are limited in their ability to measure
the angular position of an object, this method is gener-
ally less accurate?® Thus, an X-band radar would not
be able to measure the cross-range velocity of a bal-
loon as accurately as the radial velocity.

The X-band radars should also be capable of mea-
suring the range to each balloon with high accuracy
(see Appendix D). However, an X-band radar would

26While the radar would not be able to measure the cross-
range position of a given balloon with high accuracy, it
could possibly use ISAR (Inverse Synthetic Aperture Radar)
techniques to image the collection of balloons and deter-
mine the position of the one containing the warhead relative
to that of the other balloons (see Appendix D). However,
since the collection of balloons—whether or not they were
tethered together—would not be rigid, ISAR would be of
very limited utility. Using the orbital motion to generate an
ISAR image would take time, perhaps tens of seconds. A
single image is only accurate in two dimensions, not three,
although full three-dimensional imaging is (again in
principle) possible if the radar makes two separate images
with the right separation in angular aspects of the two
images. If the attacker considers ISAR techniques to be a
threat, it could take measures to thwart ISAR, including ran-
dom motion of surfaces or appendages on the warheads
and decoys, or random motion of the entire object (via
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not be able to determine a balloon’s angular (or cross-
range) position with as great an accuracy as its range,
even after tracking it for most of its trgjectory.

Although the C3 NMD system would deploy up to
nine X-band radars around theworld, only some of these
would bein aposition where they could view the reen-
try phase of a missile trajectory that was targeted on
the United States. Moreover, for attacks on most US
cities, only one X-band radar would be in a position to
view the reentry phase of the trajectory below an alti-
tude of 400 kilometers. (See Table 8-2). Thus, the de-
fense would have to rely on the measurements of one
X-band radar to determine the velocity and position of
the balloons during reentry.

The atmospheric drag would affect the total veloc-
ity and displacement along the tragjectory of an incom-
ing balloon, not just the components of velocity and
displacement in the direction towards the radar. There-
fore, unless the balloon was on atragjectory directly to-
wards the X-band radar, the defense would need to es-
timate the total velocity of the balloon based on the
radar’s very accurate measurements of the balloon’s
radial velocity and its less accurate measurements of
the balloon’s cross-range velocity. Similarly, the de-
fense would need to estimate the displacement along
the trajectory based on its very accurate range mea-
surements and its less accurate measurements of the
balloon’ s cross-range position. The defense could at-
tempt to use these velocity and position estimates for
discrimination by comparing them with the values that
would be expected for a balloon containing a heavy
warhead and with those estimated for each of the other
balloons. By making repeated measurements of the
balloons and attempting to fit them to trajectories, the
defense can reduce but not eliminate these uncertainties.

As discussed in more detail in Appendix D, the
precision with which aradar could measure the radial
velocity of an object depends in part on the character-
istics of the X-band radar and how it was operated. For
example, it would depend on the integration time cho-
sen by the operator. Because some of these detailed
characteristics about the X-band radars and how they
would be operated are not publicly available, we can-
not determine precisely the accuracy with which an
X-band radar could measure the radial velocity of an
incoming balloon. However, even if the X-band radar

cold-gas thrusters). Either technique would deny the fine
Doppler discrimination necessary for ISAR images. The
motions of surfaces and appendages would not need to be
large; amplitudes of a radar wavelength (about 3 cm)
would be sufficient.
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Table 8-2. The radar horizon for targets at different
altitudes.

Because the earth’s surface is curved, a radar would not be
able to see a target at a given altitude if the target was
further away than the corresponding radar horizon for that
altitude. This table gives the radar horizon (the ground
distance at which a radar could observe a target) for targets
at different altitudes, assuming the radar can view an object
3 degrees above the horizon. For example, a radar would
not be able to see an object at an altitude of 500 kilometers
if that object was more than 2,250 kilometers from the
radar (as measured on the ground.) Alternatively, the radar
could only see an object at a distance of 2,250 kilometers
from the radar if that object was at an altitude of 500
kilometers or greater.

Altitude of target (km) Radar horizon (km)
500 2,250
400 2,000
330 1,800
250 1,500
200 1,300
150 1,100
130 1,000

could measure the radial velocity perfectly, the limita-
tionsin how accurately it could measurethe cross-range
velocity would limit how accurately it would know the
total velocity of a balloon. Similarly, even if the X-
band radar could measure the range of a balloon per-
fectly, thelimitationsin how accurately it could measure
the cross-range position would limit how accurately it
could know the position of aballoon along itstrajectory.

From the defense perspective, these inherent mea-
surement limitations would be least problematic for
missiles on trajectories that approached the radar di-
rectly during reentry and worst for missiles on trajec-
tories with a reentry that was perpendicular to the ra-
dar line of sight. Thus, the attacker could exploit these
radar limitations by targeting cities not located directly
in front of an X-band radar (of which there would be
many). Doing so might be enough to prevent the de-
fense from discriminating even relatively lightweight
balloons at a high enough altitude to allow an intercept
attempt. (See box.)

Nevertheless, the attacker might still chooseto take
other steps to lower the defense’ s discrimination alti-
tude, as we discuss below.



Exploit the Defense Geometry. The attacker could
make atmospheric filtering more difficult by exploit-
ing other defense weaknesses. As noted above, the
planned NMD system may have a serious vulnerabil-
ity since each X-band radar would have only a single
facewith alimited electronically scanned field of view

of about 50 degreesin both azimuth and elevation. The
radar would therefore need to rotate to view balloons
on widely separated trajectories (with azimuths that
varied by more than 50 degrees). One offensive tactic
would be to launch two (or more) missiles, timed to
arrive simultaneously, with one aimed at atarget to one

To what accuracy, in actual practice, an X-band radar
could measure the location and velocity of an object is
not publicly known. In this box we estimate limits on
this accuracy based on general principles.

The discussion here assumes that the accuracy with
which a radar can measure an object’s angular posi-
tion after tracking it for a period of time is roughly given
by the radar beamwidth divided by 100 (see
Appendix D, particularly equation (D-3), which for the
NMD X-band radars would be roughly 2.4x10° radi-
ans, or 0.0014 degrees. Thus, for the discussion in this
box, we assume the cross-range measurement accu-
racy would be approximately given by (2.4% 10~ radi-
ans) R, where Ris the range from the radar to the object
(not the ground range). The cross-range position uncer-
tainty would increase with the object’s range from the
radar; for an object during reentry at a range of 500
kilometers from the radar, it would be roughly 12 meters.
If the actual angular position measurement accuracy is
less than or greater than the beamwidth divided by 100,
these figures should be scaled accordingly.

Consider an object travelling on a trajectory at an
angle y with respect to the line of sight of the radar. At
any given time, the radar could accurately measure the
range to the object, but would measure its cross-range
position with an uncertainty R A6 . Thus, the uncer-
tainty in the object’s position along its trajectory, AP,
would be approximately AP = R sin y A6, where R is
the range from the radar to the object. (This is easily
seen when the object is travelling perpendicular to the
line of sight of the radar, so that y= 90 degrees, since
AP is then just the full cross-range uncertainty in the
position.) For a balloon reentering at an angle y of 30
degrees or greater, the position uncertainty along the
trajectory AP would be roughly 6 to 12 meters at a
range R of 500 kilometers (when the balloon was at
an altitude of 200 kilometers), and roughly 12 to 24
meters at a range R of 1,000 kilometers.®

2 This assumes the trajectory is a standard one with a
reentry angle of 23.5 degrees with respect to the earth.

The Velocity and Position Measurement Accuracy of an X-Band Radar

Next consider the same object travelling at a ve-
locity Vand an angle y with respect to the line of sight
of the radar. At any given time, the radar can accu-
rately measure the radial component of velocity V.
We assume it can measure V. perfectly. The defense
then estimates the full velocity from this measurement
by using V' =V /cos y. But the value y is uncertain
since the defense does not know the object’s trajec-
tory precisely. The uncertainty in V due to the uncer-
tainty in yis thus AV = Vtan y Ay. Since Vis large,
even a small Ay can lead to a significant uncertainty
AV.

The uncertainty in determining the object’s trajec-
tory arises from the uncertainty in measuring its an-
gular position. On the other hand, tracking the object
over time and attempting to fit the measurements to a
trajectory allows the defense with repeated measure-
ments to reduce the angular uncertainty A0 of the
object’s position to the value given above. Thus, the
uncertainties Ay and A0 are related, and we expect
that they must be roughly the same size, or about
2.4x10° radians. Using this value of Ay, a balloon re-
entering at a speed V of 7 kilometers per second would
have a velocity uncertainty AV of roughly 0.1-0.2
meters per second for trajectories having y equal to
30 degrees or greater.

Thus, the defense would have the most difficulty
if the attacker targeted cities that were on trajectories
that did not travel directly toward an X-band radar
during reentry.

Moreover, these estimates suggest that the inac-
curacy AP with which the defense could determine
the position of a balloon along its trajectory may be
great enough that the defense could not use position
along the trajectory for discrimination. For example,
the position uncertainty would be roughly the same
size as the position change due to drag on a 5-kilo-
gram balloon at 150 kilometers altitude (see Figure 8-4).
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side of the radar and the other at a target on the other
side of the radar. For example, North Korea could
launch missiles that were simultaneously targeted on
San Francisco and San Diego, and Iran or Iraq could
launch missiles that were simultaneously targeted on
Boston and Washington. Depending on the speed with
which the X-band radar (in California and Massachu-
setts, respectively) was abletorotate, it would losetime
and might even be unable to observe the reentry por-
tion of one of thetwo missiletrajectories. For example,
if the radar could rotate at arate of 10 degrees per sec-
ond, 15-20 seconds might be required to switch be-
tween the two targets.?” In practical terms, this would
likely force the radar to choose to observe only one of
the targets during the critical reentry phase.

Cold-Gas Thrusters. Another option for the at-
tacker would be to use small thrusters to speed up the
empty balloons or slow down the balloon containing
the warhead.?® To avoid having to equip each decoy
with its own thruster (and orientation system), the at-
tacker could equip the warhead with such a thruster
and then orient the warhead so that the thrust is along
itsvelocity axis. Such adrag-simulating thruster could
use cold gas to avoid being detected by infrared sen-
sors. While this measure may sound difficult, small
thrusters of the type that would be needed for this pur-
pose would not be difficult to make or acquire and are
certainly simpler technol ogy than that required to make
along-range missile, which the attacker is assumed to
have.

As noted in Appendix E, two decades ago Britain
reportedly developed decoys with small liquid-fueled
thrusters attached to compensate for the difference in
atmospheric drag on light decoys and heavy warheads
during reentry.?®

Spinning or Oscillating Balloons. To createvaria-
tions in the velocity and position of the surface of the
balloons and thus mask the effects due to atmospheric
drag, the attacker could spin the balloons as they were
released. By using a balloon with an irregular shape,
and/or attaching lightweight corner reflectors (which

could be made out of aluminum foil) at random posi-
tions to the surface of a spherical balloon, the attacker
would ensure that strong radar reflections would be
generated by various parts of the balloon as it spun.
The attacker could spin the balloons so that the surface
vel ocities dueto spinning would be large compared with
the velocity changes due to atmospheric drag.®* The
X-band radar would then see a set of irregular time-
varying Doppler shifts from each balloon that would
mask the vel ocity change due to atmospheric drag. The
irregularity and spinning would also mask the displace-
ment of the balloons due to atmospheric drag. To en-
hance this effect, the attacker could even make irregu-
lar star-shaped balloons that had long points sticking
out with corner reflectors attached to them. Construct-
ing such balloons would not require high quality con-
trol since variations between the balloons would only
add to the variation of the signals seen by the radar.
Moreover, if the balloon was nutating or more gener-
aly spinning in a complicated way, which one would
expect, thiswould tend to randomi ze the Doppl er shifts
seen by the radar.

Rather than spinning the balloons, the attacker could
use lightweight springs to cause variations in the ve-
locity and position of the surface of the balloons. For
the balloons containing small weights or a warhead,
the attacker could attach one or more springs between
the weight (or warhead) and the balloon. The springs
would remain compressed during most the balloon’s
flight, so that these ball oons could not be distinguished
from those without springs. A simple timer could then
release the springs early in reentry. The springs would
cause the balloon to oscillate irregularly around the
center of mass. Using two springs with different spring
constants attached to different parts of the balloon could
produce avery complicated motion. The attacker could
even add a small battery-powered motor to drive the
springsif it was concerned about the oscill ations damp-
ing during reentry.

Asaresult of simple measureslike these, the radar
would measure a time-varying spread of velocities
and positions for each balloon. The irregularity in the

¥ Ten degrees per second appears to be a typical rotation
rate for such large radar structures.

% Richard L. Garwin. “The Future of Nuclear Weapons”
presentation for the Second ISODARCO School, Beijing,
China, April 1990.

29 Robert S. Norris, Andrew S. Burrows, and Richard W.
Fieldhouse, Nuclear Weapons Databook, Volume 5: British,
French, and Chinese Nuclear Weapons (Boulder, Colo.:
Westview Press, 1994), p. 113.
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30 A balloon with a diameter of 3 meters spinning at one
revolution per second would have a maximum surface
velocity due to the spinning of about 10 meters per second,
whereas one spinning at 5 revolutions per second would
have a maximum surface velocity of about 50 meters per
second. In these cases, the difference in surface velocity
between one edge of the balloon and the edge on the
opposite side would be 20 and 100 meters per second,
respectively.



Doppler shifts and the position measurements would
keep the radar from being able to time average to find
the small signal it was looking for. Thus, although the
defense would be able to average out these effects to
some degree, the attacker could deny the radar the ex-
tremely precise measurements that would be required
for discrimination at high altitudes.

Tethered Clusters of Balloons. The attacker could
tether together the balloons deployed by a missile in
one or more clusters so that during the early part of
reentry, the balloon contai ning the warhead would help
compensate for the drag on the others in the cluster.
Thus, tethering would reduce the change in velocity
and position that the lighter weight balloons would ex-
perience due to atmospheric drag relative to the bal-
loon containing the warhead. Even at an atitude of
200 km, the atmospheric force on a balloon with a di-
ameter of 3 meters is less than 0.14 newtons (half an
ounce) so thetetherswould not need to have much struc-
tural strength. Moreover, if the decoys were spaced
close enough together, then even if the radar could dis-
criminate the ball oon containing the warhead, it would
not be able to spatially resolve the individual balloons
in order to provide information to the kill vehicle asto
which balloon was the target.

Exploit Defense Limitations in Determining
the Target Position

Even if the X-band radars could discriminate the bal-
loon with the warhead from the other balloons, the ra-
dar would need to convey this information to the kill
vehicle in a form that would allow the kill vehicle to
identify and home on the correct balloon. Ideally, the
radar would create a three-dimensional “map” of the
balloons, and the defense would then use thisinforma-
tion to create a two-dimensional map of the balloons
as seen by the kill vehicle.

However, the inability of radars to measure the
cross-range position of an object with high accuracy
meansthat amap an X-band radar constructs could have
intrinsic ambiguities regarding the position of the ob-
jectsit sees. Depending on the situation, these ambigu-
itiescould prevent theradar from being ableto construct
a map that the kill vehicle could use to identify the
proper target.

More specifically, as we discuss above, an X-band
radar viewing the reentry of acluster of balloonswould
be able to determine that a given balloon was located
at acertainrange, but in the cross-range directions could
only tell that it was located within a circular area per-

pendicular to that range. We will refer to that circular
area within which the X-band radar can locate the ob-
ject as the “uncertainty disk.” The size of the uncer-
tainty disk grows as the distance from the radar. If the
balloons were close enough together and far enough
away from theradar, their uncertainty diskswould over-
lap so that the radar would not be able to physically
distinguish the balloons in the cross-range directions.
In this case, the radar could only distinguish different
balloons by their range, but could not create a three-
dimensional map of where the balloons were relative
to one another.

The infrared sensor on the kill vehicle would not
be able to measure the range to an object, but only its
angular position. The ambiguity in the radar map would
mean that in general, if the balloons were close enough
together, the kill vehicle could not determine the posi-
tion of the target using the radar map. Thiswould only
be possible for some cases, depending on the intercept
geometry.

The optimal situation for the defense would be if
the kill vehicle were approaching the object at roughly
90 degreesto theradar line of sight, in which casethere
would be no uncertainty in the cross-range positions of
the two balloons as seen by the kill vehicle. The worst
situation for the defense would be if the kill vehicle
line of sight were the same asthat of the radar, then the
radar would simply pass on the uncertainty in the cross-
range positions of the two balloons to the kill vehicle.

Thus, the attacker could make the map confusion
problem worse for the defense by attacking cities for
which the radar and kill vehicle lines of sight to the
reentry part of the trgjectory would not be close to 90
degrees during the reentry phase. The attacker could
also choose to attack cities far from the radar so that
the distance from the radar to the object would belarge
and the uncertainty in cross-range position would be
large.®

We illustrate this problem in Figure 8-5 for a case
in which there are only three balloons. However, the
map confusion for the kill vehicle would increase as
the number of balloons increased.

By considering a simple case with two balloons
having their uncertainty disks centered ontheradar line
of sight we derive an estimate of when the radar map
could be inadequate to determine the position of two
balloons as seen by the kill vehicle. The condition is:

31 The attacker could even use cold-gas thrusters on some of
the balloons, as described above, but oriented in random
directions to create greater confusion during reentry.
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Figure 8-5. Radar map confusion for three bal-
loons. This figure shows a simple situation in which the
radar observes three balloons, at ranges R, R,, and R,
from the radar. The balloons are distinguished by shading
in the figure, but would be indistinguishable to the kill
vehicle. The plane of the page is the plane containing both
the radar line of sight and the kill vehicle line of sight to the
target cluster. In this plane, the kill vehicle line of sight is
at an angle 6 with respect to the radar line of sight.

The radar’s best guess at the cross-range positions of
the balloons is shown in (a), along with the uncertainty disk
for each balloon. The uncertainty disks are shown here
edge-on as lines with a length equal to the cross-range
uncertainty AX.

But the balloons may actually lie anywhere on their
uncertainty disks (and need not lie in the plane of the paper,
since the disks are two dimensional). Figures (b) and (c)
show other possible positions of the three balloons. As
shown, the kill vehicle would see very different relative
locations of the balloons in the three cases. Thus, even if the
X-band radar could identify the balloon containing the
warhead, it could not in this case construct a map that
would allow the kill vehicle to identify that balloon.
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AR= (R-R) <AX/tan 6= (2.4x105) x R/tan 6 (8-1)

where R, and R, are the ranges from the radar to the
two balloons, 6 is the angle between the kill vehicle
and radar lines of sight, AX, is the uncertainty in the
radar measurement of the cross-range position of the
balloons, and R is the approximate range from the ra-
dar to the balloons.

Equation (8-1) shows that the position confusion
could occur for any angle6 as long as AR/R was suffi-
ciently small. The attacker could ensure that this ratio
was small by tethering the ball oons together. Note that
AR is the component of the separation between bal-
loons along the line of sight of theradar, and in general
will be smaller than the physical spacing of the bal-
loons. Assuming the cluster of balloons was slowly
rotating, the ranges from the radar to the various bal-
loons would change, and the range differences AR be-
tween pairs of balloons could get arbitrarily small as
balloons rotated past each other. The potential for con-
fusion would increase significantly as the number of
balloons in the cluster increased.

To understand the effect of this position confusion
on the defense, we consider several specific attack sce-
narios. We assumethat all of the X-band radars planned
for thefull C3 systemwould bein place, and that inter-
ceptors could be launched from either of the sites in
Alaska and North Dakota. We further assume that the
radar would attempt to identify the warhead by atmo-
spheric filtering, so that the intercept attempt would
occur latein the trajectory. Welook at the geometry of
the intercept engagements, and determine what value
of AR would lead to the confusion described above,
and could thus prevent the kill vehicle from attempting
to intercept the right balloon.

We find that for attacks from North Korea against
Sesattle or Los Angeles, such position confusion could
occur if therange differences AR seen by theradar were
less than about 10 meters.®? The attacker could easily
ensure this would be the case by tethering the balloons

32 For a North Korean attack on Seattle, the closest radar
would be the one at Beale Air Force Base in Northern
California (to be deployed as part of the C-3 system) and the
interceptors could be launched from either Alaska or North
Dakota. At an altitude of 150 kilometers, the slant range
from the balloons to the radar is roughly 1,200 kilometers.
For interceptors launched from North Dakota, 6 would be
approximately 70 degrees; for interceptors launched from
Alaska, 6 would be closer to 180 degrees. Thus, it would
be to the advantage of the defense to use the interceptors
launched from North Dakota. In this case, position confu-
sion could occur if AR were roughly 10 meters or less.



together. We find asimilar result for attacks from Iran
or Iraq against Los Angeles.® For an attack from Iran
or Irag against Chicago, position confusion could occur
if therange difference werelessthan about 40 meters.

If the reentry of the balloons could be seen by more
than one X-band radar, it might be possible for the de-
fense to combine the position information provided by

the multiple radarsto construct a better map for thekill
vehicle and to eliminate or reduce the position confu-
sion discussed above. However, as discussed above,
since we are consi dering engagements bel ow about 400
kilometers altitude, for most target cities the balloons
would only bein thefield of view of one X-band radar
(see Table 8-2).%

For a North Korean attack on Los Angeles, the closest
radar would be the one at Beale Air Force Base in North-
ern California (also to be deployed as part of the C-3
system) and the interceptors could be launched from
either Alaska or North Dakota. For interceptors launched
from North Dakota, 6 would be approximately 25 degrees,
whereas 8 would be approximately 45 degrees for inter-
ceptors launched from Alaska. Thus, it would be to the
advantage of the defense to use the interceptors launched
from Alaska. At the closest intercept point to the radar at
Beale, the altitude of the balloon would be 250 kilometers
and the range to the radar would be 390 kilometers. In this
case, the kill vehicle would again be unable to distinguish
between balloons if AR were roughly 10 meters or less.

* For attacks from Iran or Iraq against Los Angeles, the
closest X-band radar would be the one at Beale, California.
For interceptors from Alaska or North Dakota, 6 would be
roughly 50 degrees. At the closest intercept point to the
radar, the balloons would be at an altitude of 250 kilome-
ters, and the range to the radar would be roughly 470 kilo-
meters. In this case, position confusion could occur if AR
were roughly 10 meters or less.

3 For attacks from Iran or Iraq against Chicago, the closest
X-band radar would be the one at Grand Forks, North

Dakota (to be deployed as part of the C-3 system). For
interceptors from Alaska, 8 would be roughly 30 degrees;
and for interceptors from North Dakota, 6 would be zero
degrees, so interceptors from Alaska would have a better
viewing angle. For an intercept at an altitude of 150 kilo-
meters, the range to the radar would be roughly 1,000 kilo-
meters. In this case, position confusion could occur if AR
were roughly 40 meters or less.

% Adding a laser range-finder to the kill vehicle could
address the problem somewhat. (While there are currently
no plans to do this, the possibility has been discussed. See
Sirak, “A C1 to C2 Move.”) Doing so would allow the kill
vehicle to make better use of the range information from the
radar to reduce position ambiguities. For example, this
would be the case if the kill vehicle and radar line-of-sights
were parallel or antiparallel (6 = 0 or 180 degrees).
However, we find that potential ambiguities would still exist
for a range of angles 6, and that even with the additional
information provided to the kill vehicle by a laser range-
finder, it would be very difficult if not impossible for the
defense to pass an adequate map for a large cluster of
closely spaced objects.
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Chapter 9

Emerging Missile State Countermeasure 3:
A Nuclear Warhead with a Cooled Shroud

If anuclear warhead were covered with ametal shroud
cooled to a low temperature, then the range at which
theinfrared sensors on the kill vehicle could detect the
warhead would be reduced. If the warhead is cooled to
alow enough temperature, then the detection range can
be reduced enough so that even if the kill vehicle is
able to detect the warhead, it would not have enough
time to maneuver to hit it.

As we discuss below, a thin metal shroud that is
cooled by liquid nitrogen to atemperature of 77 K would
be straightforward to implement above the atmosphere.
The level of technology required for such a cooled
shroud is very low relative to that required to build a
long-range missile or anuclear warhead. Such shrouded
warheads would prevent hit-to-kill homing by exoat-
mospheric interceptorsusing infrared seekers and would
thus defeat the planned US National Missile Defense
(NMD) system.

The Design Details

Liquid nitrogen boils at the low temperature of 77.4
Kelvin (K) (—196 degrees Celsius). A metal shroud in
contact with liquid nitrogen will thus remain at about
77 K until all the nitrogen has boiled away. Liquid ni-
trogen is widely used in research and engineering ap-
plications to maintain materials at a low temperature
and isreadily available (it can be produced by cooling
air, which is about 78 percent nitrogen).

A warhead shroud that could be cooled to liquid
nitrogen temperature could readily be made from alu-
minum. A simple design would be a double-walled
cone-shaped shroud containing liquid nitrogen coolant
in the cavity between the inner and outer walls. Since
the warhead would give off heat, the designer would
thermally isolate the warhead from the shroud to mini-
mize the heat transfer to the shroud. The shroud could

be attached to the warhead with pegs made of a mate-
rial with low thermal conductivity, such as Teflon.

Multilayer insulation would be placed in the gap
between the warhead and shroud to greatly reduce the
heat transfer by radiation from the warhead to the
shroud. Multilayer insulation, sometimesreferred to as
“superinsulation,” consists of many layersof metallized
plastic (such as thin sheets of mylar with aluminum
evaporated onto the surface) with very thin spaces be-
tween the layers. (To the human eye, it appears similar
to aluminum foil.) Multilayer insulation is available
commercialy and is avery effective insulator.

A first generation nuclear warhead deployed by an
emerging missile state would likely be large. We as-
sume here that such awarhead could be contained in a
cone with abase diameter of one meter and a height of
three meters. The shroud would then be slightly larger
than the warhead, which would be inserted through the
open back end of the shroud.

Within this design concept, there would be many
design choices available to the engineers building a
shrouded warhead. For thisdiscussion, we will assume
that a pressure release valve in the base of the shroud
would be used to control the gas pressure between the
walls of the shroud asliquid nitrogen boils off into gas.
Onesideof the pressure rel ease valve would be attached
to atube that vents expended nitrogen gas through the
shroud-base to space. To prevent thisventing gasfrom
producing a thrust, a simple T-shaped outlet nozzle
could be used. The net force from gas leaving one end

' The highly reflective metallized surfaces reduce the heat
transfer by radiation with an effectiveness that increases
geometrically with the number of layers. Multilayer insula-
tion is punctured with many small holes to permit air to
escape quickly in a vacuum, and the vacuum between
layers greatly reduces heat transfer by conduction.
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Figure 9-1. Schematic diagram of liquid-nitrogen cooled shroud.

of the T opening would be offset by the force from gas
leaving the opening that points in the opposite direc-
tion. The other side of the valve is connected to a tube
that transfers expended gas-phase nitrogen coolant from
the shroud nose area. A schematic of such a cooled
shroud is shown in Figure 9-1.

For this design, when powered flight was com-
pleted, standard techniques would be used to deploy
the shrouded warhead so that it would be spin stabi-
lized, rotating slowly around its axis of symmetry, and
oriented in the desired direction. We discuss later in
this chapter what orientations the attacker could use to
control reflected infrared radiation from the Earth. The
1999 NIE concludes that countermeasure technologies
such as “separating RV's, spin-stabilized RV's, and RV
reorientation” are“readily available” to countries such
as North Korea, Iran, and Irag.

Since the shroud would be attached to a rotating
stabilized warhead, centrifugal forces would confine
theliquid-phase nitrogen coolant to the outer and lower
regions of the shroud (see Figure 9-2). There would
only be gas-phase nitrogen coolant in the tip of the
shroud—where gas would be released through an alu-

Countermeasures

minum tube connected to the pressure release valve in
the base of the shroud. This design would therefore
avoid the complicating problems of dealing with mixed
phases of liquid nitrogen and gas in an environment
with no gravity.

The shroud could be designed so that it could be
removed from the warhead prior to reentry by aspring-
loaded device or small gasgenerator behind the shroud-
nose, which would be activated by atimer. Such a sepa-
ration process is shown in Figure 9-3.

As noted above, a reasonable estimate for the size
of such a conical shroud would be a base diameter of
one meter and a height of three meters. Thus, the inner
and outer walls of the shroud would each have a sur-
face area of approximately 5 square meters—for a to-
tal surface area of 10 square meters. |If we assume the
walls of the shroud are agenerous 1.5 millimetersthick
(roughly 1/16 of an inch), then an aluminum shroud
(with a density of roughly 2.7 grams per cubic centi-
meter) will weigh some 40 kilograms.

Such ashroud would require at most aroughly equal
weight of liquid nitrogen coolant (40 kilograms) to chill
it from room temperature (300 K) to liquid nitrogen



Condensed Liquid Nitrogen

Confined by Centrifugal Forces
and Shroud

Warhead

Condensed Liquid Nitrogen
Confined by Centrifugal Forces

Figure 9-2. Spinning motion of warhead and shroud
will confine liquid-phase nitrogen to outer and lower
regions of the shroud.

temperature of 77 K.2 Aswe calculate in Appendix I,
about 200 grams of coolant per minute would then be
required to maintain this temperature while the shroud
is exposed to direct sunlight, sunlight reflected from
the Earth, infrared radiation radiated by the Earth
(earthshine), and heat radiated from the warhead
through the superinsulation and the Teflon supports.
Thus, about 6 kilograms of liquid nitrogen would be
required to keep the shroud cool for 30 minutes, which
is the flight time of an intercontinental-range ballistic
missile. (If part or al of the warhead trajectory were
not in sunlight, then less coolant would be required to
maintain the shroud at a temperature of 77 K.) Aswe

2 The specific heat of aluminum at room temperature is
approximately 900 J/kg-K (Ray E. Bolz and George L.
Tuve, eds., Handbook for Tables of Applied Engineering
Science, Cleveland, Ohio: The Chemical Rubber Com-
pany, 1970, p. 96). Thus, to cool a shroud weighing M
kilograms from a temperature of 300 K to 77 K would
require (900)(223) M = 2x10° M joules. Since the heat of
vaporization of liquid nitrogen is approximately 2x10° J/kg
(ibid., p. 74), then the amount of liquid nitrogen required to
cool the shroud would be M. However, this calculation
somewhat overestimates the amount of nitrogen required,
since it neglects the decrease in the specific heat of alumi-
num as the temperature is decreased as well as any cooling
effect of the gas-phase nitrogen. For example, the specific
heat of aluminum at 77 K is about 330 J/kg-K (Y. S.
Touloukian and E. H. Buyco, Thermophysical Properties of
Matter, Volume 4: Specific Heat-Metallic Elements and
Alloys (New York: IFI/Plenum, 1970), pp. 1-3.)

Rotating Warhead

Gaseous Nitrogen from
Evaporated Nitrogen Coolant

discuss below, the attacker would
likely choose to use cooled shrouds
on trajectories that are partially or
completely in the Earth’s shadow;
for a trajectory completely in the
Earth’s shadow the amount of ni-
trogen required to maintain the
shroud at 77 K would be about one
kilogram.

For this discussion, we will as-
sume that the attacker would begin
to cool the shroud only after the
missile was launched and was
above the atmosphere in the
vacuum of space. Although it would
be possible to cool the shroud prior
to launch, by waiting until the war-

Connectors to Shroud
at Base of Warhead

Connectors to Shroud
at Base of Warhead

Figure 9-3. Prior to reentry, the shroud could be
separated from the warhead using a spring-loaded
device.

head is above the atmosphere, the attacker would avoid
any potential problems associated with water freezing
on theinside and outside of the shroud.® Once the war-
head is above the atmosphere, the liquid nitrogen could
be pumped into the space between the two walls of the
shroud using gas pressure or asmall pump. Until then,
the nitrogen could be stored in aflat, cylindrical tank
attached to the bottom of the warhead. While it would

3 If the attacker wanted to cool the shroud prior to launch,
in order to prevent water from freezing on the shroud, the
attacker would need to control the humidity in the warhead
environment while the warhead remained in the atmo-
sphere. One way to do so would be to house the warhead
in an aerodynamic fairing flushed with or containing dry
nitrogen.
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take some minutesfor the shroud to cool downto 77 K,
it would be fully cooled before an interceptor could
reach the shrouded warhead. (Although the SBIRS-low
sensors would be able to detect the shrouded warhead
until it had cooled somewhat, this would not help the
defense.)

The total amount of liquid nitrogen needed to cool
the shroud down to 77 K and maintain it at that tem-
perature would be less than 46 kilograms, or about
58 litersof liquid nitrogen. Thisamount of liquid could
be contained in adouble-walled tank with abase diam-
eter of 1 meter (to match that of the warhead) and a
height of 8 centimeters. If made from 1.5-millimeter-
thick aluminum, such a cylinder would weigh about
14 kilograms.* Thus, the total weight of the shroud, the
liquid nitrogen coolant, and the nitrogen storage con-
tainer would be roughly 100 kilograms. Thiswould add
about 10 percent to the payload for a first generation
warhead weighing 1,000 kilograms. Thus, an existing
missile could deliver a shrouded warhead of the same
weight to a somewhat shorter range or a somewhat
smaller and lighter warhead to the same range. For ex-
ample, a missile that could carry an unshrouded war-
head weighing 1,000 kilograms to a range of 12,000
kilometers could instead deliver a shrouded warhead
to arange of roughly 10,000 kilometers.

*The surface area of a cylinder with a base diameter of

1 meter and a height of 8 centimeters is roughly 18,000
square centimeters. Aluminum has a density of 2.7 grams
per cubic centimeter.

Countermeasures

Reduced Infrared Detection Range

The exact wavelength of the radiation that the infrared
sensors on the kill vehicle will use is not publicly
known. However, sensor arraysthat detect infrared ra-
diation at wavelengths of 3to 5 microns (um) that would
be suitable for use on akill vehicle are currently avail-
able, and sensor arrays that operate at a wavelength of
10 microns may now be available or may become avail-
ablein the future. A shrouded warhead at liquid nitro-
gen temperature would radiate a 5-micron infrared sig-
nal roughly atrillion times (10*?) less intense than that
of an unshrouded warhead (see Figure 9-4a). Thismeans
that if akill vehicle’'s 5 um sensor allowed it to begin
homing on a room temperature warhead at a range of
1,000 kilometers,® it could only begin to home against
awarhead with a cooled shroud at arange of about one
meter! As Figure 9-4a shows, even if the NMD Kkill
vehicle uses a sensor that can operate at a wavelength
of 10 microns, the signal from the cooled shroud would
be roughly a million times (10°) less intense than that
from an unshrouded warhead. In this case, the kill ve-
hicle acquisition range would be reduced from 1,000
kilometersto 1 kilometer.

5 This detection range may be generous to the defense. For
the second sensor fly-by test, the Raytheon kill vehicle
reportedly acquired the targets at a range of 700-800 km.
(William B. Scott, “Data Boost Confidence in Kill Vehicle
Performance,” Aviation Week and Space Technology,

8 June 1998.)



direction of motion of kill vehicle

20 meters

Figure 9-5. Assumed intercept geometry. Here the kill vehicle is moving in the horizontal direction to
the right. When the kill vehicle first detects the warhead at a range R, we assume the lateral miss
distance would be only 20 meters if the kill vehicle did not maneuver.

Theimplications of such areductioninkill vehicle
acquisition range are dramatic, as shown in Table 9-1.
We assume that the NMD system—using data from
the ground-based radars and SBIRS-low—is able to
guide the interceptor booster to its basket with near
perfect precision. Thus, we will assume that the |ateral
miss distance the kill vehicle would haveto correct for
once it acquires the target is only 20 meters. (See
Figure 9-5).

Aninterceptor that beginsto homeonitstarget at a
range of 1,000 kilometers will have roughly 100 sec-
onds to maneuver laterally if the target and interceptor
have a closing speed of 10 kilometers per second. Un-
der these conditions, a lateral movement of 20 meters
would require only avery small average lateral accel-
eration of 0.0004 g (where g isthe acceleration due to
gravity, whichisapproximately 10 m/sec?). Thisiseas-
ily managed by the kill vehicle, which would likely

Table 9-1. The average lateral kill vehicle acceleration required
for the kill vehicle to hit the target as a function of kill vehicle

detection range (labeled “R” in Figure 9-5).

We assume a closing speed of 10 km/sec, and a lateral miss distance of

20 meters at kill vehicle acquisition.

have a lateral acceleration capability of a few tens of
0s.6 However, if thekill vehicleinstead detectsthe tar-
get at arange of only 1 kilometer, the required average
lateral acceleration would be 400 g, well beyond
the capability of the kill vehicle, even assuming the
interceptor respondsinstantaneously after detecting the
target.

If the shrouded warhead reduces the kill vehicle
detection range to even severa kilometers, for all
practical purposes the probability of an intercept will
be reduced to zero. With infrared sensors that detect
radiation of 3-5 microns, the detection range would be
reduced to about a meter; for 10-micron sensors, the
detection range will only be about a kilometer. In ei-
ther case, it is clear that the kill vehicle will have no
chance of intercepting the target.

Detection Using Reflected Radiation

In addition to an infrared signal radiated by
the shrouded warhead, there may also be a
signal from infrared radiation or visible light
that is reflected off the shroud. Such reflec-
tions from the shroud could be dueto visible
light coming directly from the sun or from

Interceptor

Acquisition Range Closing Time

Average lateral interceptor
acceleration required
(g = 10 m/sec?)

sunlight that is reflected off the Earth. Since
the Earth is an intense emitter of infrared ra-
diation, the shroud could also reflect infrared
radiation from the Earth. However, aswewill

show, an attacker can take measures to

¢ Based on the kill vehicle’s mass and fuel, we
estimate its total AV to be about 1 km/sec. If we
assume that it must have enough fuel for 10 sec-

1,000 kilometers [ 100 seconds 0.0004 g
100 kilometers 10 seconds 0.04 g
10 kilometers 1 seconds 4g

1 kilometer 0.1 seconds 400 g

onds of thrust, the average acceleration would be
10 g.)
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essentially eliminate the possibility that thekill vehicle
could home on these signals.

Reflected Infrared Radiation. If the cooled shroud
reflected all the Earth’ sinfrared radiation that impinged
on it, then the reflected infrared radiation would be
comparableinintensity to that emitted by awarhead at
room temperature.” Since the infrared absorptivity of
aluminum is 0.03, the shroud would reflect almost all
theinfrared radiation that strikesit. If someof thisradia-
tion were reflected toward the kill vehicle, it might be
adequate to permit the kill vehicleto home onit. How-
ever, a shroud made of polished aluminum would be a
specular reflector. Likeamirror, it would reflect radia-
tion at the same angle relative to the surface of the
shroud that the incident radiation strikes the shroud.®
As aresult, for the type of shroud we consider here,
there would be a broad range of directions into which
the shroud will reflect no infrared radiation from the
Earth.

To seethis, consider a shroud with half-angle o at
an atitude h above the Earth’s surface and pointed
straight down toward the Earth. In this case, it is
straightforward to show that this shroud would not re-
flect radiation into a conical volume of half-angle 6,
where

0= 180—-2a—arcsin[R /(R +h)] degrees (9-1)

and R, is the radius of the Earth (6,370 kilometers).
This region lies below the warhead and is symmetric
around the vertical direction. For a shroud with a base
diameter of 1 meter and a height of 3 meters, the half-
angle or would be 9.5 degrees. The region of no reflec-
tions would change with altitude since the angle at
which radiation approachesthe warhead from the Earth
depends on altitude. For example, at an atitude h of
370 kilometers, the half angle 6 would be 90 degrees
and no infrared radiation would be reflected into the
half space below the shroud, bounded by a horizontal
flat plane. For a warhead at an altitude of 1,000 kilo-
meters, the half angle 6 would be 101 degrees (in this
case, itiseasier to think of the infrared radiation being
reflected into a cone of half-angle 180 — 101 = 79 de-
grees, with the tip of the cone pointing down toward

”The Earth infrared flux is about 240 W/m?, and a 300 K
blackbody emits about 280 W/m? over the 3 to 16 um band.
8The attacker could easily cover the shroud with a thin layer
of another material, such as polished gold, if it was con-
cerned that the surface of the aluminum might not be
sufficiently specular.

Countermeasures

the Earth. For a warhead at 130 kilometers—the goal
for the minimum intercept altitude of the NMD kill
vehicle—the half-angle 6 would be 82 degrees.

By tipping the shroud so that its axis is no longer
vertical, the attacker could shift the orientation of the
region of no reflected infrared radiation. In particular,
the region could be rotated up so that it was no longer
symmetric around the vertical and more of its volume
faced in directionsfrom which an interceptor might ap-
proach. Detailed calculations show that the shape of
the region would distort somewhat from conical, but
the region would remain very broad for tip angles of a
few tens of degrees. For example, Figure 9-6 shows
the boundary of the region of no reflection for acasein
which thewarhead is at an altitude of 1,000 kilometers
and the axis of the warhead is rotated 10 degrees from
the vertical. The warhead will reflect infrared radia-
tion from the Earth only into directions lying in the
region above this surface. When releasing the warhead

o
10
0

Region of reflected
infrared radiation

Region of no reflected
infrared radiation

Figure 9-6. The region of no reflection for a tipped
warhead.

This figure assumes the warhead is at an altitude of 1,000
kilometers, and the axis of the warhead has been rotated
around the y-axis by 10 degrees from the vertical. The
warhead will reflect infrared radiation from the Earth into
those directions lying in the conical region above the
surface shown.

At this altitude, a kill vehicle looking down at the
warhead at angles less than 6, = 59.8 degrees from the
vertical would see the earth rather than space as a back-
ground.

Along the positive x-axis, the lower boundary of the
region of no reflection lies at an angle that is less than
5 degrees greater than 6. Thus, a kill vehicle approaching
the warhead from the right side of the figure would be able
to see reflected radiation against a space background only if
its direction of approach happened to fall within this narrow
range of angles. This range of angles could be further
reduced by using a tipping angle greater than 10 degrees.



from the missile after boost phase, the attacker could
orient the warhead to point the region of no reflection
toward the directions from which interceptors would
be approaching as they neared the warhead. The 1999
National Intelligence Estimate noted that emerging
missile states must be expected to be able to spin stabi-
lize warheads, which would allow such orienting.®
Since the region of no reflection is very broad, the at-
tacker would not need to orient the shroud with high
precision.®®

Reflected Visible Light. Although thekill vehicle
will have avisible sensor to aid in target detection, as
the system is currently configured, the final homing
(during the last tens of kilometers) must be done using
the infrared sensors.! In this case, any visible light
reflected from the shroud could not be used to home
on the warhead. We do not know if the current design
can be modified to permit final homing using the vis-
ible sensor, but to eliminate the chance that the kill
vehicle could home on visible light reflected from the
shrouded warhead, the attacker can ssmply choose to
attack at night (or more precisely, when the missile’'s
trajectory would be in the Earth’s shadow), much as
Irag chose to launch nearly all of its Scud missiles at
night during the Gulf War. Since the attacker would
presumably initiate the conflict with the United States,
it would have considerable flexibility in choosing the
timing of the attack.

?National Intelligence Council, “National Intelligence
Estimate (NIE): Foreign Missile Development and the
Ballistic Missile Threat to the United States Through

2015,” unclassified summary, September 1999, p. 16.

19Even if the kill vehicle approached the warhead so that it
viewed the warhead against the background of the Earth,
the warhead would not be detectable as a cold spot against
the warm Earth background. Until the kill vehicle was close
to the warhead, the warhead would fill only a small fraction
of a pixel on the kill vehicle seeker array, and thus would
not produce a detectable reduction in the Earth back-
ground seen by that pixel. For example, if the seeker had
a one-degree field of view and a 256 x 256 seeker array, a
warhead would only fill about 2 percent of a pixel at a
range of 100 kilometers and about 10 percent at a range
of 50 kilometers (which would be about 5 seconds before
a possible intercept).

In addition, at all angles of approach over which the
kill vehicle could view the warhead against the Earth
background, the warhead would reflect earthshine toward
the kill vehicle. As Figure 9-6 shows, for a warhead at an
altitude of 1,000 kilometers, a kill vehicle looking down at
the warhead at angles less than 6, = 59.8 degrees from
the vertical would see the Earth rather than space as a
background. Since the warhead reflects into those direc-

Since the Earth’ saxis of rotation isinclined 23 de-
greesrelative to the Earth’ s orbital plane, an emerging
missile state would be able to attack some cities using
trajectories that are entirely in the Earth’s shadow at
only certaintimesof theyear, whereas other cities could
be attacked year round using such nighttime trajecto-
ries. However, the entire trajectory would not need to
bein the Earth’s shadow, only the part where an inter-
cept could occur.

For example, Figure 9-7 shows that in midwinter,
North Korea could attack the entire United States us-
ing trajectories that are never sunlit, although attack-
ing the east coast would require it to use trajectories
that are depressed slightly below normal (about a
17-degree, rather than a 23-degree, loft angle).

Flying missiles on the kinds of modestly depressed
trajectories considered here would not be difficult for a
country that had a missile capable of flying on stan-
dard trgjectories. Atmospheric forces during boost phase
are not a problem since the missile can be flown on a
standard trajectory until it is high enough that the at-
mospheric density islow and can then be turned onto a
depressed tragjectory.’? Indeed, in its 31 August 1998
missiletest, North Koreasuccessfully launched its mis-
sile onto a significantly depressed trajectory.

Since the reentry vehicle on adepressed trajectory
travels a longer path through the atmosphere during
reentry, there are two other potential concerns: that the
accuracy will degrade and that additional heating may
be a problem. However, missiles deployed by emerg-
ing missile states would have very poor accuracy even
on a standard trajectory, and the additional loss of
accuracy would not be significant. Moreover, detailed
calculations show that heating would also not be a
problem.®®

tions, this would further reduce the possibility that the kill
vehicle could detect the warhead as a cool spot against the
warm earth background.

""In the 18 January, 2000 intercept test, the kill vehicle
failed to hit its target because the infrared sensors were not
functioning properly. In this test, the final homing began at
6 seconds before the predicted impact time, and the
closing speed between the kill vehicle and the mock
warhead was 6.7 kilometers per second (Defense Depart-
ment Background Briefing on Upcoming National Missile
Defense System Test, 14 January 2000). Thus, the final
homing—to be performed by the infrared sensors—began at
a distance of roughly 40 kilometers from the target.

2 This is discussed in detail in Lisbeth Gronlund and David
Wright, “Depressed Trajectory SLBMs,” Science and Global
Security, Vol. 3, 1992, pp. 101-159.

'3 Calculations of reentry heating were conducted on
10,000-kilometer-range trajectories with reentry angles of
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Figure 9-7. Trajectories from North Korea to New
York, Chicago, San Francisco and Hawaii during
midwinter (23 degree Earth inclination).

This shows the night side of the Earth (viewed from the
same distance as the sun). This figure demonstrates that at
this time of year all of these cities could be attacked by
North Korea on trajectories that were entirely in the Earth’s
shadow. Keeping the trajectory to New York entirely in the
Earth’s shadow would require depressing its trajectory to a
loft angle of 17 degrees. (The gray curves under the
trajectories show the ground tracks of the missile.)

Finally, we note that the modest depressions of tra-
jectories we consider here would lead to minimal loss
of range.**

Figure 9-8 shows that during midspring or midfall,
the west coast of the United States, as well as Hawaii
and Alaska, could be attacked by North Korea on
trajectories that are never sunlit, although a dlight de-
pression (20-degree loft angle) would be needed for
the west coast.

e——x
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Figure 9-8. Trajectories from North Korea to San
Francisco and Hawaii during midspring and midfall
(zero degree Earth inclination).

Two trajectories are shown for San Francisco, one at a
standard loft of 23 degrees (which will be partially sunlit),
and one slightly depressed to a loft angle of 20 degrees
(which would be entirely in the Earth’s shadow).

Figure 9-9 showsthat with some depression of tra-
jectory (roughly a 19-degree loft angle), North Korea
could attack Hawaii on a trajectory that is not sunlit
even in midsummer.

Thus North Korea could attack Hawaii on
nonilluminated trajectories at any time of year. With
some depression of the trajectories, North Korea could
attack San Francisco on nonilluminated trajectories
for more than six monthsayear, and North Koreacould
even attack Washington, D.C., on a nonilluminated
trajectory by using a more depressed trajectory
(15-degree loft angle) for about one month a year dur-
ing midwinter.

20° and 15°, and were compared to similar calculations on
a standard, minimum-energy trajectory of the same range
with a reentry angle of 23°. (These calculations used the
method described in Appendix F.) The peak heating rate and
total heat absorbed per area were calculated at the nose of
the RV and on the wall of the RV at a point one meter
behind the nose. These calculations show that the peak
heating rates are actually less on the depressed trajecto-
ries than on the standard trajectory (by approximately 4%
and 15% at the nose for the 20° and 15° cases, respec-
tively, and by approximately 8% and 24% on the wall of the
RV) since the RV’s speed on the depressed trajectories is
lower at the altitudes of peak heating. The total heat
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absorbed is somewhat higher on the depressed trajectories
(by approximately 7% and 24% at the nose for the 20° and
15° cases, respectively, and by approximately 4% and 9%
on the wall of the RV), since the duration of heating is
somewhat longer. An emerging missile state could easily
accommodate these increases by a modest thickening of
the heat shield.

* Flying a missile with a maximum range of 10,000
kilometers on a depressed trajectory with a reentry angle of
20°rather than a standard trajectory with a reentry angle of
23° would only reduce the range by a few tens of kilome-
ters, or by a few hundred kilometers for a trajectory with a
reentry angle of 15°.
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Figure 9-9. Trajectories from North Korea to Hawaii
during midsummer (23 degree Earth inclination). Two
trajectories are shown.

A slightly depressed trajectory with a 20-degree loft angle
will be briefly sunlit, while one with a smaller loft angle of
15 degrees will never be sunlit.

Figure 9-10 shows that Iran or Irag could attack
Washington, D.C., on trgjectories that are not sunlit in
midfall or midsummer, using standard trajectories
(23-degree loft angle). With some depression of tra-
jectories, these countrieswould be able to attack Wash-
ington, D.C., on trajectories that are not sunlit at least
8 months out of 12.
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Figure 9-10. Trajectory from Iran to Washington,
D.C., during midfall or midspring (zero degree Earth
inclination).

A standard (loft angle of 23 degrees) trajectory will never be
sunlit.

Reflected moonlight could, in principle, aso be a
source of visible light, although it is unlikely that this
source is bright enough to be exploited by a homing
kill vehicle® However, if an attacker is sufficiently
concerned about this source of illumination, timing the
launch so that the moon is also bel ow the horizon would
address this concern.

'> The full moon is about 1/400,000 as bright as the sun, so
its flux is about 0.0034 W/m?. MSX'’s visible sensor (Appen-
dix B) is said to be able to detect targets with reflectivity-
area products of 0.1-0.35 m? viewed against a dark space
background at ranges of “several times” 6,000 km. Since the
kill vehicle’s detection capability is likely to be at least
several times poorer, assume it would be 6,000 km against
such targets. If illuminated by full moonlight, this would
correspond to a detection range of about 10 km. Thus we
can make a very rough estimate of the kill vehicle’s visual
detection range as ranging from about 10 km for a very high
emissivity (low reflectivity) shroud to about 30-40 km for a
low emissivity shroud.
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Chapter 10

Testing the NMD System:
Requirements and Recommendations

This study finds that the planned NMD system can be
defeated by a limited ballistic missile attack using
simple countermeasures such as those described in
Chapters 7-9, and that such countermeasures must be
expected to form a part of any threat from emerging
missile states. If the planned NMD system cannot deal
with these countermeasures, it makes no sense to de-
ploy it. If the Pentagon believesthe planned NMD sys-
tem can deal with such countermeasures, the burden of
proof is on it to demonstrate that capability in arigor-
ous testing program, before a deployment decision is
made. A rigorous testing program that incorporates re-
alistic countermeasures is the only way to assess the
operational effectiveness of the planned NMD system.

In the Chapter 11 we review past US ballistic mis-
sile defense tests that have included decoys or other
countermeasures and show that none of these demon-
strated an ability to discriminate the warhead from de-
coys or to otherwise defeat countermeasures.

In this chapter wefirst discuss how the US govern-
ment tests its military systems, and what some of the
criteria are that determine how many and what kind of
tests are needed to assess operational effectiveness. We
then discuss the difficulties inherent in testing a sys-
tem that will face countermeasures in the real world
and the important role of “red team” efforts to develop
countermeasures using the technology and information
that would be available to emerging missile states.

Next, we discuss the operational requirements for
the NMD system and the planned testing program. We
find that, as currently structured, this testing program
will not provide US planners with a basis for knowing
what the operational effectiveness of the NMD system
will be before it is deployed. To assess the effective-
ness of any military system, field tests must be con-
ducted under a variety of conditions that approximate

as closely as possible those expected in the real world,
and enough tests must be conducted to permit some
confidence in the results. Neither of these conditions
will be met under the flight tests planned before de-
ployment of the NMD system, much less before the
decision about deployment scheduled for fall 2000.
Finally, we make recommendations about how the
NMD testing program should be restructured to permit
an assessment of the operational effectiveness of the
NMD system against the threats it is intended to ad-
dress. In brief, we recommend that the testing program:

* accurately define the baseline missile threat that
the defense must be designed and tested against,
making sure that it includes realistic counter-
measures of the type discussed in this report

e conduct the right kind of tests, by ensuring that
the testing program includes tests against the best
countermeasures an emerging missile state could
be expected to build

e conduct enough tests to determine the effective-
ness of the system with high confidence

* provide for objective, independent assessment of
the test design and results

Testing Military Systems
Every military system requires testing, and hone more
so than ballistic missile defense systems, which are
subject to potentially devastating countermeasures. A
good testing program makes extensive use of ground
testing and simulation, but these cannot substitute for
field tests of the system under realistic conditions.

A testing program begins with an “operational re-
guirementsdocument” (ORD), which describesin some
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detail the system performance parameters that the us-
ersand program manager believethe system must have
tojustify its eventual procurement.! The ORD isafor-
mal document that (ideally) specifies how the system
will be used in the field and what the minimum and
desired levels of performance would be.2

The specification of the threat that a weapons sys-
temisintended to counter is contained not in the ORD,
but instead in the Systems Threat A ssessment Require-
ment (STAR) document. The STAR defines the threat
standard, that is, the threat or set of threats the system
must operate against. The threat standard is validated
and approved by the Pentagon’s Defense Intelligence
Agency, usualy through intelligence gathered on a
potential adversary’s weapons systems.

The goal of the testing program is then to assess
whether the military system meets the requirements set
out for it. Thetesting program can be no better than the
underlying requirementsand STAR documents. If these
documents do not accurately reflect the real world
threat, the testing program will not be able to assess
the operational effectiveness of the weapon system in
the real world.

The STAR document for the planned NMD sys-
tem is classified. However, the publicly available in-
formation strongly suggests it does not reflect the real
worldthreat. In particular, the Ballistic Missile Defense
Organization (BMDO) described the target suite used
inthe first two NMD intercept tests as “ more than rep-
resentative of thethreat.”® Y et the countermeasures con-
sisted of one balloon “decoy” with avery different in-
frared signature and radar cross section than those of
the mock warhead. Moreover, the defense was told in
advance what the characteristics of the warhead would
be, so it could easily distinguish one from the other. In
no way wasthistarget suite representative—much less

! Definition from Michael L. Cohen, John E. Rolph, and
Duane L. Steffey, eds., Statistics, Testing, and Defense
Acquisition: New Approaches and Methodological Improve-
ments, report by the Panel on Statistical Methods for Testing
and Evaluating Defense Systems, Committee on National
Statistics, Commission on Behavorial and Social Sciences
and Education, National Research Council, (Washington
D.C.: National Academy Press, 1998), p. 212.

2 The requirements document is validated and approved by
the Joint Requirements Oversight Council, which is chaired
by the Vice Chairman of the Joint Chiefs of Staff and
includes the Vice Chiefs of the Army, Navy, and Air Force,
and the Assistant Commandant of the Marine Corps.

* Michael C. Sirak, “BMDO: Only Three NMD Tests ‘Likely’
Before Next Year’s NMD Review,” Inside Missile Defense,
August 25, 1999, pp. 13-14.
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“more than representative”—of the technically simple
countermeasures that an emerging missile state could
deploy.*

Within the Department of Defense is the office of
the Director, Operational Test and Evaluation
(DOT&E), which provides oversight of thetesting pro-
grams for major military systems. The NMD system
and the theater missile defense systems are included
under its purview. DOT&E reports directly to the Sec-
retary of Defense. Among other things, it writes an
annual report to Congress on the testing programs of
the military systems it oversees; an unclassified ver-
sion is always available.> For the most part, DOT& E
operates in an advisory capacity. However, DOT&E
must approve a Testing and Evaluation Master Plan
(TEMP) for the each program, as must other devel op-
ment and acquisitions offices within the Defense De-
partment. In addition, under current law, a major de-
fense acquisition program may not go beyond a low
rate of initial production (LRIP) until the DOT&E is-
suesareport (called a“Beyond-L RIP Report”) stating®

* whether the test and evaluation performed were
adequate

¢ whether the results of such test and evaluation
confirm that the items or components actually
tested are effective and suitable for combat

However, the Secretary of Defenseisfreetoignorethe
conclusions of a*“Beyond-LRIP Report.”

Confidence Level and Effectiveness. Although
the terms “confidence level” and “effectiveness’ may
seem redundant, both are needed to describe the re-
quired or expected performance of asystem. Effective-
nessis ameasure of how well a system would work in
the real world. The effectiveness of a system is not
known a priori, and can be determined only through
extensive testing or use of the system. (For a missile
defense system the effectiveness is usually expressed
as a “kill probability”—the probability that the de-
fense will successfully intercept a warhead or several

* It is entirely reasonable to begin testing a new NMD
system against mock warheads with no countermeasures
and to work up to more sophisticated ones. It is the
description of the first test target suite as representative of
the threat that indicates the STAR document has greatly
underestimated the countermeasures threat.

5 These reports are available online on the DOT&E
website at www.dote.osd.mil.

¢ Cohen et al., Statistics, Testing, and Defense Acquisition,
p. 21.



warheads.) The confidence level describes how much
trust the user has in what he or she believes the effec-
tiveness of the system to be, based on prior testing and
use. Put differently, effectivenessis an intrinsic prop-
erty of the system, and testing is used to determine what
the effectiveness is to a certain degree of confidence.
Evenif amilitary system werein fact highly effective,
without adequate testing the United States would have
very low confidence in its effectiveness and would not
be able to assume it was highly effective.

Determining the effectiveness of amilitary system
requires conducting “operational tests’ that use pro-
duction or near-production components. Thetestsdone
during the development of the system cannot be used
to determine the effectiveness of the deployed system
sincethey generally do not use production components.
Moreover, any significant changesto the system made
during operational testing would theoretically require
anew round of tests.

The number of tests needed to determine the effec-
tiveness of amilitary system will depend on the level
of confidencethat isrequired in that effectiveness, with
more tests required to establish a higher level of
confidence (see box). The number of testsrequired will
also depend on several other factors, including’

* whether the system is hew or is an upgrade or
modification of an existing system

* theeffect of asystem failure, which can range
from catastrophic (atotal failure of the mission)
to minor (results in inconvenience or additional
cost)

¢ whether amission failure would result in the loss
of life

* how stressful the operating environment will be

* how unpredictable or varied the operating
environment will be

* whether the system will meet opposition and
what the nature of the opposition might be

Thus, a military system will require more opera-
tional testing if it makes use of new technology that
has not been included in a similar system with a good
operating or test record; if a system failure would re-
sult in atotal mission failure or seriously degrade the
chance of mission success; if a mission failure would

7 Cohen et al., Statistics, Testing, and Defense Acquisition,
pp. 194-201.

result in the substantial loss of life; and if the operating
environment is expected to be stressful and varied be-
cause there will be opposition. A national missile de-
fense has all these characteristics and should therefore
be subject to extensive testing. In fact, a missile de-
fense system would need to be tested in many different
operating environments (to take into account different
possible countermeasures), each of which would require
its own separate set of tests to estimate the system’s
performance under that environment. (Thisisin con-
trast to, for example, testing ballistic missiles, where
the operating environment is predictable.)

However, in practice, it is generally expensive to
test weapon systems that must undergo destructive
testing (in which the weapon itself is destroyed in the
test). For example, the Pentagon reported that the first
NMD intercept test that took place on 2 October 1999
cost $100 million.® Thus, weapons systemsthat require
destructive testing (for example, ICBMs and air and
missile defenses) are often not tested enough before
deployment to meet the requirements of high confidence
in their effectiveness. For some of these systems, addi-
tional information will be gained through training and
combat experience. However, thiswill not be possible
for the NMD system; training will involve few, if any,
real engagements with ballistic missile targets, and a
ballistic missile attack on the United States will be a
rare event so there will be no combat experience.

As an example of how the expense of destructive
testing makes it difficult to perform the needed flight
tests, a National Research Council report considers a
missile system for which the planned deployment is
1,000 missiles.® Under the assumption that the opera-
tional requirement is that the missile land within the
lethal range of itstarget at least 80 percent of the time,
and that the user have a 90 percent confidence level
that this effectiveness would be met, roughly 148 mis-
sileswould need to befired in destructivetesting. Since
these tests would consume 15 percent of the planned
arsenal, the report states that such a testing program
would almost certainly be challenged as an inappropri-
ate alocation of defense resources.

If it is not possible to establish high confidence in
high effectiveness for a missile defense interceptor
through testing, it may be possible to compensate to
some extent by using additional interceptors or adding

8 Jonathan S. Landay, “Fallout from US Antimissile Success,”
Christian Science Monitor, 4 October 1999, p. 1.

% Cohen et al., Statistics, Testing, and Defense Acquisition,
pp. 31-32.

Countermeasures

93



94

additional systems that operate in different ways. In
some cases, the defense can use shoot-look-shoot tac-
tics so that additional interceptors are only used if the
first ones fail. However, in some cases there will not
be time for such assessment before firing additional
interceptors or it may be difficult for the defense sen-
sors to determine if the intercept was successful.

The Operational Requirements for the
Planned NMD System

Aswediscussin Chapter 3, theinitial (Phase-1) stage
of the planned NMD system is intended to defend
against tens of “simple” warheads from North Korea,
and perhaps five warheads from the Middle East. The
final “capability-3” (C-3) stage is intended to defend
against “many, complex” warheads. The dividing line

A familiar example illustrates these concepts. Based on
past experience, we can be very confident that the prob-
ability of getting heads when flipping a coin is 50%.
Thus, our confidence level is essentially 100% that the
“system effectiveness” is 50%, where in this example
the “effectiveness” is the probability not of intercepting
a warhead but of getting heads.

But what if we were handed a coin that was poten-
tially weighted, so we did not know a priori what the
odds of getting heads was? To determine the probabil-
ity of getting heads, we would conduct a number of
tests (in this case, coin flips). How many times we would
flip the coin would depend on how confident we wanted
to be of the probability of getting heads—the higher the
level of confidence, the higher the number of required
“tests,” or coin flips.

Suppose we flipped the coin 20 times and got
12 heads. Could we conclude from this result that the
odds of getting a head on any subsequent coin flip was
12/20 = 60%? No, because for any set of flips we would
expect to see some fluctuation about the actual prob-
ability of getting heads. Even if the coin were not
weighted and the probability of getting a head were
50%, we would expect to see 12 heads in 20 flips about
12% of the time.

Figure 10-1 shows the probability distribution of
seeing 12 heads in 20 flips for different values of p,, the
probability of getting a head in a single coin flip. While
the distribution peaks at p, = 60%, it is so wide that the
results give little confidence that 60% is the actual value
of p,.. In fact, the results give us a 90% confidence level
that the true value of p, lies between 45% and 75%
(that is, that the odds of getting a head in any coin flip is
between 45% and 75%), but only a 39% confidence
level that the value of p, lies between 55% and 65%.
Thus, after 20 tests, we could not say whether or not
the coin was weighted with much confidence.

Now suppose we keep flipping the coin for a total
of 200 times and find 120 heads. The probability distri-

Effectiveness and Confidence

Levels: An Illustration
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Figure 10-1: Probability distributions for 20 flips and
200 flips.

These curves show the probability distribution P(n,N,p,),
which is proportional to (p,)"(1-p,)N", for two specific
cases. P(n,N,p, )dp, is the probability of getting n heads in
N flips if the probability of getting a head on any single
flip lies between p, and p,+dp,. If someone flipped a coin
N times and got n heads, then the area under the curve
between two values of p, is a measure of the confidence
that the true value of p, lies within that interval.We
consider the cases: n=12 heads in N=20 flips, and n=120
heads in N=200 flips. For example, the solid curve shows
the probability distribution of getting 12 heads in 20 flips
for different values of p,.

bution still peaks at 60% (see Figure 10-1) but is now
much more narrow, reflecting the fact that
statistical fluctuations become less significant as the
number of tests increase. Based on these results, we
would have an 85% confidence level that the value of
p, lies between 55% and 65%, and less than 8% con-
fidence that it lies between 45% and 55%. Thus, at
this level of testing, we would have considerable con-
fidence that the coin was weighted, and that the prob-
ability of getting a head for any coin flip was near
60%.
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between theterms*simple” and “complex” isnot well-
defined (at least publicly); these terms refer to the ex-
tent to which the attacker hasincorporated countermea-
suresto fool or overwhelm the defense, and the sophis-
tication of those countermeasures.

Although the NMD operational requirements docu-
ment is classified, the confidence and effectiveness
levelsrequired are reportedly “a95% confidence level
that a95% kill probability will be achieved.”° In other
words, the user must be 95% confident that the system
will be 95% effective against alimited attack.

The Pentagon plansto attain a 95% kill probability
by firing multiple interceptors at each target using a
“shoot-look-shoot” strategy. One strategy would be to
fire two interceptors at the target, look, then fire an-
other two.** Reportedly, the NMD designers “expect
roughly an 85% probability of kill from asingle shot.”?
If the failure modes of the four interceptors are inde-
pendent of one another, then the United States would
have 95% confidence that firing four interceptors at
each target would give a 95% probability of kill. We
consider both of these assumptions below.®®

Determining the Single-Shot Kill Probability. We
first note that an interceptor cannot be described by a
single value of the single-shot kill probability, since
the probability of interception will depend on the situ-
ation. The kill probability will depend on a number of
factors, such as the geometry of the intercept, where
the attacking missile is coming from, the time of day
the attack occurs (since that will change the infrared

'© Michael Dornheim, “Missile Defense Design Juggles
Complex Factors,” Aviation Week and Space Technology,
24 February 1997, p. 54. The complete quote is: “Designers
expect roughly an 85% probability of kill from a single shot,
so multiple shots are used for a tighter shield. Kill assess-
ment is made after the first shot and a second interceptor is
fired if necessary, in a ‘shoot-look-shoot’ scheme. To obtain
a 95% confidence that a 95% kill probability will be
achieved, national missile defense plans call for a ‘4 on 1’
scheme—fire two interceptors at the target, look, then fire
another two. This supports fielding 20 interceptors to tackle
the minimum threat of five warheads.”

" Kill assessment may in practice be difficult, so that the
NMD system will not know with certainty whether the first
round of interceptors has been successful. The kill vehicle
might hit a piece of the third stage, for example. However,
an analysis of this important topic is beyond the scope of
this study.

'2 Dornheim, “Missile Defense Design Juggles Complex
Factors,” p. 54.

13 A similar analysis would apply if the confidence and
effectiveness levels specified in the operational require-
ments document are other than 95%.

and visible signal of the warhead), and whether the at-
tacker uses countermeasures.

Thus, the single-shot kill probability is meaning-
less unless the conditions under which it is expected to
apply (and under which it was determined) are specified.

Moreover, the single-shot kill probability for anin-
terceptor cannot be known or asserted a priori—it must
be determined through testing.* Thus, the kill prob-
ability cannot be stated to be 85%, it can only be stated
with some level of confidence that the kill probability
is 85% or greater, based on the number of tests in the
test series and the success rate. For example, if the
United States conducts 20 intercept testsand 17 of these
are successful, it would have 95% confidence that the
single-shot kill probability is 66% or greater, against
the type of target it was testing against and under the
conditions of itstesting. Under the assumption that the
failure modes of the interceptors are independent, a
single-shot kill probability of 66% would then give the
United States 95% confidence that using four intercep-
torswould result in asystem effectiveness of 80%, or a
62% confidence that the system effectivenesswas 95%.
Thistest serieswould not give 95% confidence that the
system effectiveness was 95%.

To obtain high (95%) confidence that the single-
shot kill probability was greater than 66%, the tests
would have to have a success rate higher than 85%.
For a series of 20 tests, all 20 would have to be suc-
cessful to provide 95% confidence that the kill prob-
ability was 85% or greater. On the other hand, if there
were three failures in a test series, a total of 50 tests
(with the other 47 successful) would need to be con-
ducted to provide 95% confidence that the single-shot
kill probability was 85% or greater.

Independence of Failure Modes. Firing more
than oneinterceptor at atarget only increasesthe prob-
ability of interception asdescribed aboveif thekill prob-
abilitiesfor each interceptor areindependent. If instead,
thefailure of oneinterceptor impliesthat the othersare
also likely to fail, the 4-on-1 kill probability can be as
low as the single-shot kill probability. In fact, if coun-
termeasures cause oneinterceptor to fail, they will likely
cause other interceptors to fail as well. Thus, the as-
sumption of independent failure modesis probably not
warranted for the planned NMD system, which relies
on only onetype of interceptor (that is, the systemisa
single-layer system).

* As discussed above, these tests must use the production-
quality interceptors that are intended to be deployed. It
would not include tests done with prototypes during the
development phase.
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Testing and Countermeasures

Asemphasized elsewherein thisreport, missiledefense
programs will succeed or fail based on their ability to
deal with countermeasures. Since operational testing
must be conducted under realistic battlefield conditions,
for ballistic missile defensesthisrequiresthat truly rep-
resentative countermeasures be incorporated into the
tests. However, many problems arise in properly inte-
grating countermeasures into a missile defense test-
ing program:

* The countermeasures threat is hard to define.
A nation that is developing countermeasures to
defeat a US missile defense system may take
great care that the details of its efforts are not
exposed to US intelligence-gathering efforts or
may reveal deliberately misleading information.
Emerging missile states may make few missile
tests of any kind. And since these countries may
not be in a position to evaluate the performance
of their own countermeasures through flight
testing (because they do not have the large radars
and other sensors required to observe the
behavior of the countermeasures in tests), they
may simply not flight test them. Moreover, an
emerging missile state could develop and gain
confidence in the performance of some counter-
measures through ground tests or tests from
aircraft, which would be difficult for the United
States to monitor.

As aresult, there may be no concrete
evidence of countermeasure devel opment and no
information available about the types of
countermeasures under development by the
countries the missile defense system is intended
to defend against. This may make it difficult to
achieve consensus about what types of counter-
measures should be included in tests. But it is
important to recognize that the absence of
evidence about countermeasures is not evidence
of the absence of countermeasures.

A related difficulty is that the defense should
also take into account the ability of an emerging
missile state to devel op countermeasures
concurrently with the deployment of an NMD
system, and the potential evolution of counter-
measures during the lifetime of the defense
system as the technological capabilities of
emerging missile states increase.

* Evenif a“redteam” is established to develop
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countermeasures, its effect may be impeded by a
lack of independence, funding, or other
resources, and by not being successfully
integrated into the overall testing program. Thus,
realistic countermeasure tests that are proposed
may never be incorporated into the testing
program.

* Intheeyes of program managers and senior
officials, the success of the testing program is
measured by hitting and destroying mock
warheads, not by accurately modeling the real
world threat. A successful countermeasure may
be seen as athreat to the success of the program.
This situation creates a conflict of interest that
can cripple any serious attempt to incorporate
realistic countermeasures into the testing
program.

Such problems are widely recognized,*® and some
efforts have been madeto avoid them. Following a1992
Defense Science Board recommendation, BMDO set
up acountermeasures effort oriented to the theater mis-
sile threat. This effort, called the Countermeasures
Hands-On Program (CHOP), is run out of the Phillips
Air Force Research Laboratory near Albuquergue. Al-
though it was initially intended to explore only poten-
tial countermeasures to theater missile defenses, asthe
program has progressed, some missions have focused
on or have had some application to national missile
defenses.’® In fact, according to the 1996 Defense Sci-
ence Board report, the program identified submunitions
asaseriousthreat to US theater missile defenses.” As
noted in Chapter 7, submunitions would be a serious
threat to NMD as well.

CHOP smaintask isto build countermeasures, not
to theorize about them. The program involves young
scientists, engineers, and military officers not specifi-
cally trained in missile defense or countermeasures. The
team is given access to information and technology in
the same way an emerging missile state might get most
of its information: through the open literature and

15 For example, the Defense Science Board in 1992 and in
1996 has discussed difficulties with missile defense counter-
measures programs. The 1996 Report of the Defense
Science Board/Defense Policy Board Task Force on Theater
Missile Defense (January 1996) is available at www.fas.org/
spp/starwars/offdocs/tmddsb.htm.

1® Michael Sirak, “BMDO: ‘CHOP’ Shop Helps Create
Robust Missile Defenses,” Inside Missile Defense, 21 April
1999, p. 1.

'7 Report of the Defense Science Board, p. 16.



through commercial off-the-shelf products. However,
the CHOP team is prohibited from seeking the advice
of outside engineers, whereas an emerging missile state
that could deploy along-range missile would have ac-
cess to experienced engineers.

The CHOP team assesses how difficult it isto build
and deploy a specific countermeasure by developing,
building, and testing countermeasure prototypes that
represent what a nation with similar resources could
do. CHOP missions normally run about nine to twelve
months. The watchword of the CHOP missionsissim-
plicity, which helps CHOP programs go from concept
to flight testing in months rather than years. CHOP
participants usually stay on for only one mission.

It should not, of course, be assumed that the
US CHOP program is representative of any particular
nation’ s countermeasure program. In fact, the counter-
measures efforts of other countries could well belarger
and better funded, and would likely have more experi-
enced personnel who worked on these efforts for long
periods of time, rather than for months.

Itisclear that the CHOP effort could make avalu-
able contribution to both theater and national missile
defense programs. Nonetheless, the Defense Science
Board concluded in 1996 that the theater missile de-
fense red team efforts were not well enough integrated
into thefull program, and that their output was not used
in overall program guidance. Moreover, it appears that
since the 1996 Defense Science Board report, CHOP
has become alower priority program with diminished
funding. In FY-99 its funding was about $4.5 million,
roughly 20 percent of BMDO' sfunding for threats and
countermeasures activities. CHOP' sfunding isplanned
to decrease to about $3.3 million in FY-00 and
$3.8 millionin FY-01.:

There are also fundamental problems with the
CHOP program: because its funding, staff, and direc-
tion are under the control of BMDO, the program is
not independent. Moreover, the program staff servefor
relatively short periods; as a result, the program does
not develop a permanent in-house expertise on coun-
termeasures.

However, programs such as CHOP should play a
central rolein the process of threat validation, in which
the United States makes its best guess as to the charac-
teristics of the ballistic missiles and countermeasures
that its defense system will face. The threat validation
process usually depends heavily on the assessment of

'8 Michael Sirak, “BMDO: ‘CHOP’ Shop Helps Create
Robust Missile Defenses,” Inside Missile Defense, 21 April
1999, p. 1.

intelligence agencies, but sinceintelligence may belim-
ited or unavailable, red team efforts such as CHOP pro-
vide a needed reality check on the potential counter-
measure programs of other countries. Red team efforts
may also be the best way to take into account the abil-
ity of an emerging missile state to develop counter-
measures concurrently with the deployment of an NMD
system, and the potential evolution of countermeasures
during the lifetime of the defense system as the
technological capabilities of emerging missile states
increase.

CHORPis, infact, an example of anew intelligence
function, wryly called TRYINT becauseit involvestry-
ing to build weapons or countermeasures.”® Since the
conventional intelligence modalities of image intelli-
gence (IMINT), signatureintelligence (SIGINT), mea-
surement and signal intelligence (MASINT), and hu-
man intelligence (HUMINT) will likely fail to illumi-
nate the dark corners of another country’ s countermea-
sures program, the United States must instead try to
emulate these countermeasures programs to determine
what countermeasures emerging missile states could
build with the technology and expertise available to
them.

The Planned Testing Program for the NMD
System

The operational requirement discussed above—that the
United States be 95% confident that the planned NMD
system will be 95% effective against alimited attack—
may be a desirable objective for a system intended to
defend against nuclear or biologica weapons. How-
ever, is it reasonable to expect that this objective can
be met?

Even aside from the countermeasure problem, an
effectiveness of 95% is rarely achieved by a military
weapons system, even after years of use. Moreover,
this confidence requirement is reported to far exceed
that for other major defense acquisition programs.?® An
additional problem isthat an NMD system must work
thefirst timeit is actually used. If an ICBM attack on

19 TRYINT has been emphasized by William R. Graham,
who served President Reagan as science adviser and head of
NASA. US Senate Committee on Governmental Affairs, “The
Proliferation Primer: A Majority Report of the Subcommittee
on International Security, Proliferation, and Federal Ser-
vices,” January 1998, p. 63.

20 Michael Sirak “DOD, Industry: NMD Countermeasures
Getting Attention,” Inside Missile Defense, 19 May 1999,

p. 1.
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the United States occurs, there will be no opportunity
to learn on the job.

Determining the system effectiveness with a con-
fidence level of 95% will, as discussed above, require
extensive testing. Because the real-world operating
environment could vary greatly depending on the types
and combinations of countermeasuresthe attacker uses,
achieving a 95% confidence level in the system effec-
tiveness would require hundreds of tests conducted
under different scenarios, costing billions of additional
dollars. (As noted above, the Pentagon reported that
the October 1999 NMD intercept test cost $100 million.)

However, if the tests do not adequately approxi-
mate the conditions under which the system would op-
erate, then even alarge number of successful testswill
provide little meaningful information about the sys-
tem’ soperational effectiveness. Worse, such testscould
encourage afalse sense of confidence in the system.

How doesthe Pentagon’ s planned testing program?
measure up? Table 10-1 gives the schedule of the in-
tercept tests currently planned through 2005, when the
United States might complete theinitial deployment of
the system.

First, are there enough tests to determine the sys-
tem effectivenesswith ahighlevel of confidence? Three
intercept tests are scheduled prior to the Deployment
Readiness Review, when the Pentagon will assess the
technological readiness of the system for deployment.
A total of 19 intercept testsare schedul ed through 2005.
However, only the last three of these tests are opera-
tional tests. Thefirst 16 flight tests are part of the engi-
neering and manufacturing development phase and can-
not be used to assess the effectiveness of the deployed
system. (The main objective of thefirst four flight tests
is to demonstrate the capability to perform hit-to-kill
intercepts. The next seven flight tests are intended to
develop and demonstrate full system integration, and
the following five will complete the development
phase.?)

Nothing about the system effectiveness will be
known before the Deployment Readiness Review, and
very littlewill beknown by theinitial deployment date.
Additional operational testswill presumably be sched-
uled to take place after initial deployment, but many
additional tests will be required for the United States

2! The BMDO test program is described in Fact Sheet JN-99-
07. The BMDO Fact Sheets and other information can be
found at www.acq.osd.mil/bmdo/bmdolinky/.

22 Michael C. Sirak, “BMDO Plans Two NMD Flight Tests
with Special Threat-Like Targets,” Inside Missile Defense,

1 December 1999, p. 10.
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to know with any confidence what the system effec-
tiveness might be.

Second, against what type of threat (and counter-
measures) will the system be tested? Even alarge num-
ber of operational tests will reveal nothing about the
operational effectiveness of the NMD system if it is
not tested against the type of threats that will be found
in the real world.

None of the 19 intercept tests planned through FY
2005 will use credible countermeasures. According to
the DOT&E FY 1999 Annua Report, these tests will
only assess the capability-1 (C-1) phase of the system
(see Chapter 3).%

The three intercept tests that will have taken place
before the Deployment Readiness Review will not even
begin to address the question of how well the system
would work in the real world. Aswe discussed above,
these tests will be limited to demonstrating the basic
functioning of the system in a relatively benign test
environment. The balloon decoy used in the first two
NMD intercept testsin October 1999 and January 2000,
and those to be used in the next four intercept testswill
help the Pentagon assess whether the kill vehicle can
perform the basic task of using its infrared sensor to
detect and distinguish objects of different temperatures.
But the NMD system faces avastly more difficult task:
discriminating a real warhead from false decoys in a
situation in which anti-simulation is used to disguise
the warhead and the defense does not know in advance
what the warhead will ook like. The planned testswill
not even attempt to demonstrate this capability.

Some of the additional 16 intercept tests that are
planned before the target deployment date of 2005 will
reportedly use additional decoy targets.2* However, the
DOT&E FY 1999 Annual Report indicates these tests
are not intended to assess the operational effectiveness
of the system against real-world countermeasures. The
DOT&E report further states that “The NMD ... pro-
gram is building a target suite that ... may not be rep-
resentative of threat penetration aids.... Test targets of
the current program do not represent the complete ‘ de-
sign-to’ threat space and are not representative of the
full sensor requirements spectrum (e.g., discrimination
requirements). Much of this limitation is attributable,
however, to the lack of information surrounding the
real threat.” The report further notes that “NMD

2 “DOT&E FY99 Annual Report,” submitted to Congress
February 2000, available online at www.dote.osd.mil/
pubs.html. See table on page VI-8.

24 Robert Wall, “Intercept Boosts NMD Design,” Aviation
Week and Space Technology, 11 October 1999, p. 34.



Table 10-1. Schedule of the NMD Intercept Tests Currently Planned.
All tests through FY2005 will be of only the Capability 1 (C-1) system.?
IFT= Integrated Flight Test

Date

Test or Decision

June 1997

IFT-1, a "fly-by" test to evaluate the ability of the kill vehicle sensors to detect a target warhead and a target
cloud of decoys as it flew past them.

January 1998

IFT-2, a second "fly-by" test of the kill vehicle as described above.

2 October 1999

First intercept test (IFT-3); tested only the kill vehicle. Kill vehicle hit the target but anomalies in the test
have raised questions about the relevance of the test.

18 January 2000

Second NMD intercept test (IFT-4); kill vehicle failed to intercept the target, reportedly due to a failure in its
infrared sensors.

Third intercept test (IFT-5); first planned integrated system test (IST). All NMD system elements will be

June 2000 tested, although as in previous tests, a surrogate interceptor booster will be used.
Deployment Readiness Review (DRR)
According to then-director of the Ballistic Missile Defense Organization Lt. Gen. Lyles, "[The DRR] will not
July 2000 constitute the actual decision to deploy the NMD system. It will assess whether or not the technical
y progress has been made which would allow more senior decision-makers to decide whether or not we
should commit to deployment. At this time, the administration will also assess the threat, the affordability
of the system, and the potential impact on treaty and strategic arms reduction negotiations." ®
Possible Presidential Deployment Decision
Fall 2000 The deployment decision will involve the NMD Joint Program Office in the Pentagon, the Defense
Acquisition Board, the Secretary of Defense, the National Security Council (which will consult with the
State Department), and the president, in consultation with Congress.
Fall 2000 (?) NMD intercept test 4 (IFT-6).
NMD intercept tests 5, 6, 7. Intercept test 5 (IFT-7) would be the first to use the prototype interceptor
booster.
FY2001
First Defense Acquisition Board review of NMD will consider the initiation of production authorization for
sensors and battle management, command, control and communications (BMC3)."
FY2002 NMD intercept tests 8, 9, 10.
NMD intercept tests 11, 12, 13. Intercept test 12 (IFT-14), planned for first quarter FY2003 (early 2003),
FY2003 would be the first test of the "production-quality" ground-based intercept—both the kill vehicle and the
booster.
Second Defense Acquisition Board review of NMD will consider granting approval to "build and deploy the
FY2003 weapon system—the ground based interceptor." At this point BMDO "would seek authorization to procure
61 GBI missiles—this would include deployment interceptors, spares, and test rounds."
FY2004 NMD intercept tests 14, 15, 16.
FY2005 NMD intercept tests 17, 18, 19. These are Initial Operational Test and Evaluation (IOT&E) flights.
FY2005/2006 NMD initial operating capability (10C).
2006 First launch of SBIRS Low. Final deployment of 24 low-earth orbit satellites in FY2010.

Late FY2007

Deployment expanded to 100 interceptors.

Compiled from Inside Missile Defense.

2 “DOT&E FY99 Annual Report,” submitted to Congress February 2000, available online at www.dote.osd.mil/pubs.html. See
table on page VI-8.
b Statement of Lester L. Lyles, Director of BMDO, to the Subcommittee on Strategic Forces, Committe on Armed Services, US

Senate, 24 Feb. 1999 (available online on the BMDO website at www.acq.osd.mil/bmdo/bmdolink/html/lyle24feb.html)
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system performance against multiple targetsis not cur-
rently planned for demonstration in the flight testing
program.”

Given the extremely demanding operational envi-
ronment the NMD system will face, and given the need
for it to work the first time it is actually used, it is
implausiblethat the system will even approach the high
levels of effectiveness claimed for it. Moreover, the
inadequate testing program planned means that the
United States will not have high confidence in what
the system effectiveness is. In fact, US planners will
have no real basis for knowing what its effectiveness
will be by the time it is deployed.

An NMD Testing Program to Assess
Operational Effectiveness

What can be done to improve the NMD testing pro-
gram so that it can assess the operational effectiveness
of the planned NMD program against the threatsiit is
intended to address? At a minimum, the NMD testing
program must

1. Ask the right question: Accurately define the
baseline threat
The operational effectiveness of an NMD system will
depend sensitively on the nature of the ballistic missile
threat it confronts. It istherefore essential that the Pen-
tagon accurately definethe baselinethreat that the NMD
system must be ableto address. And this baseline should
be used to assess the operational effectiveness of the
defense. A defensethat isnot designed for thereal world
cannot be expected to work against thereal-world threat.
Because the testing program will be designed
according to the threat identified in the STAR docu-
ment, it isimperative that this document reflect the real
baseline threat. As discussed above, the planned test-
ing program and other evidence strongly suggest that
the existing STAR document does not reflect the rea
world threat from emerging missile states. In accor-
dance with its own national intelligence estimate, the
US government must assume that any ballistic missiles
used by emerging missile states will include counter-
measures of the type discussed in Chapters 7-9.2°
Becauseit is so important, the STAR document should
be reviewed by an independent panel of qualified
experts.

2> National Intelligence Council, “National Intelligence
Estimate (NIE): Foreign Missile Development and the
Ballistic Missile Threat to the United States Through
2015,” unclassified summary, September 1999, p. 16.

100 Countermeasures

2. Make it possible to get a valid answer to
the question: Provide for the best in
countermeasure testing

Assuming the Operational Requirements Document ac-

curately reflectsthe threat from emerging missile states

by requiring that the NMD system work against coun-

termeasures such as those we discuss in Chapters 7-9,

the issue still remains of what countermeasures to test

the system against. To assessits operational effective-
ness, the NMD system must be tested against a wide
variety of countermeasures that approximate as closely
as possible those that would be available to emerging
missile states. Since only limited intelligence informa-
tion, if any, will be available about the countermea-
sures programs of emerging missile states, the United

States must rely on red team efforts and other

“TRYINT” programs to determine what countermea-

sures the NMD system should be tested against.

The defense system must be tested against the most
effective countermeasures that the emerging missile
states could field. It is clearly important that the coun-
termeasures that are developed and tested are not
“dumbed down” to make the job of the defense easier.
To insure that this does not happen, the countermea-
sures program must be independent and adequately
funded, and its output fully incorporated in tests and
evaluation.

The red team effort currently carried out by CHOP
and others is potentially valuable, but is completely
under the control of the Ballistic Missile Defense Or-
ganization, which has a conflict of interest in oversee-
ing an effort that could demonstrate its planned NMD
system could be defeated. To insure independence and
remove potential conflicts of interest, the red team ac-
tivities would need to be conducted under the aus-
pices of acompetent technical agency other thanBMDO
and the associated military services. For example,
the Defense Advanced Research Projects Agency
(DARPA) is both technically competent and indepen-
dent of BMDO and the services, since DARPA reports
to the Director for Defense Research and Engineering
in the office of the Under Secretary of Defense for
Acquisition and Technology.?

Moreover, to help compensate for the shortage of
intelligence information on the countermeasure pro-
grams of other states, it isimportant that there be close

26 For more information on DARPA, see its website at
www.arpa.mil. According to this website, DARPA is
“designed to be an anathema to the conventional military
R&D structure and, in fact, to be a deliberate counterpoint
to traditional thinking and approaches.”



coordination between the US red team countermeasure
programs and the US intelligence community, in both
tasking and evaluating intelligence collection.

3. Answer the question well: Conduct enough
tests

As the two panels headed by General Welch noted, to
avoid a “rush to failure,” testing must be outcome-
driven and not schedul e-driven.?” There must be an op-
portunity to assimilate the results of one test before
rushing headlong into another. Program managers must
carefully distinguish testing done to learn and testing
doneto verify.

Thus, it isimportant that the NMD program bein-
sulated from congressional and administration pressures
for unrealistic testing and deployment schedules.

In addition, while extensive ground tests and simu-
lation are essential, the only way to gain confidencein
the system performance isto conduct arelatively large
number of operational flight tests. The number of tests
required to gain a given level of confidencein agiven
system effectiveness cannot be determined in advance
because that will depend on the cumulative test record
and on when in atest series any failures occur.

For example, if the goal is to provide 95% confi-
dence that the single-shot kill probability was 85% or
greater, then a minimum of 18 tests would be required
and all 18 would have to be successful. If there were 3
failuresinthefirst 20 tests, then atotal of 50 tests (with
the other 47 successful) would need to be conducted to
provide 95% confidence that the single-shot kill prob-
ability was 85% or greater.

Taking into account that a different test series will
be needed to assess the system effectiveness against
each different type of countermeasure, it is not unrea-
sonable to assume that the United Stateswould need to
conduct atotal of at least 100 intercept tests to deter-
mine the system effectiveness was 95% with a 95%
level of confidence. If the cost of each operational test
were half that of the first intercept test—which was
$100 million—then the total cost of these 100 tests
would be $5 billion.? This is not too much to pay to
gain some understanding of the operational effective-
ness of the NMD system.

27 Report of the Panel on Reducing Risk in BMD Flight Test
Programs, Gen. L. Welch (ret) et al., February 1998 and
November 1999.

8 Tests against multiple ballistic missiles would be more
expensive.

4. Make sure the answer is correct: Provide
for objective, independent test assess-
ment

NMD program managerswill have astrong biasto find
more success in a test than may actually exist since
there are strong incentives to believe in a program in
which one has invested a lot of time and energy. For
example, the Navy termed the fourth LEAP intercept
test “aclear success’ with 42 of 43 objectives met, even
though it failed to hit itstarget (see Appendix J). More-
over, political and financial support for the project will
depend on the perception that the project is making
progress. For military contractors, future contracts may
be tied to a successful testing program. The only way
to insure that such biases and conflicts of interest do
not unduly affect the assessment of the operational ef-
fectiveness of the NMD system is to have an indepen-
dent body that can provide objective assessments of
the NMD testing program and the countermeasures in-
cludedinit.

If an independent red team is created, there will
also be sources of friction and conflicting motives be-
tween the red team and BMDO. There are likely to be
disagreements over what countermeasures to test, and
BMDO might be tempted to declare victory over coun-
termeasures based on flight tests against less than the
best countermeasures potentially availableto an emerg-
ing missile state. In this situation it is especialy im-
portant that there be an independent body that can pro-
vide objective assessments of thetesting program. This
body would essentially serve asareferee of the contest
between the red team and BMDO.

The office of the Director, Operational Test and
Evaluation (DOT&E) serves many of these purposes.
As discussed above, DOT&E must approve the plans
for operational test and evaluation and write a report
assessing whether the testing program confirmsthat the
system is suitable for military use before the program
is authorized to proceed beyond a low rate of initial
production. It isindependent of missile defense efforts
within the Department of Defense and reports to the
Secretary of Defense and to Congress. Indeed,
DOT&E’ s most recent (1999) report to Congress dem-
onstratesthat itiswilling to doitsjob and be critical of
the NMD testing program.

Unfortunately, however, missile defense programs
have become so politically charged that there are
strong political incentives for policymakers to ignore
DOT&E’ sassessments. For example, in June 1999, the
US House of Representativesincluded ameasureinits
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version of the defense authorization bill that would have
allowed the Secretary of Defense to make the decision
to proceed with production of the NMD system, re-
gardless of whether it had completed initial operational
test and evaluation. The measure sought to waive the
requirement discussed above that DOT&E must cer-
tify that amajor defense acquisition program like NMD
has successfully completed initial operational test and
evaluation before it can go beyond low-rateinitial pro-
duction.?® Although the measure was not part of the
final defense authorization conference bill, it demon-
strates the limits of DOT& E’ s effectiveness.

In the THAAD program, as well, the Pentagon

chose to ignore a recommendation from DOT&E that
the program should not move to the next stage of its
development before five additional flight tests were
completed. After reviewing warningsfrom DOT& E that
THAAD intercept tests were not challenging enough
and that more tests under realistic conditions were
needed before committing to the missile’s design, the
BMDO decided to reject this advice, saying that “it's
not logistically possible.”*

Thus, in addition to the assessments provided by
DOT&E, we recommend that a standing high-level in-
dependent review panel be established to review the
NMD testing program and its results.

29 Michael C. Sirak, “Measure to Ease NMD Production
Requirements Defeated in Conference,” Inside Missile
Defense, 25 August 1999, pp. 1, 18-19.
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30 Gopal Ratnam, “THAAD to Stay on Schedule Despite Call
for More Tests,” Defense News, 20 December 1999, pp. 3,
50.



Chapter 11

Past US Tests Against “Countermeasures”

The United States has conducted several flight tests of
missile defense components—both those for national
missile defenses and for theater missile defenses using
hit-to-kill interceptors—that have included decoys or
other countermeasures. These have sometimes been
described as demonstrating that the defense was able
to discriminate the decoys from the mock warhead or
otherwise defeat the countermeasures. A closer [ook,
however, shows that these testsin no way demonstrate
that the defense could address even simple countermea-
sures. Infact, in thesetests, the defense relied oninfor-
mation about the differences between the mock war-
head and decoys that would not be available to the
defense in the real world.

While the public information about these tests is
limited, we discuss below what is known about them.
Appendix J gives a summary of information about all
the exoatmospheric hit-to-kill intercept tests that have
taken place through January 2000.

The Use of “Decoys” in ERIS Tests

On 28 January 1991, the first intercept test of the
Exoatmospheric Reentry Vehicle Interceptor System
(ERIS), which was intended to intercept long-range
missiles, reportedly hit and destroyed a mock reentry
vehicle target that was accompanied by decoys. The
kill vehicle did not discriminate the warhead from the
decoys, however. Instead, two balloon “decoys,” each
with a diameter of 2.2 meters, were tethered to the
dummy warhead about 180 meters apart, and the kill
vehicle was told in advance which one of the three
objects it should home in on, based on their relative
positions.! The kill vehicle aso collected one-color

! James Asker, “Army ERIS Interceptor Destroys Dummy
Warhead in SDI Test,” Aviation Week and Space Technol-

infrared data on the dummy warhead and the decoys
that would be used to tell them apart in the next test.

The second ERIS intercept attempt, on 6 March
1992, included adummy warhead and asingle balloon
decoy, which were separated by about 20 meters. The
kill vehiclereportedly detected the two objectsand then
“discriminated” between them using aone-color infra-
red sensor and the warhead and decoy infrared signa-
tures collected in the first test. However, because the
balloon decoy was further away from the warhead than
expected, ERISfailed to hit the target, missing by sev-
eral meters.?

There is no doubt, of course, that infrared sensors
can tell the difference between objects based on their
thermal signatureswhen these characteristicsare known
in advance, as was the case here. The difficulty in a
real situation would be in knowing whether the real
warhead is the hotter or cooler object; without know-
ing this, simply distinguishing hot objects from colder
ones does not help.

MSX Experiment

The Midcourse Space Experiment (MSX) satellite,
launched in April 1996, is designed to collect infrared
and visible datafor usein designing future space-based
missile tracking sensors. In the M SX Dedicated Target
Mission (MDT Il on 31 August 1996), the premier tar-
get mission for the MSX program, a missile deployed
a set of 26 objects including balloons and light rep-

ogy, 4 February 1991, p. 22; “ERIS Flight 2 Results,” briefing
slides, Lockheed Missiles and Space Company, 1992.

2 “SDI Experimental Interceptor Misses Dummy Warhead in
Final Flight Test,” Aviation Week and Space Technology,

23 March 1992, p. 20; Vincent Kiernan and Debra Polsky,
“SDI Interceptor Fails to Hit Target,” Defense News,

23 March 1992, p. 8; “ERIS Flight 2 Results,” briefing slides,
Lockheed Missiles and Space Company, 1992.
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One of the key issues in the countermeasures debate is
whether the NMD system would be able to discrimi-
nate real warheads from decoys and other objects. The
term “discrimination,” however, is typically used in
several ways and its meaning is therefore sometimes
ambiguous. Because this issue is so central, we discuss
it briefly here.

As we discuss in this chapter, there have been sev-
eral tests of missile defense systems for which the Pen-
tagon stated that the system was able to discriminate
the mock warhead from other objects. However, in
these tests, the defense system knew what it was look-
ing for—it knew what the various objects would look
like to its sensors. This type of “discrimination” is simi-
lar to telling someone that the warhead would be red
and the decoys blue, then showing them a red and a
blue object and telling them to point to the warhead.
Demonstrating that a missile defense system can do
this level of discrimination is a necessary step in the

Discrimination

development process, but should not be confused with
the full job that it would have to do to be effective in a
real attack.

The situation facing a defense system in the real
world would be quite different. As we discussed in ear-
lier chapters, the attacker could readily take steps to
disguise the warhead so that it would not look like what
the defense would expect itto. The attacker could both
prevent the defense sensors from seeing target charac-
teristics the defense would expect to see, and add other
characteristics the defense would not expect to see. In
this case the defense sensors may be able to identify
differences between the objects it sees, but would have
no idea which of the objects was the warhead. In other
words, the defense could not know in advance that the
warhead would be red.

Thus, the relevant meaning of “discrimination” is
not only detecting differences between objects, but also
determining which object is or contains the warhead.

lica decoys along with a mock warhead for observa-
tion by the MSX satellite. In Congressional testimony,
then-BMDO-director Lt. General Lester Lyles showed
an M SX infrared image of these objects being deployed
at arange of 1,000-2,000 kilometers from the MSX
satellite and stated that, “ This kind of discrimination
data is absolutely crucial and essential to our sensors
to be able to perform the kind of mission we have to
have them do for our NMD program...”® It is likely
that thisimageissimilar to thelong-rangeview seenin
thekill vehicle sensor fly-by tests (see below), although
the target set was somewhat different.

However, this test did not establish a discrimina-
tion capability, only that infrared sensors can distin-
guish between targetswith different infrared signatures
and identify agiven target based on characteristicsthat
are known in advance. As General Lyles went on to
say, “The actual RV [reentry vehicle] in the left chart
that you seeisthe brightest target...” Inthereal world,
there would be no way for the United Statesto know in
advance that the reentry vehicle would be the brightest
object.

3 Department of Defense Authorization for Appropriations
for Fiscal Year 1998 and Future Years Defense Program,
Committee on Armed Services, US Senate, part 7,

27 February 1997, p. 10. The infrared image shown by
General Lyles can be seen on the MSX homepage at
http://scies.plh.af.mil/Latest/dark.htm. Reflected visible light
images of the same scene are at http://scies.plh.af.mil/Latest/
mdt_ii_boost.htm.
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Sensor Fly-by Tests for NMD

Two sensor fly-by tests have been conducted as part of
the current NMD testing program. In those tests, the
infrared sensors of the kill vehicle flew past a set of
objects in space and observed them. The target set re-
portedly included nine objects, including a “medium”
RV, a large balloon, medium balloons, canisterized
small balloons, small canisterized light replica decoys,
and medium rigid light replicadecoys.* A BMDO offi-
cial stated that this target set “replicates a number of
systems that we could face,”® and Maj. Gen. William
Nance, NMD program manager, said in each case the
target suite was “amore complex target array than we
would expect from arogue state.”® An infrared sensor
designed by Boeing wastested on 23 June 1997, in the
first Integrated Flight Test (IFT), and one designed by
Raytheon was tested on 15 January 1998, in IFT-2. In
both cases, the sensors were reported to have imaged
the targets and the clear impression given by press re-
ports was that the sensor was able to detect the mock
reentry vehicle among the decoys. However, a recent
report contradicts the claim that the kill vehicle

* Joseph Anselmo, “Pentagon to Spend Big on NMD
Testing,” Aviation Week and Space Technology, 22 Septem-
ber 1997, p. 88.

> Anselmo, “Pentagon to Spend Big on NMD Testing,” p. 88.
® Michael C. Sirak, “In NMD Test, Beacon Will Help
Position EKV Until Booster Release,” Inside Missile Defense,
5 May 1999, p. 19.



successfully discriminated the mock warhead in the
1997 test. Instead, the kill vehicle apparently selected
adecoy, rather than the warhead, as the target.”

In these tests the infrared sensor knew what signa-
tures it was looking for and there was no attempt to
disguise the warhead through anti-simulation, that is,
by changing its physical characteristics so that it no
longer looked like awarhead. Had anti-simul ation been
used, onewould expect that the sensor would still have
been able to image all of the objects, but would not
have seen characteristics of the warhead that it could
have used to identify it. The reported 1997 test failure
indicatesthat even with advance knowledge of how the
warhead would appear and no attempt to disguiseit by
anti-simulation, identifying the proper target can bevery
difficult.

Tests of Ground-Based Radar at Kwajalein
Several tests for the NMD program have been done as
part of the Air Force's routine test flights of Minute-
man |11 ballistic missiles. For example, on 20 August
1999, a reentry vehicle and several countermeasures
(tworigidlightweight replicas (RLRs) and achaff pack-
age) were launched on aMinuteman |11 missile toward
Kwajalein to give the ground-based radar there prac-
tice in tracking these objects. (This test was named
Glory Trip 170 GM-1.) The reentry vehicles and repli-
cas were each instrumented to collect motion and atti-
tude data to be used in an analysis of the performance
of the objects and the radar. Only the reentry vehicle
survived reentry.®

As above, there was apparently no attempt to dis-
guise the reentry vehicle. While this test provided in-
formation on the signatures of these particular targets,
this data could not be adequate for discrimination if an
attacker used anti-simulation to disguise the character-
istics of the targets in unknown ways.

First NMD Intercept Test

The first intercept test (IFT-3), conducted on 2 Octo-
ber 1999, tested only the exoatmospheric kill vehicle
(EKV); none of the other system components were in-
tegrated into the test. Instead, to simulate the informa-
tion that would normally be provided by the radars, a
GPS (global positioning system) transmitter on the

7William ). Broad, “Ex-Employee Says Contractor Faked
Results Of Missile Tests,” New York Times, 7 March 2000,
p. Al.

8 “USAF Launch Gives NMD Radar Operators Practice For
NMD Flight Test,” Inside Missile Defense, 25 August 1999,
p. 14.

target provided the target location to the interceptor
booster to allow it to dispense the EKV in the correct
place.

The target suite for the first NMD intercept test
(IFT-3, on 2 October 1999) consisted of a reentry ve-
hicle less than two meterslong and less than one meter
in base diameter, and one balloon decoy with a diam-
eter of 2.2 metersmade of radar-reflecting material (see
Figure 11-1). The bus used to release the reentry ve-
hiclewas a'so reportedly in the field of view of the kill
vehicle' s sensor and also had to be discriminated from
the reentry vehicle® After it was dispensed, the kill
vehicle reportedly discriminated the reentry vehicle
from the balloon decoy and the bus without outside
assistance, and then successfully intercepted the reen-
try vehicle.

In discussing the first intercept test, Brig. General
William Nance, the NMD JPO Program Manager,
“characterized the target suite as ‘ more than represen-
tative’ of the decoys and countermeasures that a rogue
state might employ.”%° John Peller, vice-president and
NMD program manager at Boeing, stated that “the tar-
get suitewas equal to, if not more challenging than, the
current projected rogue threat.”**

However, these claims are not valid since the test
did not use anti-simulation or attempt to disguise the
signature of the warhead in any way. The test was not
one of discrimination since it relied on the defense
knowing in advance that the reentry vehicle would be
the object with the smallest infrared signal. Indeed, in
a briefing the day before the test, a Pentagon official
stated that the difference in thermal signature of the
reentry vehicle and balloon would be “pretty signifi-
cant.”*? Brig. General William Nance later described
thereentry vehicle as“theleast visiblein the IR [infra-
red] spectrum of al the elements in the target array,
and the smallest of all the objectsin thetarget array.”

Moreover, the Pentagon admitted in January 2000
that there had been a series of anomalies in the
test, which sheds additional light on the issue of
“discrimination.” The sensors on the kill vehicle were

2 “NMD Kill Vehicle Performed ‘Very Well’ in Flight Test,
Officials Say,” Inside Missile Defense, 20 October 1999,
pp- 1, 19-21.

10 “BMDO: Only Three NMD Tests ‘Likely” Before Next
Year’s NMD Review,” Inside Missile Defense, 25 August
1999, p. 13.

" “NMD Kill Vehicle Performed ‘Very Well’,” p. 20.

'2 Department of Defense Press Briefing on the NMD
Intercept Test, T October 1999.

13 “NMD Kill Vehicle Performed ‘Very Well’,” p. 19.
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Reentry Vehicle
Target

Balloon

Figure 11-1. The target suite for the first two NMD
intercept tests.

This figure shows a reentry vehicle that is 2 meters long and
1 meter in diameter and a spherical balloon 2.2 meters in
diameter. The bus used to release the reentry vehicle was
reportedly also in the vicinity of the targets during these
tests.

initially unable to find the mock warhead. The sensors
did see the balloon, which the kill vehicle apparently
immediately recognized as the balloon rather than the
warhead.*

Thus, the “discrimination” was not even based on
relative measurements of the balloon and kill vehicle,
but instead relied on the defense knowing in advance
the characteristics of the targets. In a real attack, the
defense would not know in any detail what the war-
head would look like, especialy if the attacker took
simple stepsto disguiseit, asone hasto expect it would
do. Instead, the test was atest of how sensitive the sen-
sors are and of the algorithms used by the NMD sys-
tem and of the kill vehicle s ability to home on and hit
atarget. Inthe October 1 briefing, the Pentagon briefer
said that “What we're testing are the algorithms...
When you have multiple objects, regardless of their
signature, you want to make sure you pick the right
one.” While it is certainly necessary to test the algo-
rithms, it is not the same as testing the discrimination
ability of the kill vehicle.

“James Glanz, “Flaws Found in Missile Test that U.S. Saw
as a Success,” New York Times, 14 January 2000, p. Al;
Department of Defense Press Briefing, 14 January 2000.
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Interestingly, the ground-based radar at Kwajalein,
which is a prototype of the X-band radar planned for
the NMD system, exhibited aglitch during thetest. The
radar was not included in the test (i.e., it was not con-
trolling the engagement or communicating with the
interceptor), but it was observing the test and tracking
the target objects. After initially correctly identifying
the reentry vehicle, it switched and identified one of
the decoys as the reentry vehicle before again switch-
ing back to correctly identify the reentry vehicle.?®

Second NMD Intercept Test

The second intercept test (IFT-4) conducted on 18 Janu-
ary 2000, included more components of the system,
but used the same target suite as the first test (see Fig-
ure 11-1). Theintercept was not successful, reportedly
due to afailure of the kill vehicle'sinfrared sensors.

An ERINT Test Against “Submunitions”
Oneoccasionally seesreportsthat the ERINT intercep-
tor (which evolved into the interceptor for the Patriot
PAC-3 theater missile defense system) was success-
fully tested against submunitions carrying a simulated
chemical agent. Like the NMD interceptor, the PAC-3
interceptor isahit-to-kill weapon, but unlikethe NMD
system, PAC-3 operates within the atmosphere and
against much shorter-range missiles. These reports re-
fer to anintercept test conducted on 30 November 1993.
Reports state thetarget missile carried 38 canistersfilled
with water intended to simulate chemical weapons
submunitions, and that ERINT successfully intercepted
and destroyed all of the canisters.’®

However, it is clear from the description of this
test that the submunitions were not dispersed early in
flight, aswould normally be done to counter a defense.
Instead the canisters were al clustered together in a
single package, which makes no sense from the point
of view of an attacker facing amissile defense. So this
test in no way demonstrated that a defense can suc-
cessfully intercept submunitions.

!> Robert Wall, “Intercept Boosts NMD Design,” Aviation
Week and Space Technology, 11 October 1999, p. 34.
'*David Hughes, “Army Selects ERINT Pending Pentagon

Review, Aviation Week and Space Technology, 21 February
1994, p. 93.



Chapter 12

The Security Costs of NMD Deployment

The mission of the proposed US National Missile De-
fense (NMD) system, as stated in the National Missile
Defense Act signed by President Clinton on 23 July
1999, is to defend “the territory of the United States
against limited ballistic missile attack (whether acci-
dental, unauthorized, or deliberate).” In this context,
“accidental” and “unauthorized” refer primarily to Rus-
sia, while “ deliberate” refersto China and to other po-
tentially hostile states (e.g., North Korea, Iran, and I raq)
that might acquire a small number of intercontinental
ballistic missiles (ICBMs) armed with nuclear or bio-
logical warheads.!

The purpose of an NMD system is to reduce the
risk to US citizens of large-scale death and destruc-
tion. Thisis a critical mission, but it can be achieved
only if the decision to deploy such a system would not
trigger reactions by other statesthat, on balance, would
result in increased risks to the United States. In short,
the gains in security must exceed the |osses.

Previous chapters have examined the security ben-
efits of the proposed NMD system: its ability to pro-
tect the United States against a small number of ballis-
tic missilesarmed with nuclear or biological warheads.
We have concluded that the proposed system would
not provide an effective defenseif the attacker employs
relatively smple countermeasures, such as submuni-
tions and balloons, which are well within the technical
capacity of any country ableto build long-range ballis-
tic missiles.

Inthischapter, we consider how statesarelikely to
respond to the deployment of the proposed NMD
system and how these responses would affect the

! As discussed in Chapter 2, a Chinese accidental or
unauthorized launch is not currently a concern because
China deploys its long-range missiles without fuel and with
the warheads stored separately.

security of the United States. Below we examine, in
turn, the potential reactions of Russia, China, emerg-
ing missile states, and other states.

Russia

Russid' s strategic missile forceisthe only sector of the
former Soviet military complex that retains anything
likeits Cold War capability. Today, Russiadeploysover
1,000 strategic missiles armed with more than 5,000
warheads.? Russia will place a high priority on main-
taining this force asits only credible deterrent against
the military power of the United States, an eastwardly
expanding NATO, and China. Although Russia's
nuclear forces are expected to decline, with or without
continued progressin negotiated arms reductions, Rus-
siais expected to be able to maintain a force of 3,000-
4,000 warheads through at least the next decade (see
Chapter 2).

The planned NMD system, with up to 250 inter-
ceptors, obviously would not be able to protect the
United States from a Russian attack involving even
1,000 warheads. One might therefore conclude that the
system would not threaten the Russian nuclear deter-
rent. But Russian military planners, liketheir US coun-
terparts, will consider scenarios in which their retalia-
tory capacity might be limited by enemy attacks. For
example, Russia will consider the possibility of US
nuclear attacks against its nuclear forces. Today,
only a small fraction of Russia's nuclear forces are

2 “START | Aggregate Numbers of Strategic Offensive Arms,
as of 1 July 1999 as compiled from individual data submis-
sions of the Parties,” available online at the State Depart-
ment website at www.state.gov/www./global/arms/
factsheets/wmd/nuclear/start1/startagg.html. Includes 756
ICBMs armed with 3,560 warheads and 440 SLBMs armed
with 2,272 warheads.
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positioned to survive such an attack—perhaps only tens
of missiles carrying fewer than 200 warheads.® Russia
would also be concerned about the possibility of US
attacksintended to destroy Russia sability to command
its nuclear forces.

A US surprise attack might seem inconceivable.
Any use of nuclear weapons would probably be pre-
ceded by an extended crisis and conventional combat,
so that Russiawould have ampletimeto aert itsnuclear
forces and improve their survivability. But Russiais
likely toworry that acrisiscould lead to rapid and highly
effective conventional attacks by superior USor NATO
conventional forcesagainst Russian bombers, ports, and
submarines at sea. Or it might be reluctant to aert its
forcesfor fear of worsening the crisisor triggering pre-
emptive attacks. Even if it did aert its forces, Russia
might be concerned that the United States would ex-
ploit gapsin its early-warning system to launch an at-
tack that could destroy much of its strategic forces. In
any case, the proposed US NMD system looms much
larger when measured against the relatively small Rus-
sian force that might survive US attack and be capable
of retaliation.

Russiawill also consider the possibility of theNMD
system being expanded far beyond current proposals.
Asdescribed in Chapter 3, the proposed system includes
numerous ground-based radars and satellite-based in-
frared sensors, giving the United States the nominal
capability to track thousands of Russian warheadswith
high accuracy. Once this sensor system is deployed it
would be relatively easy for the United States to field
hundreds of additional interceptors and greatly expand
the capacity of the system. This concern is currently
addressed by the Anti-Ballistic Missile (ABM) Treaty,
which imposes strict limits on the location and capa-
bilities of radarsto prevent either country from provid-
ing a base for a nationwide defense.*

Indeed, Russia may worry that the United States
could expand the capacity of its NMD very rapidly by
using NM D sensors to increase the range and capabil-
ity of theater missile defense systems, particularly such
as the planned Navy Theater-Wide system. Although

3 Russia reportedly averages one regiment (nine single-
warhead missiles) of mobile missiles out of garrison and one
or two ballistic-missile submarines (16 to 36 missiles armed
with 64 to 264 warheads) on combat patrol at sea. Harold
Feiveson, et al., The Nuclear Turning Point (Washington,
D.C.: Brookings Institution Press, 1999), p. 109.

* Lisbeth Gronlund and George Lewis, “How a Limited
National Missile Defense Would Impact the ABM Treaty,”
Arms Control Today, November 1999, pp. 7-13.
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the United States has provided assurances that it will
not deploy these systems“in numbers and locations so
that these systems could pose a redlistic threat” to
Russid' s strategic nuclear force,® this system is highly
mobile and the total number of interceptors planned is
very large (more than 600). And as a recent BMDO
report onthe potentia utility of the Navy Theater-Wide
system to the NMD mission acknowledges, the NMD
system’s X-band radars could support the Navy The-
ater-Wide interceptor in engagements against long-
range strategic missiles.® The report concluded that in-
tegrating the planned Navy Theater-Wide system into
the planned ground-based NMD system would result
in amore flexible and robust national missile defense.

Finally, Russia may have concerns about even the
nominal purpose of the proposed NMD system. Be-
causethe systemisintended to protect the United States
against accidental and unauthorized attacks, it must be
designed to destroy at least a few Russian warheads.’
Russiamight view this as an attempt to deny its ability
to use or threaten to use one or afew missiles against
the United States. Although it is difficult to imagine
the circumstances under which limited Russian attacks
would make sense, we have little doubt that Russian
attack plansinclude such options and that Russian plan-
ners would seek to preserve them.

Because of these considerations, it ishighly likely
that Russia would adjust its nuclear force posture in
response to the deployment of the planned NMD sys-
tem. Even if Russian leaders could be convinced that
USintentions were benign and that the proposed NMD
system would not threaten Russian security, Russian
pride and prestige would be at stake and there would
be enormous political pressure to respond militarily.

Russia could respond in several ways. First, Rus-
sia could equip its missiles with a variety of counter-

5 “Agreement on Confidence-Building Measures Related to
Systems to Counter Ballistic Missiles Other Than Strategic
Ballistic Missiles,” 26 September 1997, available online at
the State Department website at http://www.state.gov/
www/global/arms/factsheets/missdef/abm_cbm.html.

¢ Ballistic Missile Defense Organization, “Summary of
Report to Congress on Ultility of Sea-Based Assets to
National Missile Defense” 1 June 1999.

7 According to US officials, the planned NMD system
“would also provide some residual capability against a
small accidental or unauthorized launch of strategic ballistic
missiles from China or Russia” (Jacques S. Gansler, Under
Secretary of Defense for Acquisition And Technology,
Testimony before the House Armed Services Subcommittees
on Research and Development and Procurement,

25 February 1999).



It is difficult to over-estimate the ABM treaty’s “tremen-
dous significance as a factor of strategic stability and
international security.... Implementation of existing plans
for deployment of national anti-missile defense systems
would constitute a violation of fundamental obligations
under the ABM treaty—not to deploy ABM systems for
the defense of national territory—and will lead to ac-
tual abolition of the treaty. Such a development would
inevitably upset the whole system of international trea-
ties in the disarmament field, it can trigger a new round
of a strategic arms race including in outer space, and
undermine the existing non-proliferation regime.”
—Vasily Sidorov, Russian Ambassador to
UN Conference on Disarmament
(“Russia and China Warn of New Arms
Race in Space,” Reuters, 5-11-99)

“[Tlhe very direction of the current actions of the US
Senate is in itself a step towards destroying the ABM
Treaty and with it all agreements on limiting strategic
missiles.... [The ABM Treaty and START Treaties] are
composite parts of an integral whole.... We are talking
here of a serious threat to the whole process of limiting
nuclear weapons and to the stability of a strategic situa-
tion which has taken decades of international agree-
ments to build up.”
—Russian Foreign Ministry Statement
(Agence France Presse, 3-18-99
and Reuters, Moscow, 3-18-99)

“... all agreements that have been signed or are being

prepared will come under threat—namely START I,
START II, and consultations on START I11.”

—Col. Gen. Vladimir Yakovlev, commander of

Russia’s strategic rocket forces

(Barry Renfrew, “Russia Fears US Proposal Could Lead

to Arms Race,” Pacific Stars and Stripes, 10-19-99)

Russian Statements on NMD

“We will fully withdraw from all inspection measures

and will not let anyone close to our arms. Russia will

not know what is going on in the United States. Ameri-
cans will not know what is going on in Russia.”

—Col. Gen. Vladimir Yakovlev, commander of

Russia’s strategic rocket forces

(“Russia Warns of US Arms Race,”

Associated Press, Moscow, 10-5-99)

“Problems have cropped up now with the Russian—

American 1972 ABM treaty; for this reason, we are

forced to build in into our new missiles a capability for
penetrating anti-missile defenses.”

—Col. Gen. Vladimir Yakovlev, commander of

Russia’s strategic rocket forces

(“But We Make Missiles,” Izvestia, 6-5-99, p. 1)

If the United States deploys a missile defense system,
Russia “will be forced to raise the effectiveness of its
strategic nuclear armed forces and carry out several
other military and political steps to guarantee its na-
tional security under new strategic conditions. ... We
see no variants which would allow the United States to
set up a national ABM system and still preserve the ABM
treaty and strategic stability in the world.”
—Gregory Berdennikov, director of the Russian
Foreign Ministry’s Security and
Disarmament Department
(David Hoffman, “Moscow Proposes Extensive
Arms Cuts,” Washington Post, 8-20-99, p. 29)

measures (decoys, chaff, jammers, etc.), to ensure that
itswarheads could penetratethe NM D system with high
probability. Indeed, recent statements indicate that
Russia plansto deploy countermeasureson its Topol-M
ICBM inresponseto the planned NMD system.? While
such countermeasures would not make the Russian

8 David Hoffman, “Russian Rocket Called Invincible,”
Washington Post, 25 February 1999, p. 19.

nuclear arsenal more dangerous or lethal, they would
negate any protection the NMD system otherwisewould
have afforded against accidental, erroneous, or unau-
thorized Russian attacks.

Second, Russiacould rely more heavily onits abil-
ity to launch its missiles on warning of an attack.
Because only a small fraction of the Russian nuclear
force could survive a US attack, Russia reportedly
maintains an option to launch most of its vulnerable
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missiles—silo-based ICBMs, garrisoned mobile
ICBMs, and pierside submarine-launched ballistic
missiles—on warning of attack. Thisisparticularly dan-
gerous given the fragmentation and degradation of
Russia sattack warning system, the generally poor state
of military training and morale, and the potential for a
serious political crisis. Deploying an NMD system
would only reinforce Russian plans to launch its mis-
silesonwarning. Thus, on balance, deployingan NMD
system could actually increase the risk of accidental,
inadvertent, or unauthorized launch.

Third, Russia could maintain a larger number of
ballistic-missilewarheadsthat it otherwise would have.
Although Russia's economic difficulties preclude a
major missile-building program, Russia could main-
tain a much larger number of warheads at relatively
low cost by renouncing the START Il Treaty (whichit
has signed but not ratified), which prohibits multiple-
warhead land-based missiles. Russia could, for ex-
ample, extend the life of its existing large, multiple-
warhead ICBMs or fit its newer land-based missiles
with multiple warheads. As we discuss in Chapter 2,
Russia can likely maintain 3,000 to 4,000 strategic
warheads for the next decade or more.

Fourth, Russia could emphasi ze alternative means
of delivering nuclear weapons. For example, Russia
could rehabilitateits strategic bomber force, or it could
redeploy long-range land-attack cruise missiles on ships
or submarines. (All US and Russian nuclear sea-
launched cruise missiles are currently in storage as a
result of coordinated US and Russian unilateral reduc-
tions of nonstrategic weaponsin the early 1990s.) This
option is less likely than those presented above, given
Russia's historical emphasis on land-based ballistic
missiles, but risksto US security could increaseif Rus-
siagoes down this path. These forces are more vulner-
ableto theft or unauthorized usethan are ICBMs, which
are under tight central control.

Finally, Russia could deploy an NMD system of
its own, partly for reasons of parity and prestige. Al-
though many analysts would dismiss this possibility,
given Russia seconomic situation, Russia sexperience
with missile defenseis comparableto that of the United
States, and it would be able to deploy an NMD system
at acost far below that of the planned US system. Rus-
siaamost certainly would use nuclear-armed intercep-
tors in such a system, which would have a higher kill
probability and would be less susceptible to counter-
measures than the hit-to-kill interceptors planned by
the United States. Although a Russian NMD system
would not threaten the United States directly, it
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undoubtedly would trigger US countermeasures and
Russian counter-countermeasures that would renew the
nuclear arms race and leave both countries |ess secure.
The ABM Treaty’s prohibition on nationwide defense
was intended to prevent this sort of action-reaction
syndrome.

In addition to its effect on Russia' s nuclear force
posture, a US NMD system would affect US-Russian
relations more generally. The Clinton administration’s
stance on missile defenses and the hostile or dismiss-
ive attitude towards Russia expressed by factions in
the US Congress has strengthened xenophobic forces
in Russia. A US decision to deploy an NMD system,
whether accompanied by USwithdrawal fromthe ABM
Treaty or by exploiting Russia sweak position to com-
pel its agreement to treaty modifications that are con-
trary to itsinterests, is bound to lead to a deterioration
of US-Russian relations. It can be expected that reac-
tionary forcesin Russiawould usethisissueto advance
their agenda.

A deterioration of relations could curtail or reverse
cooperative efforts to reduce nuclear risks. This could
include failure to implement the START Il Treaty and
the collapse of the START process, renunciation of
unilateral agreements to reduce nonstrategic nuclear
weapons, and termination of a variety of existing as-
sistance programs, officer exchanges, transparency
measures, and inspection arrangements. Russia’ s mas-
sive stockpile of nuclear materials, weapons, and
delivery systems and its numerous scientists and engi-
neers with expertise in sophisticated military technol-
ogy will continueto pose arisk of proliferation of both
materials and expertise to other countries as long as
Russia’ s economy remains poor and its political cli-
mate turbulent. A deteriorating US-Russian relation-
ship would preclude the cooperation essential to reduce
this proliferation risk, which poses avital threat to US
security.

A deteriorating US-Russian rel ationship could also
make Russia more willing to sell missile components,
missiles, and countermeasures to emerging missile
states, resulting in an increased missile threat to the
United Statesfrom other countries. Indeed, asthe 1999
National Intelligence Estimate (NIE) notes, the likeli-
hood that China or Russia would transfer an ICBM to
another country in the next 15 years dependsin part on
their “perceptions of US ballistic missile defenses.”®

°National Intelligence Council, “National Intelligence
Estimate (NIE): Foreign Missile Development and the
Ballistic Missile Threat to the United States Through
2015,” unclassified summary, September 1999, p. 12.



“If a country, in addition to its offensive power, seeks to
develop advanced TMD or even NMD, in an attempt to
attain absolute security and unilateral strategic advan-
tage for itself, other countries will be forced to develop
more advanced offensive missiles. This will give rise to
a new round of arms race, and will be in nobody’s inter-
est.... After the Cold War, with the world moving rapidly
towards multi-polarity, the significance of ABM Treaty
has increased rather than decreased.”
—Ambassador Sha Zukang, Director-General,
Department of Arms Control and Disarmament,
Ministry of Foreign Affairs of China
(Statement at Carnegie Endowment
7" Annual International Nonproliferation Conference,
Washington, D.C., 1/11-1/12/99)

“Any amendment, or abolishing of the [ABM] treaty, will
lead to disastrous consequences. This will bring a halt
to nuclear disarmament now between the Russians and
Americans, and in the future will halt multilateral disar-
mament as well.”
—Ambassador Sha Zukang, Director-General,
Department of Arms Control and Disarmament,
Ministry of Foreign Affairs of China
(John Pomfret, “China Warns of New Arms Race,”
Washington Post, 11-11-99, p. 1)

Chinese Statements on NMD

“Progress in nuclear disarmament cannot be achieved
without a global strategic equilibrium and stability. The
research, development, deployment and proliferation
of sophisticated anti-missile systems and the revision
of, or even withdrawal from, the existing disarmament
treaties on which global strategic equilibrium hinges
will inevitably exert an extensive negative impact on
international security and stability and trigger off a new
round of arms race in new areas, thereby seriously ob-
structing or neutralizing international efforts of nuclear
disarmament and nuclear non-proliferation.”
—Chinese President Jiang Zemin
(Speech at Conference on Disarmament,
Geneva, 3-26-99)

“This decision [to proceed with plans for ballistic mis-

sile defenses] will have profound negative influence on

the global and regional strategic balance and stability

and trigger a new round of arms race to the detriment
of the international disarmament process.”

—Li Changhe, Chinese Ambassador

to the UN Conference on Disarmament

(“Russia and China Warn of New Arms Race in

Space,” Reuters, 5-11-99)

China

As discussed in Chapter 2, China deploys some two
dozen single-warhead silo-based missiles and one sub-
marine capabl e of carrying ballistic missiles. Chinahas
no intercontinental bomber force. It does not maintain
its strategic nuclear forces on aert, ready to launch on
short notice. Thus, Chinadoes not have atruly surviv-
able deterrent force, as that concept is understood by
the other nuclear powers. Chinaapparently believesthat
amplewarning of an attack would be available and that
the mere possession of nuclear weapons, together with
the fact that an attacker could not be confident that it
could destroy all of China's weapons and prevent re-
taliation against one or more of its cities, is sufficient
to deter nuclear coercion by the United States and
Russia.’’

Given thesize and the vulnerability of Chind sstra-
tegic nuclear forces, any concernsthat might be aroused
in Russia by a US NMD deployment would hold far
more strongly for China. Although a nation that pos-
sessesathousand nuclear warheadsfor delivery by long-
range missile might tolerate the planned NMD system,
anation with two dozen warheads is highly unlikely to
do so. Moreover, while the Clinton administration is
seeking to assure Russia that the planned NMD system
would not threaten the Russian nuclear deterrent, the
system is designed and intended to be able to defend
against an attack by tens of missiles, which isthe size
of China's ICBM force. It is reasonable to expect that
China would respond to the deployment of an NMD
system so as to maintain, in the eyes of US political

19 For a discussion of China’s nuclear doctrine, see Alistair
lain Johnston, “China’s New ‘Old Thinking’: The Concept of
Limited Deterrence,” International Security, Vol. 20, No. 3
(Winter 1995-96), pp. 5-42; Yang Huan, “China’s Strategic
Nuclear Weapons,” Defense Industry of China, 1949-1989

(Beijing: National Defense Industry Press, 1989), available
at www.fas.org/nuke/guide/china/doctrine/huan.htm; and
Paul Godwin and John J. Schulz, “Arming the Dragon for
the 21st Century: China’s Defense Modernization Program,”
Arms Control Today (December 1993), p. 6.
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and military decision makers, the deterrent capability
of China’s nuclear forces.

In fashioning its response, China has two basic
options: deploying countermeasures or increasing the
size of its nuclear force by deploying more missiles
and/or deploying multiple warheads on missiles. A
launch-on-warning posture is not a realistic option for
Chinabecause it has no attack warning system and be-
cause even afull-scale Chinese attack would be unable
to overwhelm the proposed NMD system unless China
also employed countermeasures or increased the num-
ber of warheads. Given China’ s historical emphasison
ballistic missiles, it is also unlikely that China would
develop alternative means of delivery, such as long-
range air- or sea-launched cruise missiles.

We believe that a buildup and modernization of
China’'s ICBM force is a likely consequence of a US
decision to deploy NMD. China may already plan to
modernizeitsforce to improveits survivability and le-
thality, but the timing and scale of the buildup would
almost certainly be affected by aUSNMD deployment.
If, as seems likely, Chinad s strategic arsenal would re-
main significantly smaller than those of the United
States and Russia, a buildup would not materially alter
the existing strategic balance. However, those who be-
lievethat the proposed NM D would fundamentally shift
the strategic balancein favor of the United States, free-
ing the United States to act with impunity against
China’s perceived vital interests, are engaged in wish-
ful thinking. China has the resources, knowledge, and
incentive to maintain a credible strategic deterrent into
theforeseeablefuture, and thereisevery indication that
it will do just that.

To maintain an ability to increase the size of its
arsenal, China may refuse to agree to end the produc-
tion of fissile material for nuclear weapons. Chinamay
also fail to ratify the Comprehensive Test Ban Treaty,
particularly given the rejection of that treaty by the US
Senate, or may even resume nuclear testing in order to
develop countermeasures to the NMD system or war-
heads for multiple-warhead missiles.

As with Russia, US deployment of an NMD sys-
tem would strain US-China relations. Because the
United States needs China’'s cooperation in limiting
missile proliferation, adeterioration in US-Chinarela-
tions may also lead to an increased missile threat from
other countries.

Emerging Missile States
The primary mission of the NMD system is to defend
US territory against a small number of ICBMs armed
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with nuclear or biological warheadslaunched by emerg-
ing missile states, such as North Korea, Iran, and Irag.
Asdiscussed in previous chapters, any such state could
employ one or more effective countermeasures to de-
feat the NMD system if it wanted to use long-range
ballistic missiles. Here we consider other possible re-
sponses that an emerging missile state could take to an
NMD system. Several of these are elaborated in
Chapter 2.

One possibility isto use ship-launched cruise mis-
silesto deliver a huclear or biological weapon. Asthe
Ballistic Missile Defense Organization has disclosed
in considerable detail, the United States does not have
anything approaching a reliable defense against ship-
launched cruise missiles.™ Indeed, the Rumsfeld Re-
port noted that cruise missiles have a number of char-
acteristics that make them increasingly attractive to
emerging missile states.’? Today dozens of developing
nations own tens of thousands of conventionally armed
anti-ship cruise missiles, which could be converted to
land-attack missiles and armed with asmall but deadly
payload of biological agent.®® It would be easier to de-
velop or acquire short-range ship-launched cruise mis-
siles with a large enough payload to deliver a nuclear
weapon than it would be to develop or acquire ICBMs.

Another reason a nation might chooseto use cruise
instead of ballistic missiles is the difficulty of estab-
lishing theidentity of the ship fromwhich acruisemis-
sile was launched with sufficient confidence to permit
retaliation. There are over 100,000 merchant shipswith
a displacement of over 100 tons, and every day about
1,000 such ships cross into the area of the Atlantic
Ocean within 1,000 miles of US shores. Low-flying
cruise missilesare difficult to detect and track. By con-
trast, the launch point of any ballistic missile, what-
ever its range, would be identified by US satellite
SEnsors.

A second alternative is to launch short-range bal-
listic missilesfrom shipsoff the US coast—apossibility
that is mentioned in both the Rumsfeld Report and the
1999 NIE. Any state that could deploy an interconti-

" R. Ritter, National Cruise Missile Defense Briefing, May
1998.

'2 Executive Summary, Report of the Commission to
Assess the Ballistic Missile Threat to the United States,
July 1998, p. 2. Referred to hereafter as the Rumsfeld
Report. The summary is available online on the Federation
of American Scientists website at www.fas.org/irp/threat/
bm-threat.htm.

13 See, for example, David M. Gormley, “Hedging Against
the Cruise Missile Threat,” Survival, Vol. 40, No. 1 (1998),
pp. 92-111.



nental-range ballistic missile would be capable of
launching shorter-range missiles from ships at a much
earlier date. Ship-launched ballistic missilescould reach
large portions of the continental United States on tra-
jectoriesimmune to interception by the planned NMD
system or air defenses, and such missiles could be con-
siderably more accurate than an ICBM.

A third possibility is to use covert delivery meth-
ods, such as sailing a merchant ship into a harbor, us-
ing civilian aircraft, or smuggling a weapon into the
United States. As the 1999 NIE notes, such delivery
options would be more reliable and accurate than
| CBM s deployed by emerging missile states and would
probably “be more effective for disseminating biologi-
cal warfare agent than a ballistic missile.”** In addi-
tion, afirst-generation nuclear weapon may betoo large
and heavy for delivery by along-range ballistic missile
available to an emerging missile state, but would be
suitable for delivery by ship, truck, or airplane. And
because an emerging missile state would likely have
only a few nuclear weapons, it would want a reliable
means of delivery.

In short, ICBMs are not required to attack the
United States with nuclear or biological weapons. For
developing countriesin particular, ship-launched cruise
or ballistic missiles or clandestine delivery present a
far easier and surer road to such a capability than do
ICBMs.

Proponents of NMD agree that other modes of de-
livery are possible, but they maintain that this does not
negate the value of an NMD system. Deploying an
NMD system would, however, exact an opportunity
cost. Defense spending is limited; spending money on
one thing meansthat money will not be spent on some-
thing else. If, as seemslikely, deploying an NMD sys-
tem would preclude the large expenditures required to
defend against non-ICBM modes of delivery, while si-
multaneously increasing the likelihood that an attacker
would choose one of these alternative modes, then an
NMD system would leave the United States more vul-
nerable to attack.

Other States

The effects of aUS decision to deploy an NMD system
would reverberate throughout the international system.
For example, if China responds by building up its
nuclear force, this could trigger the deployment of

* National Intelligence Council, “NIE: Foreign Missile
Development,” p. 15.

nuclear-armed missiles by Indiaand, in turn, Pakistan.
Similarly, a decision by Chinato reject afissile-mate-
rial cutoff or the Comprehensive Test Ban Treaty would
preclude participation by Indiaand Pakistan and would
doom these agreements.

If the deployment of aUSNMD systemresultedin
a halt in US-Russian arms control efforts and a Chi-
nese buildup, as seems likely, this would undermine
the nuclear nonproliferation regime. States that agreed
not to acquire nuclear weapons under the Non-Prolif-
eration Treaty (NPT) did so under the condition, in
Article VI of the treaty, that the nuclear weapon states
would pursue negotiations leading to nuclear disarma-
ment. The nuclear weapons states reiterated this
commitment in connection with the indefinite exten-
sion of the treaty in 1995. The first post-extension re-
view of the treaty, scheduled to take place thisyear, is
expected to focus ailmost exclusively on the extent to
which the nuclear weapon states are meeting their Ar-
ticle VI commitments.

Even key US dlies, such as the United Kingdom,
France, and Germany, are uneasy about US plans to
deploy a national missile defense. European leaders
have reportedly told US officials of their concerns that
deploying NMD would decrease international security
by prompting Russiaand Chinato pull out of arms con-
trol treaties. They have also warned that it would com-
plicate relations within NATO.* (See box on Allied
Statements on NMD.)

Conclusions

The proposed USNMD system would decrease the se-
curity of the United States. Russia and China would
respond to the deployment of such a system by deploy-
ing a greater number of warheads than otherwise
planned. In addition, Russia would likely increase its
reliance on launch-on-warning to ensure that any retal-
iatory strike would be large enough to overwhelm the
NMD system. A decision to deploy an NMD system
would also have a generally negative effective on US
relationswith Russiaand Chinaand would threaten co-
operative efforts to decrease the number of nuclear
weapons, improve control s on weapons and weapon ma-
terials, and combat proliferation. Finally, an NMD sys-
tem could prompt emerging missile states to concen-
trate on other modes of delivery.

15 See, for example, William Drozdiak, “Possible US
Missile Shield Alarms Europe,” Washington Post,
6 November 1999, p. 1.
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Allied Statements on US NMD Plans

“If you start this [NMD], you're starting the arms race
back up.”

—NATO official

(“A Case of the Jitters,” Paul Bedard,

US News & World Report, 12-13-99, p. 12)

“If only one side, the United States, begins to step up

[defense capabilities], a Cold War atmosphere will be
created.”

—Jonathan Motzfeldt, prime minister of

Greenland’s home rule government

(“Greenland Says Russia Must Back US Missile Plan,”

Reuters, Copenhagen, 11-3-99)

“Great care should be taken not to damage a system
that, for almost 30 years, has underpinned nuclear re-
straint and allowed nuclear reductions.”

—Lloyd Axworthy, Canadian
Foreign Affairs Minister

(“Canada Stuck in Nuclear Squabble,”Mike Trickey,

The Ottawa Citizen, 11-17-99, p. A13)

“The Americans are obviously prepared to take ad-
vantage of Russia’s present weakness to realize their
own national interests.... America’s current arms policy
is nothing less than an affront: The ABM treaty is be-
ing called into question, spending for the NMD anti-
missile system is being more than doubled. This
means that Russia is no longer accepted as a partner
in security policy. And this thoughtlessness on
Washington’s part hurts Russia’s self-esteem, which
ultimately only strengthens the nationalists and na-
tional communists.
—Gernot Erler, Deputy Chair of the
SPD Group in the German Bundestag
(Deutsches Allgemeines Sonntagsblatt, 2-5-99, p. 8)

“We already went through this debate during the 1980s
with Ronald Reagan and the idea of a ‘Star Wars’ anti-
missile system. We learned how dangerous and divi-
sive it can be when you tamper with the ABM treaty,
and that is one thing that has not changed since the
end of the Cold War.”
—Senior NATO official
(“Possible US Missile Shield Alarms Europe,”
William Drozdiak, Washington Post, 11-6-99, p. 1)

“This project destabilizes the present situation. By ques-

tioning the ABM Treaty, we are moving directly from

non-proliferation to counter-proliferation.... But where

are the potential aggressors? Why should rogue states

not be persuaded by the logic of deterrence?... Might

this system not trigger a new arms race, raising the

risk of proliferation in unstable regions of the world?...

We would like this project to be studied quietly, and

without any premature decisions. But it concerns the
whole world.”

—Gen. Jean-Pierre Kelche,

French chief of defense staff

(“French Army Chief Rejects Washington'’s

Fears of a NATO Split,” Carey Schofield,

London Daily Telegraph, 11-23-99)

“We must avoid any questioning of the ABM treaty
that could lead to disruption of strategic equilibria and
a new nuclear arms race.”

“If you look at world history, ever since men began
waging war, you will see that there’s a permanent race
between sword and shield. The sword always wins.
We think that these systems are just going to spur
swordmakers to intensify their efforts.”

“China, which was already working harder than we
realized on both nuclear weapons and delivery
vehicles for them, would of course be encouraged to
intensify those efforts, and it has the resources to do
so. India would be encouraged to do the same thing,
and it, too, has the resources. And it would also in-
crease tensions within NATO, which would be too
bad.”
—French President Jacques Chirac
(“US and NATO Allied Divided Over Defense Needs,”
Craig R. Whitney, New York Times, 12-3-99, p. A6,
and “With a ‘Don’t Be Vexed’ Air, Chirac Assesses
US,” Craig R. Whitney, New York Times, 12-17-99)

“We are worried the Americans are going to ruin the
Anti-Ballistic Missile treaty, and then the whole deck
of cards would tumble down.”

—European defense official

(“Europe Disputes Need for Ballistic Missile
Defense,” Colin Clark and Luke Hill,
Defense News, 12-13-99, pp. 3, 28)
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Chapter 13

Deterrence and Diplomacy

Previous chapters have shown that the planned NMD
system would be ineffective at defending the United
States against even limited attacks by long-range bal-
listic missiles, whether launched by emerging missile
states, Russia, or China. Nor would any national mis-
sile defense address the threats posed to the United
States by other means of delivering nuclear, biologi-
cal, or chemical weapons. As discussed in Chapter 2,
several other means of delivery are far less demanding
technically and more accurate than arelong-range mis-
siles, and would therefore offer an attacker with lim-
ited technical resources a simpler and more reliable
means of attacking US territory.

Thethreat that the planned NMD systemisintended
to counter is not new. For decades the United States
relied on deterrence to cope with the far graver threat
toitsvery survival posed by Soviet nuclear-armed mis-
siles. Deterrence will continue to be the ultimate line
of defense against attacks using weapons of mass de-
struction.

The harsh truth that the planned NMD system
would not be effective means that the United States
must continue to respond to the threat of missile attack
in other ways. The United States, in concert with other
countries, can continue to reduce the missile threat
through a combination of export controls and various
cooperative measures and agreements. If preventive
policies fail, and a hostile emerging missile state ob-
tains intercontinental-range missiles armed with
nuclear, chemical, or biologica weapons, the United
States could deter the use of such weapons through the
threat of overwhelming retaliation. If such astate makes
an explicit and credible threat to launch a missile at-
tack against the United States, it may be possible to
destroy its missiles before they are launched, in accord
with the right of self-defense.

In addition, a rational approach to national secu-
rity would impel the United States to pursue research
and development programsthat would address the most
plausible means that emerging missile states could use
to deliver nuclear, biological and chemical weapons—
not just long-range ballistic missiles.

In this study, we do not examine in detail alterna-
tive means of addressing the missile threats that the
NMD system is intended to defend against. However,
for completeness, inthis chapter we briefly review some
of the other means by which the United States can ad-
dress the missile threat from emerging missile states
such as North Korea, Iran, and Irag, and from Russia
and China.

Emerging Missile States

For the emerging missile states, amajor barrier hasbeen
the acquisition of long-range missiles or the technol-
ogy to build them.

Export Controls. The centerpiece of effortsto pre-
vent the acquisition of missile technology is the Mis-
sile Technology Control Regime (MTCR). The MTCR
isavoluntary arrangement to control the export of mis-
siles and missile technologies, components, and
production facilities. The regime began in 1987 and
today 29 countries are members.! There are also

' As of March 1998, members were Argentina, Australia,
Austria, Belgium, Brazil, Canada, Denmark, Finland,
France, Germany, Greece, Hungary, Iceland, Ireland, Italy,
Japan, Luxembourg, The Netherlands, New Zealand,
Norway, Portugal, the Russian Federation, South Africa,
Spain, Sweden, Switzerland, Turkey, the United Kingdom,
and the United States. Nonmember states that have agreed
to adhere to MTCR guidelines include Bulgaria, China, the
Czech Republic, Israel, Poland, Romania, the Slovak
Republic, South Korea, and Ukraine.
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export control regimes to limit the spread of nuclear,
chemical, and biological weapons.

Export controls have slowed proliferation substan-
tially over recent decades, reducing to a handful the
number of countriesthat might acquireintercontinental -
range missiles and nuclear weapons. Export controls
deter countries from attempting to build missiles and
buy time against those that try.? Nevertheless, export
controls have not prevented proliferation altogether:
North Korea, Iran, and Irag are believed capable of
developing long-range missiles in the near future, and
India, Israel, and Pakistan have nuclear weapons. In
some cases, supplier governments are unwilling or un-
able to enforce controls. For example, there is strong
evidence that Iran received advanced missile technol-
ogy from firms in Russia, despite Russia s member-
ship inthe MTCR and repeated assurances by the Rus-
sian government that it would prevent such transfers.
Irag also demonstrated that a determined country can
develop weapons of mass destruction through a com-
bination of indigenous programs and circumvention of
export controls.

Export controls cannot be effective without the
cooperation of Russiaand China, and their willingness
to cooperate will be undermined by the US deployment
of a national missile defense system.

Cooperation. Cooperative policies, such as secu-
rity assurances and various economic or diplomatic
measures, can give countries powerful incentives to
voluntarily abandon, curtail, or reorient their weapons
programs or deployments, or never to begin such pro-
grams. This strategy has often been successful in the
past, and its future potential is substantial .

Even countriesthat are hostile to the United States
may be willing to reduce the threat they pose to the
United States, given the proper incentives.* For

2 In the cases of Argentina and Brazil, for example, export
controls hindered the development of long-range missiles
and nuclear weapons, allowing time for civilian govern-
ments to come to power in 1983-85 and put an end to
these weapons programs.

3 For example, in exchange for compensation from Russia
and various incentives from the United States, Belarus,
Kazakhstan, and Ukraine returned former Soviet nuclear
weapons to Russia following the breakup of the Soviet
Union. Also, South Korea and Taiwan abandoned their
nuclear weapons programs (in the late 1970s and 1980s,
respectively) when it became clear that continuing them
would jeopardize continued US economic engagement and
security cooperation.

*Such incentives are sometimes characterized as “bribery”
or “rewards for bad behavior,” but it is better for the United

116 Countermeasures

example, in 1994 North Korea agreed to verifiably
freeze and ultimately eliminate its plutonium-produc-
tion program in exchange for two nuclear power reac-
tors and other assistance. According to press reports,
North Koreahasindicated on several occasionsitswill-
ingness to end missile exports in exchange for aid.®
North Korea might also be persuaded to end the devel-
opment and testing of new, longer-range missiles. Fol-
lowing former Secretary of Defense William Perry’s
trip to North Korea in the spring of 1999 and the US
announcement that it would ease some economic sanc-
tions, North Korea agreed to observe a moratorium on
missile flight tests as long as discussions on these is-
sues with the United States were continuing.

Deterrence. Despite the best efforts of the United
States, it may not be able to prevent or dissuade some
countries from acquiring long-range missiles. Never-
theless, if any emerging missile state were to use, or
threaten to use, such missiles against the United States,
it would haveto disregard the fact that the United States
is by far the world's strongest military power with an
unguestioned ability to destroy the government of such
a state.

Indeed, the United States has made it clear that it
will exploit its power as a deterrent against emerging
missile states. For example, during the 1991 Persian
Gulf War, General Colin Powell threatened to destroy
Irag’' s ports, highways, railroads, airlines, oil facilities,
and, if necessary, the damson the Tigrisand Euphrates
riversif Irag used chemical and biological weapons.®

States to be pragmatic than sanctimonious. In fact, the
United States has a long history of attempting to modify the
interests of other states through a variety of incentives and
disincentives.

5 See, for example, David Wright “The Case for Engaging
North Korea,” Bulletin of the Atomic Scientists, March/April
1999, pp. 54-58, and Korean Central News Agency (KCNA)
commentary, “Nobody Can Slander DPRK’s Missile Policy,”
16 June 1998.

% On the eve of the Persian Gulf War, General Colin Powell
sent the following warning to Saddam Hussein: “Only
conventional weapons will be used in strict accordance
with the Geneva Convention and commonly accepted rules
of warfare. If you, however, use chemical or biological
weapons in violation of treaty obligations we will: destroy
your merchant fleet, destroy your railroad infrastructure,
destroy your port facilities, destroy your highway system,
destroy your oil facilities, destroy your airline infrastruc-
ture.” He added that, if driven to it, “we would destroy the
dams on the Tigris and Euphrates rivers and flood Baghdad,
with horrendous consequences.” Colin L. Powell, My
American Journey (New York: Random House, 1995),

p. 504.



Some NMD proponents, including Secretary of
Defense Cohen, argue that the United States needs an
NMD system because emerging missile states might
threaten to attack the United States with long-range
missiles to deter it from using conventional forces to
intervene in a regional conflict.” For example, North
Korea might threaten to attack the United States if it
moved to defend South Korea against an invasion by
the North. Inthe Cold War, however, even the massive
Soviet nuclear arsenal did not deter the United States
from promising to defend its European allies against a
Soviet conventional attack. Although this promise was
never put to the test, Soviet and European leaders alike
considered it credible.

Nevertheless, there may indeed be situations in
which such athreat of attack would influence US deci-
sion-making, and it would be preferable if such situa-
tions never arose. However, aUS NMD system would
not ease this problem because US leaders could not be
confident that the NMD system would be effective. If
US leaders were unwilling to take action that might
prompt a ballistic missile attack on the United States
without an NMD system, they would also be unwilling
to do so with thisNMD system.

Prelaunch Destruction. During a pre-existing
state of war, or if an emerging missile state made an
explicit and credible threat to attack the United States
with long-range missiles carrying weapons of mass
destruction, the United States could try to destroy the
missiles and their launchers before they could be used.
A first-generation intercontinental -range ballistic mis-
sile would be liquid-fueled and large. Such missiles
would not be mobile. Their location would likely be
detected by US satellites and other intelligence-gath-
ering means. While the United States failed during the
1991 Gulf War to locate and destroy any of Irag’s mo-
bile launchers for its short-range Scud missiles, this
failure does not indicate that the United States could
not destroy long-range missiles deployed by emerging
missile states on receipt of strategic warning of their
launch. Moreover, while the Rumsfeld Commission
judged that the development of long-range missiles
could escape detection for a longer period than had
previously been assumed, that does not mean that US

7 See, for example, Secretary of Defense William B.
Cohen, Testimony to the Senate Armed Services Commit-
tee, 8 February 2000. See also, Jim Garamone, “Missile
Defense Would Counter Nuclear Blackmail,” American
Forces Press Service, 7 February 2000, and William
Safire, “Team B vs. CIA,” New York Times, 20 July 1998,
p. A15.

intelligence satellites could not detect the deployment
or launch preparation of such missiles.

Of course, prelaunch destruction would be an act
of war, and it might be difficult for the United Statesto
decide to preempt even if hostilities had broken out.
The ambiguitiesthat always attend decisionsin acrisis
would, in this circumstance, be dominated by the un-
certainty about the reliability of intelligence and would
not be resolved by a missile defense of dubious effec-
tiveness. If acredible threat was made to launch weap-
ons of mass destruction at US territory, preemption
would be a serious option—one that an emerging mis-
sile state could not ignore and which would be a strong
deterrent in itself.

Boost-Phase Defenses. A boost-phase defense
system designed to destroy missiles very early in their
flight would belessvulnerable to countermeasures than
the planned US NMD system.? By destroying missiles
in their boost phase before submunitions could be re-
leased, such defenses could also be effective against
missiles carrying biological or chemical agents.® How-
ever, it should not be assumed that planned US theater
missile defenses could provide abasisfor aboost-phase
defense against long-range missiles.

A boost-phase missile defense could use very fast
interceptors deployed in underground silos or on off-
shore platforms. Because an interceptor would only
have a short time to reach the missile during its boost
phase, a boost-phase defense could only intercept mis-
silesthat were launched from pointsrelatively close to
theinterceptor sites (perhapswithin adistance of athou-
sand kilometers) and from over arelatively small area.
Consequently, the system might work against geo-
graphically small emerging missile states, but could not
provide aboost-phase defense against missiles|launched
from large countries such as Russia or China.

8 Countries seeking to defeat a boost-phase defense could
try to reduce the duration of the boost phase of their
missiles, but doing so would require developing advanced
solid-fueled missiles, which are quite different from the
liquid-fueled missiles that are now the foundation of the
missile programs in North Korea, Iran, and Iraq.

°Richard L. Garwin, “The Wrong Plan,” Bulletin of the
Atomic Scientists, March/April 2000, pp. 36-41, and
Richard L. Garwin, “Cooperative Ballistic Missile Defense,”
presented at the US State Department Secretary’s Open
Forum on National Missile Defense Against Biological and
Nuclear Weapons, 18 November 1999 (available online on
the Federation of American Scientists website at
www.fas.org/rlg/991117.htm).
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Deploying such asystem would likely face signifi-
cant policy obstacles. Deployment could raise signifi-
cant concerns in Russia and China, which might be
concerned that the United States could retrofit the fast
interceptor boosters with kill vehicles intended for
midcourse interception, making the system capable of
engaging long-range missiles launched from anywhere
in Russiaor China. Moreover, basing the defense close
enough to some emerging missile states would be a
challenge, although thiswould not bethe casefor North
Korea.

Russia and China

Nuclear-armed Russian missiles on rapid-launch sta-
tus are areal and present danger to the security of the
United States. China also has a small force of nuclear-
armed missiles capable of striking US territory. In the
case of Russia, the threat of deliberate attack has re-
ceded, but this has been superseded by the danger of
accidental, erroneous, or unauthorized launch. More-
over, as noted in the previous chapter, US deployment
of an NMD system may lead Russiaand Chinato react
in ways that increase the threat that their missiles pose
to the United States. For example, Russiamay increase
itsreliance on a“launch-on-warning” policy, and China
may deploy many more warheads than it otherwise
would have.

Russia. Only cooperation can reduce the risk of
accidental, erroneous, or unauthorized launch of Rus-
sian missiles. Accidental launch cannot be deterred. US
security is inextricably linked to the proper manage-
ment of Russia’s nuclear forces. US-Russian coopera-
tive programs are needed to prevent unintended
launches, and to reduce the risk that Russian nuclear
weapons, weapon materials or weapon know-how might
be stolen or sold. However, US NMD deployment is
likely to make such cooperation much more difficult.

Therisk of accidental, erroneous, or unauthorized
launch of Russian missiles could be reduced through a
variety of cooperative measures to reduce the size and
launch-readiness of missile forces. The current situa-
tion, inwhich both countries stand ready to launch thou-
sands of nuclear warheadsin afew minutes, is exceed-
ingly dangerous. Deterrence requires the ability to re-
taliate, not the ability to retaliate instantaneously. To
reduce the risk of accidental, unauthorized and errone-
ous attack, both countries could take their vulnerable
forces (silo-based missiles, garrisoned mobilemissiles,
and pier-side sub-launched missiles), or all their nuclear
missile forces, off rapid-launch alert status.
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In the case of the United States, which has alarge
number of invulnerable sea-based warheads, nuclear
deterrence would be robust even if al of its nuclear
weapons were incapable of immediate launch. Thisis
less clearly so for Russia, which has a smaller number
of warheads survivably deployed at any given time.
Thus, even more so than for the United States, Russian
willingness to take weapons off rapid-launch status
would depend on the state of relations between the two
countries. The US deployment of an NMD system
would not only damage such relations, but would likely
be viewed as a threat to the utility of Russia's surviv-
ablenuclear forces. Its deployment may, therefore, lead
Russia to increase the fraction of its forces ready for
immediate launch.

Another cooperative approach for dealing with ac-
cidental, erroneous, or unauthorized launcheswould be
to install postlaunch nuclear-warhead destruction de-
vices on all ballistic missiles.® Such destruction de-
vices are used in tests of US missiles for safety pur-
poses. In this case the devices would be installed on
the warheads rather than the missiles so that they could
be used even after the warhead was released from the
missile.

China. As with Russia, the only practical way to
deal with the Chinese missile threat is through a com-
bination of deterrence and cooperation.

Cooperative measures can reduce the Chinese mis-
silethreat. Chinahas at timesin the past been reluctant
to engage in arms control negotiations because its
nuclear force is much smaller than those of the United
States and Russia and | ess capabl e than those of France
and Britain. But Chinajoined the other nuclear-weapon
states in signing the Comprehensive Test Ban Treaty
and submitted it to the National People’s Congress for
ratification even after the US Senate voted the treaty
down in October 1999.** Chinaal so joined thefour other
nuclear-weapon statesin an informal freeze on the pro-
duction of fissile material for weapons, pending the
negotiation of aformal convention. Chinamay also be
willing tojoinin other arrangementsthat the other four
original nuclear-weapon states found mutually
agreeable.

19 Sherman Frankel, “Aborting Unauthorized Launches of
Nuclear-Armed Missiles Through Postlaunch Destruction,”
Science and Global Security, Vol. 2 (1990), pp. 1-20.

" “China Submits N-Test Ban Treaty to Parliament,” Reuters,
1 March 2000.



Appendix A

The Thermal Behavior of Objects in Space

“Dueto their extended time above the earth’s atmosphere, strategic RVs
[reentry vehicles] are much colder (emit less IR [infrared] signal) than the

TBMs [theater ballistic missiles]...”

—Genera Malcolm O’ Neill, then Director of the Ballistic Missile
Defense Organization, in a hearing before the Military Acquisition Subcom-
mittee of the House Armed Services Committee, 1993

It is a common misperception that—because space is
cold—an object initially at room temperature will cool
in space. However, thisis true only at night (that is,
when the object is in the Earth’s shadow). Only then
will the equilibrium temperature of any object in space
be well below room temperature. During the daytime,
the equilibrium temperature can be either above or be-
low room temperature.

One of the physical observablesthat the NMD sys-
tem will use to try to discriminate the warhead from
other objects in space is temperature. This appendix
provides background information on the thermal
behavior of objects in space and their equilibrium
temperatures.

It is convenient to discuss the thermal behavior of
objects in space by first considering a theoretical ob-
ject that absorbs all radiation incident upon it. Such an
object, known as a“blackbody,” is also a perfect emit-
ter of radiation.

The Physics of a Blackbody

Theemission of radiation from ablackbody is described
by anumber of well-known physical relationships. For
a blackbody at a temperature T (all temperatures are
giveninKelvin, K), the spectral radiant exitance M, (T)
(the amount of energy per second emitted by aunit area
of the object’ s surface with wavelength in aunit band-
width centered at wavelength 4) is given by Planck’s
formula

2rthc?

Mu(M) =—F——3
)Ls[em —1} (A-1)

where h is Planck’s constant (6.6x 103 J-s), c is the
speed of light (3x 10® m/s), and k is Boltzmann’s con-
stant (1.38x 10* JK). M, is also sometimes called the
“emittance.” Figure A-1 shows the spectral radiant
exitance of a 300 K blackbody as a function of wave-
length.

The wavelength at which the spectral radiant
exitance is a maximum depends on the temperature of
the blackbody and is given by the Wien Displacement
Law:

Ay = 2898IT (A-2)

where A is given in microns (um), if Tisin Kelvin.

The sun, with a surface temperature of about
6,000 K, thushasits peak in thevisible at awavelength
of about 0.5 um, while a 300 K room temperature ob-
ject hasits peak in the long-wave infrared at a wave-
length of about 10 um. Thus for an infrared sensor
searching for or observing room temperature objects,
itisdesirablefor it to have apeak sensitivity near 10 um.

The total radiant exitance M(T) emitted by an ob-
ject at temperature T can be obtained by integrating the
spectral radiant exitance over al wavelengths. Itisgiven
by the Stefan-Boltzmann formula:

MT)=oT* (A-3)

where o is the Stefan-Boltzmann constant (5.67x
102 W/cm?-K4). For a 300 K blackbody, this gives
M = 0.046 W/cm2.! If the blackbody were a missile
warhead with a surface area of 4 m?, the total power

! It is customary in infrared engineering to use units of
W/cm?, and we follow that convention here.
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Figure A-1 also shows the
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Spectral Radiant Exitance (W/cm 2-micron)

spectral radiant exitance for a300
K graybody with = 0.7. Note that
the curvesareidentical except that
the radiant exitance of the
graybody isreduced by afactor of
0.7 relative to that of the black-
body.

If the warhead discussed
above, with asurface areaof 4 m?,
had an emissivity of 0.8, then it
would emit atotal power of about
1,470 watts and about 400 watts
in the 8 to 12 um band.
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Figure A-1. The spectral radiant exitance of two objects as a function of
wavelength: a 300 K blackbody, and a 300 K graybody with an

emissivity of 0.7.

emitted by the warhead would be 1,840 watts (or about
146 W/steradian).

To obtain the power emitted in aspectral band, M,
isintegrated over that wavelength band. For example,
the power emitted by a 300 K blackbody in the long-
wave infrared band from 8 to 12 um is 0.0124 W/cn?.
The power emitted in this wavelength band by a war-
head with a surface area of 4 m? is about 500 watts.

The Physics of a Graybody

A blackbody is a perfect absorber and emitter of radia-
tion. Actual targets, of course, will not be perfect ab-
sorbersand emitters. At agiven temperature and wave-
length, the ratio of the spectral radiant exitance, M Iy of
an object to that of a blackbody is known as the emis-
sivity ¢ of the abject:

MM gpject
«dm M 5, (T prackbody (A-4)
If the emissivity of an object is constant as afunc-
tion of wavelength and temperature, then it is known
as a graybody (a blackbody is thus a graybody with
e = 1). For a graybody, all the relationships (A-1)
through (A-3) presented above still apply, but with the
emissivity as an additional multiplicative factor. Thus

for a graybody, the Stefan-Boltzmann relationship is

MM =¢€eoT* (A-5)

Countermeasures

Whileablackbody isaperfect
absorber of radiation, a graybody
isnot. At agiven temperature and
wavelength, theratio of theradia-
tion absorbed by a graybody to
that absorbed by a blackbody is
given by the absorptivity c.

For objects in thermal equilibrium,

o= (A-6)

For an opaque object, energy not absorbed must be re-
flected, and so the reflectivity p is given by:

p=(1-0)=(1-¢ (A-7)

wherethe second equality assumesthermal equilibrium.

The Physics of Real Targets

A real target, although it may behave like a graybody
over alimited range of wavelengths (for example, over
the visible or the long-wave infrared part of the spec-
trum), will have an emissivity that varies with wave-
length. Thus, although at any given wavelength

gA,) = ofA) (A-8)
in general

g(A,) #€(4,) (A-9)
and therefore

gA,) #a(A,) (A-10)

In particular, the absorptivity at visible wavelengths,
which largely determines how much radiation a target
in space in daylight will absorb, can be very different
from the emissivity at long-wave infrared (LWIR)
wavelengths, which largely determines how much ra-
diation the target will emit. Materials with different



visible absorptivitiesand LWIR emissivities make pos-
sible a wide range of target equilibrium temperatures
in space.

Equilibrium Temperatures in Space. For an ob-
ject in thermal equilibrium in space,

P.=P +P (A-11)

where P_ is the power emitted by the object, P, isthe
power absorbed by the object, and P, isany power gen-
erated internally by the object (for example, by awar-
head inside a balloon). For the discussion here we will
neglect P, (although we will consider this term when
we discuss balloon decoysin Appendix H, which ison
the thermal effect of a warhead in a balloon), so that
P.=P,.

Objects in daylight. For aballoon illuminated by
the sun and in equilibrium at a temperature L

P.= A g0 Teq4 (A-12)

and
P,=A.[(S+ S)o, + o E] (A-13)
where A and A arethe surface areaand average cross-

sectional area of the balloon, &p is the emissivity
averaged over the infrared (IR) band, ¢ is the Stefan-
Boltzmann constant (5.67x 102 W/cm?-K4), Siis the
solar flux (1360 W/nv), S, is the solar flux reflected
from the Earth (known as the albedo flux and typically
taken to be equal to 0.3S), E isthe Earth infrared flux
(about 240 W/m?), «, is the balloon absorptivity aver-
aged over the visible and near infrared band, and ¢, is
the balloon absorptivity averaged over the infrared
band.? (Note that equation (A-12) assumes that the bal-
loon is rotating so that al of its surface is equally ex-
posed to the sun and its temperature is constant over
the surface; this obviously can be only approximately
true.)

Using thefact that o, = ¢, for an object in thermal
equilibrium, equation (A-13) can be rewritten as

P, =A.[(S+ S, + ¢.E] (A-149)

2 The values of the albedo flux and the Earth IR flux are
those appropriate for an object at altitudes of several
hundred kilometers (that is, in low Earth orbit). At higher
altitudes, these fluxes will be lower. Both fluxes are
proportional to [T — (1 — k?)%°], where k = R_/(R, + h), R_is
the radius of the Earth, and h is the warhead altitude. See
George P. Wood and Arlen F. Carter, Predicted Character-
istics of an Inflatable Aluminized-Plastic Spherical Earth
Satellite with Regard to Temperature, Visibility, Reflection
of Radar Waves, and Protection from Ultraviolet Radiation,
NASA Technical Note D-115, July 1959.

By combining equations (A-11), (A-12), and (A-14)
we obtain an equation for the equilibrium temperature
T,,» under the condition that P, = 0:

(Al A(S+50) 2 +E [

— IR
Teg = . (A-15)

For aspherical balloon, theratio (A./ A,) is¥s, and
equation (15) becomes

(S+SR)—+E

ERr

e~ 4io (A-16)

Notethat T isindependent of the radius of the balloon.
Table A-1 lists visible absorptivities and infrared
emissivities for a range of materials. Using the values
listed for a sphere coated with white epoxy paint
(o, =0.248 and ¢, = 0.924), equation (A-16) yieldsan
equilibrium temperature of 237 K. Thus, assuming the
sphere coated with white epoxy paint is at room tem-
perature (300 K) before deployment, the sphere will
cool to an equilibrium temperate of 237 K if deployed
during the daytime. However, if the sphere wasinstead
painted with aluminum silicone paint (¢, = 0.25 and
£, =0.28), the equilibrium temperature would be 299K,
which is near room temperature. On the other hand, a
sphere covered with shiny aluminum foil (¢, = 0.192
and ¢, = 0.036) would have an equilibrium tempera-
tureof 454 K. Table A-1 aso liststhe equilibrium tem-
peratures for spheres with different surface coverings.
The temperatures in Table A-1 are computed us-
ing asolar flux of 1360 W/m2, an albedo flux equal to
exactly 0.3 the solar flux, and an Earth infrared flux
of 240 W/m?2. In practice, each of these fluxeswill vary
dlightly with factors such as the time of the year and
time of day, sothetemperaturesin Table A-1 will vary,
typically by several degrees, as these factors change.
Thus, depending on the surface coating used,
targets in space during the daytime can have widely
varying equilibrium temperatures—both above and
below room temperature. In fact, one can obtain any
equilibrium temperature for a sphere between 227 K
and 540 K by using more than one surface coating; for
example, by painting part of the surface with different
paints.
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Table A-1. The visible absorptivities, infrared emissivities, and their ratio, for several materials.
If a sphere (or spherical shell) is in sunlight, its surface coating will determine the equilibrium temperature.
This equilibrium temperature is listed for a sphere coated with each material. If the sphere is in the earth’s

shadow, its equilibrium temperature will be independent of its surface coating and will be 180 K.

Equilibrium
Surface Coating a, Ex a /e, Ten;[;ﬁree:teu;: of

Sunlight (K)
White TiO, paint 0.19 0.94 0.20 227
White epoxy paint 0.248 0.924 0.27 237
White enamel paint 0.252 0.853 0.30 241
Mylar 0.17 0.5 0.34 247
Aluminum silicone paint 0.25 0.28 0.89 299
Grey TiO, paint 0.87 0.87 1.00 307
Black paint 0.975 0.874 1.12 314
Aluminum paint 0.54 0.45 1.20 320
Aquadag paint 0.782 0.49 1.60 341
Aluminum foil (shiny side) 0.192 0.036 5.33 454
Polished gold plate 0.301 0.028 10.8 540

Sources: Absorptivities and emissivities from George J. Zissis, ed., Sources of Radiation, Vol. 1 of The Infrared and
Electro-Optical Handbook (copublished by Infrared Information Analysis Center, Ann Arbor, Michigan and the SPIE
Optical Engineering Press, Bellingham, Washington, 1993), p. 113; James R. Wertz and Wiley J. Larson, eds., Space
Mission Analysis and Design (Norwell, Massachusetts: Kluwer Academic Press, 1991), p. 382; P.R.K. Chetty, Satellite
Technology and its Applications (Blue Ridge Summit, Pennsylvania: TAB Books, 1988), p. 250; Charles V. Woerner
and Gerald M. Keating, Temperature Control of the Explorer IX Satellite, NASA Technical Note D-1369, 26 April
1962, p. 25; and Robert Siegel and John R. Howell, Thermal Radiation Heat Transfer, 3rd ed. (Washington D.C.:

Hemisphere Publishing, 1992), p. 1044. Values for mylar are for mylar film laminated on aluminum foil.

From equation (A-15) we see that, for an object of
given shape, the equilibrium temperatureis determined
by the ratio of the object’s solar absorptivity averaged
over visible wavelengths (¢, ) to its emissivity aver-
aged over IR wavelengths (¢,,). The larger the ratio
/€. the higher the equilibrium temperature T_ of an
object will be.

For an object that isnot spherical in shape, the equi-
librium temperature for a given surface composition
will generally be lower than that for a sphere, since a
sphere has the largest average ratio of cross-sectiona
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areato surface area, A. /A,. If anonspherical object is
rotating in such away that an average value of A_ /A,
can be used, then its equilibrium temperature can be
easily calculated from equation (A-15). For example,
consider acylinder that is 3 meterslong and has abase
diameter of 3 meters. For this cylinder, depending on
its orientation, theratio of its cross-sectional areato its
surface area can vary between 0.167 and 0.212. If we
assume an average of 0.2, equation (A-15) givesabal-
loon temperature of 283.7 K for aballoon surface com-
position that would give a temperature of 300 K for a



sphere. If the object has a shape and orientation such
that an average value of A, /AS cannot be used, then the
calculation of the equilibrium temperature is more
complex (because A . can be different for the solar and
Earth radiation fluxes).

Objects at night. For an object in space in the
Earth’ s shadow, the situation is considerably different.
Since both the solar flux S and the Earth’s albedo S,
are zero, in this case equation (A-15) for the equilib-
rium temperature reduces to

1
Teq=[(AC/AS)E:|4

mylar, with the aluminum on the outside (with the shiny
side of thealuminum foil facing out). With an inflation
pressure of 70 Pa (0.01 pounds per square inch),
12 grams of nitrogen gas would be required to inflate
the balloon. This baseline balloon has a mass of about
0.5 kg and has a heat capacity of about 460 joules/K at
300K.3

The balloon is assumed to be at a temperature of
300 K (80° F) when deployed, and for now we will as-
sume that although the balloon’s average temperature
will change, the balloon’ stemperature is uniform over
its surface. We neglect the mass and heat capacity of

(A-17) any paint and the inflating gas.*
(0
500
For a spherical object, equation
(A-17) smplifiesto i auminum foil
450
1
| E |4 2
Ty = [E] (A-18) < 400
5
Thus, any spherical shell in low g 350
Earth orbit in the Earth’'s shadow & black paint
will have an equilibrium tempera- % 300
ture of about 180 K. The cylindri- aluminum silcone paint
cal object discussed above (with a 250 o _
length and base diameter of white TiO, paint
3 meters) will have an equilibrium | | |
temperature of about 170 K. 200 0 5 P 5 5 10

Time Required to Reach
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Equilibrium Temperature. In ac-
tual practice, an object on a ballis-
tic trajectory in space may or may
not reach its equilibrium tempera-
ture. How quickly it doesso will de-
pend on the difference between its
initial temperature at releaseandits
equilibrium temperature, on its
emissivity, and on itsthermal mass.
For a heavy object, such as a war-
head, the time to reach equilibrium
will be many hours, much longer

Figure A-2. The temperature of four empty balloons with different surfaces
as a function of time following their release, assuming they are initially at
room temperature (300 K).

The balloon with an outside surface of shiny-side aluminum foil has an equilibrium
temperature of 454 K; the same balloon covered with black paint, with aluminum
silicone paint, and with white TiO, paint has an equilibrium temperature of 314 K,
299 K, and 227 K, respectively. Our calculations assume the balloons are spheri-
cal; have a diameter of 3 meters; are made of aluminum-mylar laminate, with a
0.0001-inch-thick aluminum layer on the outside and a 0.00025-inch-thick mylar
layer on the inside; and have a mass of approximately 0.5 kg. For these calcula-
tions, we also assume that although the balloon’s average temperature will change,
the balloon’s temperature is uniform over its surface.

than thetime it will be in space. On the other hand, for
very light objects such as balloon decoys, equilibrium
could be reached in a matter of minutes.

To illustrate both the range of temperatures that
can be achieved for balloons and the equilibration time,
we use asimple model. Our baseline balloon model is
a sphere with a 3-meter diameter and is made from a
two-ply laminate consisting of alayer of 0.0001-inch-
thick aluminum foil and alayer of 0.00025-inch-thick

3 The aluminum contributes 0.19 kg and the mylar 0.25 kg
(the densities of aluminum and mylar are 2.70 and

1.39 g/cm? respectively). Their room temperature specific
heats are 0.904 )/g-K for aluminum and 1.15 )/g-K for mylar.
The calculations here use these room temperature values;
the variation of specific heat with temperature is neglected.

* For these very lightweight balloons, the mass of the paint
could be a significant fraction of the balloon’s total weight.
However, as Figure A-3 shows for heavier balloons, this
would not change the fundamental conclusion that equilib-
rium is reached in a few minutes.
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Figure A-2 shows the tempera-
ture variation following deployment
for four empty balloons with differ-
ent paint finishes, with equilibrium
temperatures covering a range of
over 200 K: the unmodified baseline
balloon with an outside surface of
shiny-side aluminum foil (with an
equilibrium temperature of 454 K),
and the same balloon covered with a
thin layer of black paint (314 K), of
aluminum siliconepaint (299K), and
of white TiO, paint (227 K). All the
balloonsreach their equilibrium tem-
peratures within a minute or two.

Figure A-3 shows the thermal
behavior of four spherical balloons
that arethe same sizeasthosein Fig-
ure A-2, but are made of a thicker
laminate, with a 0.001-inch-thick
aluminum layer on the outside and a
0.001-inch-thick mylar layer on the
inside. Each of these balloons has a
mass of about 3 kg, or about 6.5 times
that of the balloons shown in Figure
A-2. Figure A-3 showsthat balloons
with equilibrium temperatures near
room temperature still reach equilib-
rium within a few minutes, but the
balloon withitsequilibrium tempera-
ture furthest from room temperature
(the aluminum foil one) takes over
ten minutes to reach equilibrium.
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Figure A-3. The temperature of four empty balloons with different
surfaces as a function of time following their release, assuming they are
initially at room temperature (300 K).

The balloon with an outside surface of shiny-side aluminum foil has an
equilibrium temperature of 454 K; the same balloon covered with black paint,
aluminum silicone paint, and white TiO, paint has an equilibrium temperature
of 314 K, 299 K, and 227 K, respectively. Our calculations assume the bal-
loons are spherical; have a diameter of 3 meters; are made of aluminum-mylar
laminate, with a 0.001-inch-thick aluminum layer on the outside and a 0.001-
inch-thick mylar layer on the inside; and has a mass of approximately 3 kg. For
these calculations, we also assume that although the balloon’s average tempera-
ture will change, the balloon’s temperature is uniform over its surface.



Appendix B

The Measurement and Discrimination
Capabilities of SBIRS-Low

Ascurrently planned, SBIRS-low (Space-Based Infra-
red System, low Earth orbit) will consist of approxi-
mately 24 satellites deployed in low-Earth orbits at an
altitude of about 1,600 km. SBIRS-low will usevisible
and short-, medium-, and long-wave infrared sensors
to track ballistic missiles throughout all phases of their
flight and to discriminate the warhead from other ob-
jects. The final design of the SBIRS-low satellites is
not yet set, so there could be some changes relative to
the description given here.

Each satellite will have two sensors that can be
aimed independently: awide field of view acquisition
sensor and a narrow field of view tracking sensor. The
acquisition sensor will be a short-wave infrared sen-
sor, which can detect a missile during its boost phase
by observing its bright plume against the background
of the Earth (when the missile is below the horizon),
generally with the assistance of cueing information from
an early warning satellite. This acquisition sensor will
then hand over the targetsto the tracking sensor, which
can also track cooler objects by viewing them above
the Earth’ s horizon. Our interest hereisin the tracking
sensor, since thisisthe one that would provide datafor
target tracking and discrimination during midcourse.
The tracking sensor will be a staring sensor that will
use multiple focal planes and wavelength filters to op-
eratein different wavelength bands. The precise wave-
length bands to be used by this sensor are not publicly
available, but the sensor will operate in several bands
spanning the following frequency ranges: visible
(0.3-0.7 um), short-wave infrared (1-3 um), medium-
wave infrared (3—6 um), and long-wave infrared
(6-16 um).

The different spectral bands will be useful not just
for observing any one object at multiple wavelengths,
but also for determining an object’ s temperature, since

the relative amount of energy radiated by the object at
different wavel engths depends on the object’ stempera-
ture. The NMD system hopes to use the observed tem-
perature of the objects it sees to distinguish the war-
head from the decoys. Recall (from Appendix A) that
the wavelength at which the spectral radiant exitance
IS amaximum, /IM A depends on the temperature T, of
a blackbody and is given by the Wien Displacement
Law:

A = 2,898 um/ T (B-1)

A room-temperature object with a temperature of
300 K thus has its peak in the long-wave infrared at a
wavelength of about 10 um. Thevaluesof 4,,,, and the
radiation band that it fallsin are givenin Table B-1 for
objects at various temperatures.

Table B-1. Peak radiation emitted by objects at
different temperatures.

Temperature of Radiation Band
. Ayuax (Wm) Used to Track
Object (K) Object
1000 2.9 short-wave
infrared
675 43 medium-wave
) infrared
450 6.4 medlum.— to long-
wave infrared
300 10 long-wave
infrared
180 16 long-wave
infrared
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The short-wave infrared band can be used to track
the missile during boost phase (once the acquisition
sensor hands it over) as well as during reentry, once
the warhead has been sufficiently heated by its atmo-
spheric reentry. The medium- to long-wave and the
long-waveinfrared sensorswill be of most usefor track-
ing and discrimination in midcourse. Recall (from Ap-
pendix A) that the equilibrium temperature for an ob-
ject in sunlight in space can range from roughly 240 K
to over 500 K, whereas the equilibrium temperature of
an object in the Earth’s shadow is 180 K (athough
heavy objects such as warheads may not vary much
from room temperature during the limited time they
arein space).

The visible sensor would not detect radiation emit-
ted from the object, but reflected sunlight. The surface
temperature of the sunisabout 6,000 K, corresponding
to awavelength 4, of 0.5 um.

Only limited public information is available about
the sensitivity and resolution of the SBIRS-low sen-
sors. However, additional insight into their likely char-
acteristics can be obtained from looking at the Mid-
course Space Experiment (M SX), which isoperated by
universities and about which detailed technical infor-
mation is available. MSX isaBMDO-sponsored satel-
liteintended to support the devel opment of space-based
infrared satellites such as SBIRS-low. Because MSX
is a state-of -the-art system intended to measure target
and background signatures and this information will
be fed directly into the SBIRS-low program, it is rea-
sonable to assume that the angular resolution and sen-
sitivity of SBIRS-low sensors will be similar to those
of the MSX sensors.*

It is also possible to determine some properties of
the SBIRS-low sensors using basic physical principles.
Below we discuss and analyze the available informa-
tion to assess the capability of SBIRS-low to make
thermal and visible measurements on objects in space
during midcourse and to use this data to discriminate
warheads from other objects.

' According to then-director of BMDO General Malcolm
O’'Neill, “MSX will collect infrared, visible, and ultraviolet
data on exoatmospheric targets and backgrounds to validate
models and sensor designs. MSX will also demonstrate
target acquisition and tracking, verify the sensor’s ability to
track targets against stressing backgrounds, and demonstrate
state-of-the-art sensor and spacecraft technologies. MSX
data will be used to determine how an infrared tracking
sensor in space hands off state vectors to an exoatmospheric
kill vehicle (EKV) so that the EKV can best guide itself to
the target.” BMDO Director General Malcolm O’Neill,
written response to a question, House Department of
Defense Appropriations for 1995, 15 March 1994, p. 224.
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Medium- to Long-Wave Infrared and
Long-Wave Infrared Sensors

Sensor Resolution. According to the laws of physics,
the diffraction-limited angular resolution of asensor is
given by A /d, where A is the wavelength of the radia-
tion the sensor detects and d isthe diameter of the sen-
sor aperture. For a medium-wave infrared sensor with
an aperture diameter of 0.5 meters, the diffraction-lim-
ited angular resolution would therefore be roughly
4um/0.5m = 8 urad.? At atarget range of 1,000 km, its
resolution would be about 8 meters.® For along-wave
infrared sensor with the same aperture diameter, the
diffraction-limited angular resolution would instead be
roughly 10um/0.5m = 20 urad. At a target range of
1,000 km, its resolution would be about 20 meters.

Thusthe spatial resolution of the medium- to long-
wave and long-wave infrared sensors will be too poor
to allow any imaging of a warhead-sized object (with
dimensions of roughly 2 meters); instead these sensors
will see all midcourse objects as point emitters. The
sensors will also be unable to resolve closely spaced
objects and will therefore not be able to observe the
deployment of countermeasures (such as balloons) in
any detail.

We can compare these numbers with information
about the MSX Spatial Infrared Imaging Telescope 111
(SPIRIT 111). SPIRIT 1l isamid- through long-wave
infrared sensor, detecting radiation with wavelengths
from 4.2 to 26.0 um.* Its primary components are an
imaging telescope, a six-color radiometer, and a six-
channel interferometer/spectrometer. It is cooled by

2 We use an aperture of 0.5 meter for several reasons. The
MSX sensor, which we assume will be similar to the SBIRS-
low sensor, has an aperture of about 0.39 m. Assuming a
larger sensor is a conservative estimate since it will underes-
timate the diffraction effects. BMDO drawings of SBIRS-low
satellites show small apertures, so this appears to be a
reasonable estimate. Moreover, our analysis does not
depend sensitively on this value, since the aperture would
have to be roughly an order of magnitude larger to be able
to image any structural details of targets.

3 If we assume SBIRS-low has 24 satellites that are evenly
distributed and deployed at an altitude of 1,600 kilometers,
then the average spacing between satellites would be
about 6,500 kilometers.

4 Brent Y. Barschi, David E. Morse, and Tom L. Woolston,
“The Spatial Imaging Telescope Il,” Johns Hopkins APL
Technical Digest, Vol. 17, No. 2 (1996), pp. 215-224; A.T.
Stair, Jr., “MSX Design Parameters Driven by Target and
Backgrounds,” Johns Hopkins APL Technical Digest,

Vol. 17, No. 1 (1996), pp. 11-17.



solid hydrogen to temperatures between 10 and 20 K.
Itsprimary collection mirror hasadiameter of 38.63 cm.
The radiometer has an angular resolution of 90 urad,
which is somewhat larger than the diffraction limit of
67 urad for its longest wavelength of 26 um. The cor-
responding spatial resolution is 90 meters at arange of
1,000 kilometers.

Detection Range. Published data on the expected
performance of the SBIRS-low long-waveinfrared sen-
sor indicatesthat it can detect an asteroid emitting about
6% 10° W/steradians at a range of 100 million kilome-
ters.® This corresponds to a flux density at the sensor
aperture of 6x 108 W/cm?. The article does not specify
the signal-to-noiseratio (SN) used, but indicatesit gives
a high probability of detection (P,). The nominal inte-
gration timewasal so not specified; however, thesingle-
look probability of false alarm (P,,) was said to be un-
der 2 percent. For P, = 0.01,°

P,=90% requires SN =5.4
P,=95% requires SN =10.2
P,=97% requires SN = 16

If we assume that the probability of detection is at
least 95 percent, then a signal-to-noise ratio of at least
10 is required. Under this assumption, we can deter-
mine the Noise Equivalent Flux Density (NEFD) of the
sensor, which is a measure of its sensitivity and is de-
fined as the incoming infrared power per unit area at
the aperture that would give asignal-to-noiseratio of 1
at the sensor. Thus, the NEFD at the aperture would be
approximately 6x 101 W/cm?.

We can now comparethisvalue of the NEFD based
on data about the SBIRS-low long-wave infrared sen-
sor with the values for the MSX sensors. Information
about the six different MSX Spirit |11 sensor bands is
givenin Table B-2.

Since the SBIRS-low long-wave infrared sensor
detectsradiation in the 6-16 um band, the M SX sensor
bands of interest are A, C, and D. Note that the Band A
sensor has a noise-equivalent flux density of 6.0x 10-*°
W/cm?, which isthe same value as we estimated above
based on the asteroid detection capabilities of SBIRS-

5 Robert P. Wright and Charles P. Hoult, “The Space and
Missile Tracking System Contribution to Planetary Defense:
Detection of Asteroids and Comets with Earth-Crossing
Orbits,” Proceedings of the 1996 IEEE Aerospace Applica-
tions Conference, Vol. 4 (1996), pp. 193-203. Note that
Space and Missile Tracking System is the previous name
of SBIRS-low.

¢ See chart in S.A. Hovanessian, Introduction to Sensor
Systems (Norwood, Mass.: Artech House, 1988), p. 182.

Table B-2. The six different MSX sensor bands.

Name of Wa:;e(:iear;ig;: of Noise Equivalent
H 2
Band detected (um) Flux Density (W/cm?)
A 6.0-10.9 6.0x107
B1 4.22-4.36 6.6x10"8
B2 4.24-4.45 5.7x10"8
C 11.1-13.2 1.6x107"8
D 13.5-16.0 2.0x1078
E 18.3-26.0 11x10718

Data taken from A.T. Stairs, Jr., “MSX Design Parameters
Driven by Targets and Backgrounds,” John Hopkins APL
Technical Digest, Vol. 17, No. 6 (1996), pp. 11-17.

low. However, the NEFD for Bands C and D are some-
what higher, by a factor of three to four. Because a
smaller value of the NEFD indicates a greater sensor
sensitivity, wewill makethe assumption that the NEFD
of the SBIRS-low sensor is the smallest of these val-
ues, 6.0x 10 W/cm>.

Now that we have avaluefor the NEFD of the sen-
sor, we can calculate the range R at which the sensor
would detect an object that emits a total amount of
power P in the 6-16 um band:

R | P

~\ 4z (NEFD)(S/N) (B-2)
where SN is the required signal-to-noise ratio. From
numerical integration of Planck’ sformula, wefind that
a room temperature (300 K) warhead with a surface
area of 4 m? and an infrared emissivity of 0.9 emits
about 950 wattsin the 6-16 um band. If werequire the
SN to be 10, then eguation (B-2) yields a detection
range of about 35,000 kilometers.

In general, against a cold space background, the
sensitivity of the SBIRS-low sensor appears to permit
the detection of room temperature, high- to middle-
emissivity, warhead-size objects at ranges of several
tens of thousands of kilometers.
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Visible Light Sensor

SBIRS-low will aso have a visible light sensor that
would detect the sunlight reflected by an object. Thus,
this sensor is basically sensitive to the quantity

p, A= (1-g,)A (B-3)

where A is the target cross-sectional area, oy isits
reflectivity in the visible band, and ¢, is its emissivity
in the visible band.

Sensor Resolution. For an aperture with a diam-
eter of 0.5 meters, the diffraction-limited angular reso-
[ution of the visible sensor (4/d) would be 1 prad, cor-
responding to a spatial resolution of 1 meter at arange
of 1,000 kilometers. Thiswould beinsufficient to make
out any structural details of awarhead-sized target, al-
though it might provide some rough information on its
overall shape. However, there is reason to believe the
resolution of the visible sensor is likely to be much
larger than 1 urad. The MSX visible light sensor—the
Space-Based Visible (SBV) Sensor—has an angular
resolution of 60 urad. Thiscorrespondsto aspatial reso-
lution of 60 meters at a range of 1,000 kilometers, al-
though it may be able to interpolate positions to about
one-third of the resolution. Another factor to consider
is the jitter stability of MSX sensors during a typical
integration period, which is+9 um, corresponding to a
resolution of 18 m at arange of 1,000 km.

Thus, unless both the angular resolution and the
jitter stability of the SBIRS-low visible sensor are two
orders of magnitude better than those of the MSX
Space-Based Visible Sensor, SBIRS-low will be un-
able to measure any structural details of a warhead-
sized target. And it is very unlikely that the SBIRS-
low visible sensor would differ significantly from the
MSX visible sensor; MSX is an important part of the
risk-reduction process for SBIRS-low, so it would not
make sensefor M SX to measure backgroundson ascale
so different from that of the SBIRS-low sensor.

Detection Range. The MSX Space-Based Visible
Sensor is expected to be able to detect low-altitude tar-
gets (with a tangent altitude of 100 kilometers) at a
range of 6,000 kilometers, if their reflectivity-areaprod-
uct, p, A, is from 0.1 to 0.35 m? (corresponding to a
warhead-sized target with arelatively low reflectivity).”
For targets viewed against deep space, the detection
ranges would be several times greater.

7 David C. Harrison and Joseph C. Chow, “The Space-
Based Visible Sensor,” Johns Hopkins APL Technical
Digest, Vol. 17, No. 2 (1996), pp. 226-235.
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SBIRS-Low Measurements of Targets in Space

Detection of Targets. Aswenoted above, aroom tem-
perature (300 K) warhead with a surface area of 4 m?
and an infrared emissivity of 0.9 emits about 950 watts
in the 6-16 um band. The total power received by the
sensor, P, is:

P, = (7cl/4)(URR)P, (B-4)

where d is the diameter of the sensor optics, Ris the
range to the warhead, and P, is the power emitted by
the target warhead in the radiation band being used.
If we assume that the SBIRS-low long-wave infrared
sensor is observing the warhead at a range of
2,000 kilometers, then for a value of d = 0.5 m, we
get P = 3.7x 10 watts, corresponding to a flux den-
sity of about 1.9x 10- W/cm?,

Assuming that the target is being observed against
a black space background, such signals are easily de-
tectable by modern cooled infrared sensors. If we use
the value for the noise-effective flux density that we
determined above, 6x 10-*° W/cm?, we would obtain a
signal-to-noise ratio of better than 3,000.

Temperature Measurements. Because SBIRS-
low will use several different infrared wavelength
bands, it will be possible for the NMD system to esti-
mate the temperature of an object. By comparing the
power of thetarget signal in several infrared wavelength
bands, SBIRS-low will be able to perform afit to the
Planck blackbody curve to obtain an estimate of the
target temperature (a temperature obtained thisway is
known as a color or distribution temperature). The ac-
curacy of this measurement will depend not only on
the signal-to-noise ratio, but also on how much varia-
tion thereisinthe emissivity of thetarget over the spec-
tral ranges being used (that is, how closely the target
resembles a graybody) and the amount of temperature
variation over the target.

Measurements of Emissivity-Area Product. Once
the NMD system estimates the temperature of an ob-
ject, it is aso possible to estimate ¢ A, the product of
the target’s infrared emissivity ¢, and its surface area
A. Using equation (B-4) above, we can estimate the
power emitted by the target, P_,

P. = (4Re/ 7?) P, (B-5)

where P, is the infrared signal strength measured by
the sensor, Risthe distanceto thetarget (whichismea-
sured either by the ground-based radars or by triangu-
lation between several SBIRS-low satellites), and d is



the diameter of the infrared sensor optics. The power
emitted by the target is also given by

P.=o¢g AT* (B-6)

where o is the Stefan-Boltzmann constant (5.67x 10
W/cm?-K?), and g, A, and T are the infrared emissiv-
ity, surface area, and temperature of the target, respec-
tively. Equating equations (B-5) and (B-6), we obtain
an equation for the emissivity-area product of the tar-
get as a function of measured or estimated values:

£,A= 4RP,/ o md?T* (B-7)

In the warhead example we use above, the SBIRS-
low data, combined with range information, would re-
veal that the target was at a temperature of 300 K and
was radiating 950 wattsin the 6 to 16 um band. Sincea
300 K blackbody radiates 0.026 W/cm? in this band,
£,A=3.6 m% Thiscould be arelatively small warhead
(roughly 2 meterslong with abase diameter of 1 meter)
with €, =0.9. However, it could also be amuch larger
shiny aluminum sphere (for which ¢, = 0.04) with a
diameter of 5.3 meters, or anything in between.

Other Measurements. By observing how the tar-
get signal varies with time, SBIRS-low could deter-
mine whether atarget was tumbling and perhaps some
very rough information on its shape. By observing the

target over time, SBIRS-low could also measure how
the target temperature changes over time. The direc-
tion of this change would provide someinformation on
theratio of the visible absorptanceto theinfrared emis-
sivity o /€., aswould the rate of change (see Appen-
dix A). Therate of temperature change may also reveal
information about the heat capacity of the target or of
itsouter layer. For example, alight balloon decoy (with
alow heat capacity) would be expected to change tem-
perature much more rapidly than a heavy warhead.

SBIRS-low will also be able to observe the target
in the visible by detecting reflected sunlight. The aver-
age intensity of this signal could provide some infor-
mation onthereflectivity-areaproduct, p A= (1-o )A,
where p, and ¢, are the visible reflectance and absorp-
tance of the target and A is the surface area of the tar-
get. The visible sensor might also be able to provide
some information on the color of the object, and on ¢,
Combining this information with the emissivity-area
product g, may also allow abetter estimate of the size
of the target.

In practice, SBIRS-low would not be the only sen-
sor observing atarget. The X-band radars would gen-
erally be able to provide good estimates of a target’s
size, which could then be used in conjunction with the
SBIRS-low measurements.
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Appendix C

The Radar Cross Section
of Warheads and Other Objects

A key characteristic of any missile defensetarget isits
radar cross section (RCS), which is a measure of the
amount of energy the target will reflect back to the ra-
dar. The larger the radar cross section of an object, the
more energy the object will reflect back to the radar
and the greater the range at which the radar can detect
it. The RCS, usually represented by the symbol o, has
dimensions of area (usually square meters). However,
its value is not necessarily comparable to an object’s
physical dimensions. The RCS depends not only
on the target characteristics and orientation but also
on the radar frequency (and generally on the radar
polarization).

For a given radar, the behavior of most objects
RCS will depend on which of three broad regimes the
object falsin:

(1) the high-frequency regime (where all dimensions
of the object are large relative to the wavelength
of the radar)

(2) the resonance regime (where all its dimensions
are comparable to the wavelength)

(3) the low-frequency regime (where all its
dimensions are small compared with the
wavelength)

In addition, if one dimension of an object is very dif-
ferent from its other dimensions, the object might not
fall into any of these categories. In that case, it would
haveto betreated asaspecial case. In thisappendix we
focus on the radar cross section of simple shapes that
might berelevant for warheads and decoys, i.e., spheres
and cones.

High-Frequency Regime

In the high-frequency regime, the radar cross section
of an object tends to be dominated by specular reflec-
tions and by reflections due to edges and surface
discontinuities. This will generally be the regime of
interest when warheads and other objects of similar size
or larger are observed by the NMD X-band radars,
which operate at a wavelength of about 3 cm.

A sphere’s RCS, in this regime, is independent of
frequency and is given by o = 7z r2. For a sphere with
a diameter of one meter, this gives o = 0.8 m?, while
for a spherical submunition with a 10-cm radius,
o =0.03 m?.

However, awarhead may not be spherical in shape.
A more typical conical warhead shape can result in a
greatly reduced radar cross section over a wide range
of viewing angles. For aflat-backed cone with asmooth
metallic surface (one without discontinuities such as
seams or bolt heads) viewed near nose-on, the primary
sources of radar reflections are its nose and the discon-
tinuity where the cone meets the flat back. These re-
flections can be greatly reduced by bringing the nose
to asharp point (with aradius small compared with the
radar’s wavelength) and by rounding the back end of
the cone to remove the discontinuity. For example, a
sharply pointed cone-sphere (a cone with its flat back
replaced with a hemisphere that blends smoothly into
the cone) will have anose-on RCS given by ¢ = 0.142,
which is about 0.00009 m? for an X-band radar. (In
contrast, the flat-backed cone would have a nose-on
radar cross section almost 10,000 times greater.) More-
over, as Figure C-1 illustrates, its RCS would not in-
crease significantly as the radar observation angle
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Figure C-1. Experimental measurements of the radar
cross section of a cone-sphere as a function of aspect
(viewing) angle 6.

The cone-sphere has a base radius of a = 0.22 m and a cone
half-angle o of 15 degrees, and the radar wavelength is

3.1 cm (corresponding to a frequency of 9.6 GHz). The
viewing angle 6 is measured from a nose-on orientation. As
the figure shows, the cone-sphere RCS remains small up to
an angle of more than 60 degrees from nose on. The
measurements are said to be accurate to +3° in angle and
+10% in radar cross section. Adapted from Figure 6-30 in
William D. Stuart, “Cones, Rings, and Wedges,” in George
T. Ruck, ed., Radar Cross Section Handbook, Vol. T (New
York: Plenum Press, 1970), p. 409.
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changes from nose-on until it approaches an orienta-
tion nearly perpendicular to the surface of the cone.
(For example, the RCS of a cone with a half angle of
15 degrees would not increase significantly until the
viewing angle was more than 60 degrees from nose-
on.) Thusthe RCS of awarhead (or a shroud covering
awarhead) could be gresatly reduced by this approach,
although some degree of orientation control would be
required to make sure that the point of the cone was
facing the radar. (The 1999 National Intelligence Esti-
mate specifically mentions orientation control as one
of the technologies expected to be available to emerg-
ing missile states for use in countermeasures.*)

At the other extreme, relatively small objects can
have relatively large radar cross sections in the high-
frequency regime. A trihedral corner reflector (formed
by the perpendicular intersection of three square sheets)
hasamaximum RCS given by 12z a*/A?, whereaisthe
length of each side. As observed by an X-band radar,
such acorner reflector with sides of length 15 centime-
ters can have an RCS as high as 21 m2,

Thus, inthe high-frequency regime, the radar cross
section of an object is not necessarily comparabletoits
actual physical dimensions.

Resonance Regime

As the radar frequency is reduced and its wavelength
increases, the detail s of atarget’ s structure become less
important and its RCS is increasingly determined by
its overall shape and orientation. Figure C-2 showsthe
nose-on RCS of the cone-sphere asthe radar frequency
isvaried.

In the resonance regime, the dimensions of the tar-
get are comparabl eto theradar wavelength, anditsRCS
will tend to oscillate as the frequency is varied due to
resonant scattering effects. Missile warheads, which
might typically have characteristic dimensions of 1 to
3 meters, could fall into the resonance regime when
observed by US early warning radars, which operate at
awavelength of about 70 centimeters. Decoysand other
missile components could also fall into this regime for
those radars.

In the resonance regime, atarget’s RCS will be a
complex function of its orientation with respect to the
radar and the radar frequency. Figure C-3 shows the
RCS for several objects in the resonance regime: a
sphere with a one-meter diameter, a flat-backed cone

' National Intelligence Council, “National Intelligence
Estimate (NIE): Foreign Missile Developments and the
Ballistic Missile Threat to the United States Through
2015,” September 1999, p. 16.
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Figure C-2. Radar cross section of a sharply pointed cone-sphere as a function of radar frequency.
The cone-sphere has a base radius of 0.5 m and a cone half-angle of 15 degrees as viewed nose-on by the
radar. The RCS is given in terms of 2> where A is the radar wavelength. At high frequencies, its nose-on RCS
converges to the expected value for a sharply pointed cone-sphere of about 0.1 A%. As the frequency is
decreased, resonant scattering effects begin to produce significant variations in the cone-sphere’s RCS. Curve
calculated based on discussion in William D. Stuart, “Cones, Rings, and Wedges,” in George T. Ruck, ed.,
Radar Cross Section Handbook, Vol. T (New York: Plenum Press, 1970), pp. 416-420.

with a half-angle of 15 degrees and a one-meter base
diameter, and a cone-sphere with the same half-angle
and base diameter viewed nose-on. Asthefigure shows,
a the frequencies used by US early warning radars,
between 420 and 450 MHz, both the sphere and the
flat-backed cone will have a RCS equal to about twice
the square of the radar wavelength, or about 1.0 m

In the resonance regime, the RCS of a target can
also be reduced by shaping, although not by aslarge a
factor as in the high frequency regime. For example,
the nose-on radar cross section of the cone can be re-
duced by a factor of roughly ten by making it into a
cone-sphere, as shown in Figure C-3. Against the US
early warning radars, the cone-sphere would have a
nose-on radar cross section of roughly 0.1 m>—which
is ten times less than that of the flat-back cone.

Moreover, arelatively small change in the diameter of
the base of this cone-sphere could further reduce its
RCS to about 0.02 m? by shifting the object from a
resonance peak to atrough.

Theradar cross section of the sphere obviously has
no orientation dependence. However, the radar cross
section of the cone-sphere and the flat-backed cone will
vary with viewing angle. However, asin the high fre-
guency case, the RCS of the cone sphere will remain
relatively low for a broad range of angles around the
nose-on orientation.?

2For example, see figures 6-51 and 6-52 in William D.
Stuart, “Cones, Rings, and Wedges,” in George T. Ruck, ed.,
Radar Cross Section Handbook, Vol. 1 (New York: Plenum
Press, 1970), p. 431.
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Figure C-3. RCS in resonance regime as a function of radar frequency.

The radar cross section o as a function of frequency of a sphere, a flat-backed cone and
a cone-sphere viewed nose-on. The RCS is given in terms of A2, where A is the radar
wavelength. The half-angle of the flat-backed cone and cone-sphere is 15 degrees, and
the radius of the sphere and base radius of the cone is 0.5 meters. Adapted from
Figure 6-55 in William D. Stuart, “Cones, Rings, and Wedges,” in George T. Ruck, ed.,
Radar Cross Section Handbook, Vol. 1 (New York: Plenum Press, 1970), p. 433.

Low-Frequency Regime

If an object fallsinto the low-frequency regime (some-
times referred to as the Rayleigh scattering regime) its
radar cross section is generally small and falls off as
the fourth power of the radar frequency. This falling-
off of the RCS can be seen at the low frequency end of
Figure C-3. For the early-warning radars currently used
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by the United States, which have wavelengths of about
66 centimeters, objects with all dimensions (e.g., di-
ameters) smaller than about 20 centimeterswill fall into
this regime. Because warheads and decoys would gen-
erally be larger than this, this regime is not of primary
interest to us here.



Appendix D

The Measurement and Discrimination
Capabilities of the NMD Ground-Based Radars

General Discussion

A radar operates by emitting abeam of radio-frequency
radiation viaan antenna. If this radar beam encounters
an object, some of its energy will be reflected back to-
wards the radar. If enough of this reflected energy
reaches the radar’s antenna, the radar will be able to
detect the object and may also be able to measure its
location, radial speed, and other characteristics.

Detection Range. For aradar that searchesan area
of sky in order to detect an object, its performance can
be estimated using the surveillance radar equation:*

>
Ry = Py Ato (D-1)
4nN ¢ KgToLs(S/N)Qg
where
R, = detection range
P, = average power of the radar
A = areaof the radar antenna
t. = search time (time it takes to scan the search

area once)
= radar cross section of the object
= system noise figure
= Boltzmann’s constant (1.38x102 JK)
= reference temperature = 290 K
= radar system losses
SN = signal-to-noise ratio required for detection

€2, =angular search area

4 1N ZQ

The signal-to-noise ratio (SN) that is required is
set by two factors: the probability of detection (P, ) the
system operator wants and the probability of falsealarm

' See, for example, Merrill 1. Skolnik, Introduction to Radar
Systems, 2nd ed. (New York: McGraw-Hill, 1980), p. 64.

(P.,) the system operator will tolerate.> The higher the
desired detection probability and the lower the desired
false alarm probability, the higher will be the required
signal-to-noiseratio. For example, against atarget with
anon fluctuating radar cross section, aS/N ratio of 25.1
(14 dB) would givea P of 0.96 withaP_, of 10°.3 If,
however, a lower probability of false alarm was re-
quired, then choosing P, = 10"°for the same SN would
decrease the probability of detection P to about 0.62.
With this lower P_, , regaining a P, of 0.96 would re-
quire increasing the signal-to-noise ratio to about 37
(15.7 dB).

Thus, for agiven probability of detection and false
alarm probability, equation (D-1) gives the relation-
ship between the range at which the radar will detect
the object (R, ), propertiesintrinsic to theradar (P, , A,
N., and L), radar parameters that are chosen by the
operator (T, and €2,), and the radar cross section of
the object (o).

The radar cross section of an object, o, is a mea
sure of the amount of energy the object will reflect back
totheradar. Thelarger theradar cross section, the more
energy the object will reflect back to the radar and the
greater the range at which the radar can detect it. Al-
though the radar cross section has dimensions of area
(usually square meters), itsvalueis not necessarily com-
parable to an object’ s physical dimensions. In fact, the

? The P, is the probability that a noise pulse will cross the
detection threshold during a time period approximately
equal to the reciprocal of the bandwidth. Since radar
bandwidths are typically megahertz or greater, the P, for a
radar is generally very small (Skolnik, Introduction to
Radar Systems, p. 25).

* Skolnik, Introduction to Radar Systems, p. 28. Tables or
figures relating S/N, P_, and P,, can be found in many
standard radar textbooks.
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radar cross section depends not only on the object’s
size and shape and its orientation with respect to the
radar, but also on the radar frequency (and in many
cases the radar polarization). For more details on radar
crosssections, see Appendix C. Although theradar cross
section of an object will in general vary with its orien-
tation and the viewing angle of the radar (unless the
object is asphere), equation (D-1) above assumes that
o isaconstant.*

Equation (D-1) shows that the ability of aradar to
search a given area in a given time depends primarily
on the product of its average power and antenna area,
P_, A, known as its power-aperture product. To maxi-
mize the detection range, aradar with the largest pos-
sible value of P_ A is desired. Other parameters that
depend on the radar design are the system noise figure
(N,), which is typically about 2, and the radar system
losses (L), which are typically in the range of 5 to 10.

The surveillance radar equation also shows that a
key parameter in determining the detection range for a
given object is the size of the areain the sky the radar
must search, .. The size of the required search area
will be determined by the quality of the information
about the object’ s trgjectory that is provided to the ra-
dar by other sensors, such as early warning satellites.
Such cueing data can greatly reduce the areain the sky
the radar needs to search and thereby significantly in-
crease the detection range.

Finally, equation (D-1) shows that if all other pa
rameters are fixed, the detection range is proportional
to the fourth root of the object’s radar cross section.®

Oncearadar has detected atarget, it can changeits
operating mode to begin tracking the target by making
repeated observations of it. For a radar designed pri-
marily for atracking role, asis likely the case for the
NMD system’s X-band radars, a large power-aperture

* Time variations in a target’s radar cross section will
generally increase the required S/N for detection if the
required P, is greater than about 0.4. There are standard
models available to account for this effect. See Skolnik,
Introduction to Radar Systems, pp. 46-52.

5 For a long-range surveillance radar looking for a warhead
that could be approaching from anywhere in a significant
angular area in the sky and that will not impact at great
distance from the radar (so the warhead is approaching the
radar approximately radially), the maximum detection range
is obtained by taking a search time proportional to the
required detection range. Thus, in this case the detection
range is proportional to the cube root of the object’s radar
cross section. See J. C. Toomay, Radar Principles for the
Non-Specialist (Mendham, New Jersey: Scitech Publishing,
1998), pp. 9-10.
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product may not be the primary concern of the radar
designer, sincethe radar will not generally be expected
to search large angular areas for potential targets.® In-
stead, the radar design may be driven by adesireto get
a narrow beamwidth to give better angular tracking
capabilities which may push the radar design towards
higher frequencies and larger apertures. For a ballistic
target, such as a missile warhead in space, such track-
ing data alows the target’s position, velocity, future
trajectory, and other characteristics to be determined.
We discuss below the measurements that a radar can
make.

Radar Cross Section Measurements. A radar ob-
serving atarget can measure the amount of energy re-
turned to the radar from the target and, by using the
measured target range and the known parameters of
the radar, can estimate the radar cross section of the
target. Asdiscussed in Appendix C, however, thisdoes
not necessarily reveal much about the physical dimen-
sions of the target.

Perhaps more importantly, the radar can observe
how thetarget’ sradar cross section varieswith time. If
the target has a radar cross section that is orientation-
dependent, then target motion such as tumbling or nu-
tating about a spin axis can produce variations in radar
cross section that the radar can measure. These varia-
tions may be used to deduce information about the
target’ s shape or its dynamical behavior.

Measurement of Angular Location and Resolu-
tion. The angular width, 6, , of aradar beam is ap-
proximately given by

0. ~— .
o0 =5 ©-2)

where A is the radar wavelength and D is the antenna
diameter. Thus, the planned X-band radar, which hasa
wavelength of 3 centimeters and an antenna diameter
of about 12.5 meters, will have an angular beamwidth
of about 0.0024 radians, or 0.14 degrees. At a range
of 2,000 kilometers, the beamwidth will be (0.0024) x
(2,000 km) = 4.8 kilometers.

However, by observing the variation of the signal
amplitude with beam position, the angular location
of atarget can be determined to a much greater accu-
racy than a beamwidth (see the box on measurement

® The NMD system’s upgraded early warning radars and
SBIRS-low satellites will provide missile track data to the
X-band radars, so these radars will not need to search
large areas of the sky for targets.



accuracy and resolution). For a single pulse, the accu-
racy withwhich atarget’ sangular position can be mea-
sured can be greater than the beamwidth by afactor of
up to about 2(SN)¥2. For typical cases, SN = 20-30,
resulting in an angular position measurement accuracy

roughly 10 times greater than the beamwidth. For ara-
dar that tracks a target using many observations over a
period of time, the accuracy of the angular position can
be improved by—very roughly—another factor of ten.
Thus, the accuracy with which aradar can measure an

Measurement Accuracy and Resolution

Measurement accuracy is determined by the precision
with which a radar can determine the angular position
(or range or Doppler shift) of a single target. Resolu-
tion, on the other hand, is determined by the ability of
the radar to separate (resolve) two or more objects that
are closely spaced in angle (or range or Doppler shift).
It is sometimes surprising to those unfamiliar with ra-
dars that a radar’s measurement accuracy is generally
much better than its resolution. The reason this is so
can be illustrated with a simple example.

The first curve in Figure D-1 shows the amplitude
of the radar signal reflected off a target as a function of
azimuthal angle. At x = 0, the radar beam is centered
on the target, and at x = + 6, , the center of the beam
is offset from the target by one full beamwidth. The ra-
dar beamwidth is generally determined by the angle at
which the beam power falls to one-half (3dB) its maxi-
mum at the center of the beam (and thus is known as
the 3dB beamwidth). Accordingly, at x=+1/2 6, , the
reflected signal amplitude in the first curve in Figure
D-1 is half of its peak value.
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Figure D-1. The radar energy reflected off two
identical targets as a function of the angular position
of the center of the radar beam.

The first curve is for the two targets at the same angular
position. The second curve shows the situation with the
same two targets separated by one-half the 3dB beamwidth
(8,,) The third curve is for the two targets separated by
one full beamwidth, and shows that the radar can now
determine that there is more than one target present.

However, since the radar return from a point target
will vary symmetrically about its maximum value, the
radar can measure the target’s angular position more
accurately than its beamwidth by estimating the angu-
lar position of the peak received signal. There are a
number of standard techniques for doing this. The stron-
ger the radar return signal is relative to the receiver
noise, the more accurately the radar can determine the
angular position of the signal’s peak. Thus, the angular
measurement accuracy is dependent on the signal-to-
noise ratio (S/N). Provided that the S/N is high enough,
a radar can measure the angular position of a target to
a small fraction of its 3dB beamwidth.

Now assume the first curve in Figure D-1 repre-
sents two identical radar targets at the same angular
position. Clearly, just from the shape of the curve, the
radar cannot tell that more than one target is present.
The second curve in Figure D-1 shows the same two
targets, but now separated by one-half the 3dB
beamwidth (6,,). The return signal still appears to be
that of a single target. No increase in the radar S/N will
help to separate these two targets, and thus the resolu-
tion is essentially independent of the §/N ratio. Finally,
the third curve in Figure D-1 shows the two targets,
now separated by one full 3dB beamwidth. There is
now a splitin the peak return signal, allowing the radar
to determine that there is more than one target present.
This split will become more evident as the two targets
become further separated. In actual practice, the sepa-
ration between two targets becomes apparent when they
are separated by one 3dB beamwidth (or about /D),
leading to equation (D-4).

Similar considerations apply to the measurement
accuracy and resolution of ranges and Doppler shifts.
However, it is important to remember that targets that
are not resolvable in one dimension may be resolvable
in another. Thus even if two objects are not resolvable
based on their angular locations, a radar could deter-
mine that two targets are present if they were separated
in range by more than the radar’s range resolution.

Countermeasures
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object’s angular position, 66, in a tracking mode is
roughly

86 ~ 2/(100D) (D-3)

Thus, if the X-band radar in the example above, were
tracking an object at arange of 3,000 kilometers area-
sonable estimate is that it could determine the angular
position of the object to within roughly 70 meters.

Of possibly greater interest for adiscussion of coun-
termeasures is the angular resolution of the radar, that
is, the minimum angular separation between two ob-
jects that is required for the radar to resolve them as
separate objects. The transverse resolution of radarsis
generaly poor. In standard operating modes, radars can-
not make measurements of the transverse dimensions
of objects, nor can they distinguish separate objects
at the same range unless these objects have large
transverse separation distances (of at least several
kilometers at ranges of thousands of kilometers).

The angular resolution of aradar, A6, will be ap-
proximately equal to its beamwidth. Using equation
(D-2) above, wefind A6= 6,, = A/D. Itisoften more
useful to express this as the resolution of the cross-
range distance, AX, between two objects at the same
range R:

AX= (AO)R= 6, R=AR/D  (D-4)

Thusfor the X-band radar above, two objects both at a
range of 2,000 kilometers would have to be separated
by roughly 5 kilometers or more in a cross-range di-
rection to the beam (that is, in azimuth or elevation)
for the radar to be able to distinguish them as separate
objects.

Range Measurement and Resolution. In gen-
eral aradar can measure the range of an object much
more accurately than its angular position. By measur-
ing the time t from when a pulse is emitted until the
reflected pulse is received, the radar can measure the
range R to an object by

R= ct/2 (D-5)

where c is the speed of light (3x10® m/sec).

Thekey parameter that determines how accurately
thismeasurement can be madeistheradar’ sbandwidth,
B, whichisbasically equal to the frequency range over
which theradar is able to operate. For aradar emitting
a single pulse (or a series of coherently integrated
pulses) of length 7, the bandwidth isgiven by = 1/t.
However, a variety of techniques, such as pulse com-
pression, can be used to increase the pulse length while
maintaining a large bandwidth. A radar can measure
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the range of an object with an accuracy, oR, which is
approximately given by’

C

4BJSIN

The X-band radar will operate at 10 GHz; if we
assume its instantaneous bandwidth will be equal to
10 percent of its operating frequency, it will have a
bandwidth of 1 GHz. For a typical value of SN (say
25), equation (D-6) gives a range measurement accu-
racy, oR, of about 1.5 cm. Thus, such a radar could
measure the range of an object (or its leading edge) to
an accuracy of about 1.5 cm. By subtracting the range
of thetarget’ strailing edge, it could measure atarget’s
radial length with a similar accuracy.

For discrimination purposes, however, the range
resolution of the radar is likely to be just as or more
important than its range measurement accuracy. The
range resolution, AR, is approximately given by®

OR = (D-6)

AR= -5
2p3

For a radar with a bandwidth of 1 GHz, equation
(D-7) gives arange resolution of 15 cm. Thus, thisra-
dar could distinguish between two objects separated
by 15 cm or more in range, or it could observe varia-
tions in the radar cross section of an object along the
radial direction with aresolution of about 15 cm. Mea-
surements of this type could potentialy be important
in attempting to discriminate between missile warheads
and decoys, whichiswhy radarswith large bandwidths
are desired for target discrimination.

(D-7)

Radial Velocity (Doppler) Measurement and
Resolution. Although aradar could measure the radial
velocity of an abject (relative to the radar) by observ-
ing how its range varies with time, radial velocity can
often be measured more accurately by measuring the
Doppler shift of the frequency of the radar reflections
due to the target motion. The size of the Doppler shift,
f,isgiven by

fo= 2V /A (D-8)
where V_ isthe radial velocity of the object relative to
the radar and A is the wavelength of the radar. The ac-
curacy with which a Doppler frequency can be mea-
sured, 6, is given by?

7 Toomay, Radar Principles, p. 87.
& Toomay, Radar Principles, p. 93.
° Toomay, Radar Principles, p. 90.
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where 7 is the pulse length (or the integration time for
a sequence of coherently integrated pulses) and SN is
the signal-to-noise ratio. The accuracy with which the
radar can measure the radial velocity of an object,
oV, isthus

(D-9)

A
N~—1t
47+/S/N

For example, for an X-band radar with asignal-to-noise
ratio, SN, of 25 and an integration time t of 100 milli-
seconds, equation (D-10) gives aradia velocity mea-
surement accuracy of 1.5 cm/s.

The Doppler resolution, Af, is given by

Af= 1t

(D-10)

(D-11)

and the corresponding vel ocity resolution, AV, isgiven

by
AV = A(27) (D-12)

where 7 is the integration time. For the X-band radar
example above, with 7= 0.1 seconds, equation (D-12)
gives aradia velocity resolution of 15 cm/s. By using
a longer integration time, the radar operator could
achieve an even smaller radial velocity resolution.

The Doppler resolution can be used to resolve ob-
jectsthat would otherwise betoo closely spaced inrange
and azimuth to be resolvable. In practice, however, it
is unclear if such a situation will occur for the situa-
tions of interest here.

Imaging Using Doppler Measurements. If ara
dar target, for example awarhead flying through space,
isrotating, aradar can use the Doppler shifts produced
by thisrotation to obtain an angular resolution A6 much
finer than the resolution of about one beamwidth that
is obtained by measuring the strength of the returned
signal asfunction of angle. Combined with asmall range
resolution, this technique can be used to produce im-
ages of even warhead-size targets.

The Doppler resolution Af is given by equation
(D-11). For an object that rotates (towards or away
from the radar) through an angle of A¢ during the
integration time 7, the corresponding resolution in the
cross-range direction AX is given by°

AX = (2 AP) (D-13)

19 Skolnik, Introduction to Radar Systems, pp. 528-529.

Equivalently, one can regard therotation of thetar-
get as creating a synthetic antenna aperture on the
ground of length RA¢, where R is the range to the tar-
get, and this technique is thus often referred asinverse
synthetic aperture radar (ISAR). This synthetic aper-
ture has a beamwidth given by A/(2RA¢), and the cor-
responding cross-range resolution istt

AX = [M(2RAG)] R= (2 A)

which agrees with equation (D-13).

For tumbling objects, thistechnique can yield small
cross-range resolutions. Consider a target tumbling
dlowly, at arate of one revolution per ten seconds. If
theradar coherent integration time 7is 160 milliseconds,
then A¢ = 0.1 radians, and the cross-range resolution is
about 15 cm.*?

If the radar making such cross-range measurements
also has asmall range resolution, then these range and
Cross-range measurements can be combined to produce
atwo-dimensional map or image of the target. Depend-
ing on the motion of the target, it may be possible to
obtain a three-dimensional map of the target by ob-
serving it over an extended period of time.

Even if atarget has acompletely stable orientation
in space, fine cross-range resolution can be obtained if
the integration time is long enough, because its orien-
tation will change dlightly with respect to the radar.
Consider atarget with stable orientation and a speed of
7 km/second passing over aradar at arange of 2,000 km.
In 10 seconds, it will move 70 km, and its orientation
will change by an angle A¢ of roughly tan™(70/2000) =
0.035 radians (2 degrees). For an X-band radar with a
wavelength of 3 cm, using equation (D-14), we then
find that the cross-range resolution is 0.43 meters.

(D-14)

The Measurement and Discrimination
Capabilities of the NMD Radars

The planned NMD system will include up to 15 large
phased-array radars. up to six early warning radars op-
erating at 420-450 MHz, and up to nine X-band radars
operating at about 10 GHz.** These radars would be

" Because the synthetic aperture involves two-way propaga-
tion, the beamwidth of a synthetic aperture is half that of an
actual aperture of the same length.

12For a warhead-sized target, going to longer integration
times will not significantly improve the cross-range
resolution because the Doppler shift of any given point on
the object will begin to vary significantly as the orientation
of the object changes.

13 Michael C. Sirak, “BMDO: NMD ‘C3’ Architecture Could
Feature Up To Nine X-Band Radars,” Inside Missile Defense,
19 May 1999, pp. 13-14.
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Table D-1. Characteristics and Measurement Capabilities of Current and Planned Radars

Current PAVE

Current BMEWS

2,000 kilometers)

PAWS (in (in Alaska, Upgraded Early-
California and Greenland, and | Warning Radars X-Band Radars
Massachusetts) Britain)
Frequency (f) 420-450 MHz 420-450 MHz Unchanged 10 GHz
Wavelength (1) 0.67-0.71 m 0.67-0.71 m Unchanged ~3 cm
Antenna Diameter (D) 22.1m 25.6 m Unchanged 125 m
Average Power (per face) 150 kW 255 kW Unchanged 170 kw*
5,000 km in 5,000+ km in 5,000+ km in 4,000 km
Detection Range (R J** search mode search mode search mode (target RCS not
(for object with (for object with (for object with specified)
o=10n) o=10n7) o=10n) P
100 kHz 300-600 kHz
Bandwidth (3) (search mode); (search mode); <30 MH 1 GHz*
1 MHz 5-10 MHz = z
(track mode) (track mode)
1,500 m 250-500 m
. (search mode); (search mode); .
Range Resolution (4R) 150 m 15-30 m >25m 15 cm
(track mode) (track mode)
. 0.038 radians R =~ 0.0024 radians
Angular Beamwidth (6,,) 9 90 =~2.0 Unchanged? _ 014
Cross-Range Resolution (4X)
(for objects at a range of 75 km* 70 km* Unchanged? 5 km

*Estimated.

**“Pave Paws, BMEWS Radar Site Updates,” and Stanley Kandebo, “NMD System Integrates New and Updated
Components,” Aviation Week and Space Technology, 3 March 1997, pp. 47-51.
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spread over a very large geographic range, possibly
spanning a range from South Korea to Britain. In this
section we describe the technical characteristics of these
radars and assess their ability to measure and resolve
the angular position, range, and velocity of objects re-
leased by aballistic missile. A summary of this infor-
mation is provided in Table D-1.

The United States currently operates a network of
early warning radars located on the periphery of the
United States and on foreign territory. As part of the
NMD deployment, the United States plans to upgrade
these radars (the PAVE PAWS and BMEWS radars
described below) to enhance their capabilities.

PAVE PAWS Radars. Two PAVE PAWS early
warning radars are currently operational at Otis Air
Force Base on Cape Cod, Massachusetts and at Beale
Air Force Base in California. These radars were com-
pleted in 1979 and 1980, respectively. Two south-fac-
ing PAVE PAWS radars, in Georgia and Texas, were
subsequently built but have been deactivated and dis-
assembled (parts from these radars are being used in
the upgrade of the Clear, Alaska BMEWS radar). In
addition to early warning, these radars have attack-
assessment roles (counting incoming objects and
predicting impact points) and are also used for space
surveillance.

Each PAVE PAWS radar has two faces, each cov-
ering 120 degrees of azimuth, for a total coverage of
240 degrees.** The PAVE PAWS radars operate in the
UHF, using 24 1.2 MHz-widefrequency bands between
420 and 450 MHz (corresponding to wavelengths of
0.67 to 0.71 m). Each antenna face has a diameter of
31.1 m, athough each face is only populated with ac-
tive transmit/receive modules in an area with a diam-
eter of 22.1 m. Eachface contains 1,792 active modules
(out of a possible total of 5,376). The noise figure for
the transceivers powering the modulesis 2.9 dB. The
average power per face is about 150 kW, giving a
power-aperture product per face of about 5.8x10” W-m2,
Theseradars are said to be capabl e of detecting atarget
with a radar cross section of 10 m? at a range of
5,000 km.

In the 1980s, the power-aperture product of the
PAVE PAWS radars was said to be inadequate for de-
tecting some of the longer-range Soviet SLBMs, and a

' Details in this paragraph are from “PAVE PAWS, BMEWS
Radar Site Updates Will Broaden Missile Threat Coverage,”
Aviation Week and Space Technology, 9 December 1985,
pp. 52-54 and Michael T. Borkowski, “Solid State Transmit-
ters,” in Merrill Skolnik, ed., Radar Handbook, 2nd edition
(New York: McGraw-Hill), pp. 5-3, 5-25, and 5-26.

6-dB power-aperture upgrade was proposed for the
Massachusetts and California radars. This upgrade
would have doubled the number of modules to 3,584
and filled the entire face, thereby increasing the power-
aperture product by afactor of four. A 10-dB upgrade
was planned for the Georgia radar that would have al-
lowed it to take over the mission of the FPS-85 space-
tracking radar in Florida.*® This upgrade would have
activated all 5,376 modules. However, none of these
upgrades apparently took place. The Massachusetts and
Cdliforniaradars underwent upgradesfrom 1988-1991,
but publicly available information indicates that the
upgradeswere limited to replacing “ computers, periph-
erals, signal processors, display consoles, and soft-
ware,” and that following the upgrades, all four PAVE
PAWS had identical configurations.’® Thus, the power-
aperture product of the Massachusetts and California
PAVE PAWS remains at its original value—
5.8x10” W-m2.

The PAVE PAWS radars reportedly have a
beamwidth of about 2.2 degrees, somewhat larger than
the beamwidth of /D =0.031 = 1.8° given by equation
(D-2).Y" (This may be due to the use of tapering to re-
duce sidelobes, which would broaden the main beam.)
Using equation (D-4), this beamwidth gives a cross-
range resol ution of about 75 km at arange of 2,000 km.

The PAVE PAWS radars have a bandwidth of
100 kHz in search mode and 1.0 MHz in tracking
mode.®® Thus, using equation (D-7) we find that these
radars have at best a range resolution of 150 m. This
poor resolution greatly limitsthe ability of theseradars
to discriminatetargetsfrom decoys. Even with upgrades
toitssignal processors, the greatest bandwidth achiev-
able would be 30 MHz, since the frequency range of
the radar is only from 450 to 420 MHz. From equation
(D-7), we see that this imposes a fundamental range
resolution limit of 5 meters, still too poor to be useful
in discriminating warhead-size objects.

According to the Pentagon, the PAVE PAWSradars
are currently not able to track targets with sufficient

1> “PAVE PAWS, BMEWS Radar Site Updates”; Borkowski,
“Solid State Transmitters,” pp. 47-51.

1 “Electronic Intelligence,” Aviation Week and Space
Technology, 24 June 1991, p. 61.

'7 Eli Brookner, “Trends in Radar Systems and Technology to
the Year 2000 and Beyond,” in Eli Brookner, ed., Aspects of
Modern Radar (Norwood, Mass.: Artech House, 1988),

p. 198.

8 Marvin N. Cohen, “Pulse Compression in Radar Systems,
in Jerry L. Eaves and Edward K. Reedy, eds., Principles of
Modern Radar (New York: Van Nostrand Reinhold, 1987),
p. 475.

”
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accuracy to guide interceptors directly. “In their cur-
rent configurations, these radars can detect and develop
approximate impact-location data for objects associ-
ated with amissilelaunch, such asthelast missile stage.
This information is insufficient for use by a ballistic
missiledefense system, for two reasons: it does not track
each missilelong enough before returning to the search
mode, and it does not permit the derivation of suffi-
ciently accurate trgjectory parameters to support inter-
cepts. Upgrades to the system’s software, and modest
changes to the hardware, are needed to address these
shortfalls and to make the data so obtained available to
theNational Missile Defense Battle Management, Com-
mand, Control, and Communications system.” 9

BMEWS (Ballistic Missile Early Warning
System) Radars. The United States deploys three
BMEWS early warning radars: at Clear in central
Alaska; at Thule, Greenland; and at Fylingdales, En-
gland. These were originally non-phased-array radars
that have been replaced by phased-array radars (the
Thule and Fylingdales replacements have been com-
pleted, the onefor Clear is under way and is scheduled
to be completedin 2001). Theradarsat Clear and Thule
will have two faces covering 240 degrees and the
Fylingdalesradar hasthree faces covering 360 degrees.
The missions of these radars are similar to those of the
PAVE PAWS radars.

The new phased-array radars use the same trans-
mit/receive modules as the PAVE PAWS radars and
thus operate over the same frequency range of 420—
450 MHz. The radar under reconstruction at Clear will
use parts, including the transmit/receive modules, from
the dismantled PAVE PAWS radars in Georgia and
Texas.

Each face of the Thule BMEWS radar is25.6 min
diameter and has 2,560 active modules.® Each face
has an average power of 255 kW,% yielding a per-
face power-aperture product of 1.3x10® W-m2, which
is roughly twice that of PAVE PAWS. The faces of

19 “National Missile Defense Deployment Readiness
Program—'3+3’,” enclosure in letter from Deputy Secretary
of Defense John White to Representative John Spratt, 5 June
1995, available online at www.fas.org/spp/starwars/
offdocs/w960605e.htm.

20 “PAVE PAWS, BMEWS Radar Site Updates.”

21 Part of the increase in average power relative to that of
the PAVE PAWS radars comes from increasing the duty
cycle of the transmitters from the 25 percent used in PAVE
PAWS to 30 percent (Skolnik, Radar Handbook, p. 5-3).

22 Kandebo, “NMD System Integrates.”
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the other BMEWS radars apparently have the same
configuration.

The angular resolution of these radarsis similar to
that of the PAVE PAWSradars. Their range resolution
is considerably better, however, since they have band-
widths of between 5 and 10 MHz in the track mode,
corresponding to arange resolution of 15-30 m. How-
ever, thisrange resolution is still far too poor to allow
any structural details of warhead-sized targets to be
determined.

Upgraded Early Warning Radars. As part of
NMD deployment, the BMEWS and PAVE PAWS ra-
darswill be upgraded, after which they will bereferred
to asUpgraded Early Warning Radars (UEWRS). These
upgrades are said to involve new computers and signal
processors and additional software.?? The upgrades
would not involve any change to the radar’ s maximum
power output.?? Demonstrations showing how thesera-
dars “detection range, sensitivity, and accuracy” could
beincreased have been carried out over the last several
years.?* In addition, the deployment of a new early
warning radar in South Koreais apparently under con-
sideration.

X-Band Radars. The X-band radars to be de-
ployed for the NMD system will be based on the same
technology used inthe THAAD theater missile defense
radar. In particular, theseradarswill usethe sametrans-
mit/receive modules, which are assumed here to have
a peak power of 10 watts and an average power of
2.1 watts.®

The United States has built a prototype NMD
X-band radar at the US missile test range on the
Kwajalein Atoll. The prototype has an antenna with
an area of 123 m? (and thus a diameter of about
12.5 meters). Its antenna has 16,896 transmit/receive

2 Ballistic Missile Defense Organization, “Early Warning
System,” Fact Sheet, November 1998.

24 Statement of General Lester L. Lyles, Director of the
Ballistic Missile Defense Organization, Subcommittee on
Research and Development, Committee on National
Security, US House of Representatives, 6 March 1997.

% This radar is shown in a BMDO viewgraph: “C1/C2/C3
Architecture (U)—Preliminary,” Ballistic Missile Defense
Organization, 3 March 1999.

26 According to a 1991 MITRE briefing, the theater missile
defense version of the GBR uses 10 watt transmit/receive
modules and has a duty factor of -6.7 dB = 0.21, giving an
average power of 2.1 watts (Richard Davis, Bruce Deresh,
Warren Fenster, and William Yoder, “Comparison of the
Surveillance Capabilities of the LFAR and the GBR,”
MITRE Briefing Slides, 4 June 1991).



modules and is reported to have a detection range of
2,000 km (although the radar cross section of the target
was not specified).?’ However, the antenna array has
fewer modules than an operational radar and report-
edly has an effective aperture area of only 105 m? As-
suming an average power of 2.1 watts per module, the
prototype X-band radar has an average power of about
35 kW.% (It can be upgraded to the same number of
modules as the X-band radars to be deployed as part of
the NMD system.)

The planned operational X-band radar reportedly
will have its 123 m? antenna populated with 81,000
transmit/receive modules and reportedly will have a
detection range of about 4,000 km, again against atar-
get with an unspecified radar cross section.?® The X-
band radars will thus have an average power of about
170 kKW. Reportedly, some of the X-band radars may

27.US Ballistic Missile Defense Organization, 1997 Report to
Congress, p. 3-9; Kandebo, “NMD System Integrates.”

28 Both the prototype and operational X-band radars have
antennas that appear to be “thinned,” that is, the antennas
are not fully populated by modules. The antenna of the
operational X-band radar appears to have about five times
fewer modules than would a fully populated antenna. This
thinning allows a larger antenna aperture for a given
number of modules, giving a narrower beamwidth, which is
desirable in a tracking radar. However, it also decreases
the radar’s search capability by about the factor by which it
has been thinned (in this case about 5). As discussed above,
this loss of search capability may not be an important
concern for a radar intended primarily for tracking and
discrimination. Note that for a thinned radar, obtaining a
power-aperture product simply by multiplying the average
power times the physical antenna area will overstate the
radar’s search capability.

2 Kandebo, “NMD System Integrates.”

initially be deployed with less than the full comple-
ment of transmit/receive modules and subsequently
upgraded.® It isunclear if this means that some radars
will initially be deployed with less than 81,000 mod-
ules and subsequently be brought up to this number, or
if radars will subsequently be upgraded to have more
than 81,000 modules.

Each X-band radar will have asingle face that can
berotated +178 degreesin azimuth and 0 to 90 degrees
in elevation, but its electronic field of view is limited
to 50 degrees in both azimuth and elevation.®!

The radar will use linear-frequency-modulated
waveformsin narrow, medium, and wide bandwidths.?
There appears to be no publicly available data on the
bandwidth of the X-band radars. For illustration pur-
poses, we assume the bandwidth will be 10 percent of
its operating frequency, or 1 GHz.*

30 Michael C. Sirak, “A C1 to C2 Move Is NMD System’s
Most Stressing Upgrade, Says NMD Head,” Inside Missile
Defense, 3 November 1999, pp. 10-11.

1 Kandebo, “NMD System Integrates.”

2 Bassem Mahafza, Stephen Welstead, Dale Champagne,
Raj Manadhar, Todd Worthington, and Susan Campbell,
“Real-Time Radar Signal Simulation for the Ground Based
Radar for National Missile Defense,” in Proceedings of the
IEEE Radar Conference, 1998 (New York: Institute of
Electrical and Electronic Engineers, 1998), pp. 62-65.

33 An extreme upper limit on its bandwidth might be about
2.2 GHz, which is the width of the spectral band assigned
to X-band radars by the International Telecommunications
Union (ITU) (the precise range is from 8.50 to 10.68 GHz).
For example, the ITU lower UHF band for radars is from
420-450 MHz, which corresponds exactly to the range of
frequencies used by US early warning radars.
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Appendix E

Countermeasures to Ballistic Missile Defenses:
Past and Current Programs
in the United States, France, and Britain

In this appendix we briefly describe what is publicly
known about the past and current US, French, and Brit-
ish programs to develop and deploy countermeasures
to ballistic missile defenses.

United States
Although most information about missile defense coun-
termeasuresremains classified, it is clear that USwork
on countermeasures dates back to the early stages of
ICBM development.! The first US ICBM, the Atlas,
flew to intercontinental range for the first timein late
1958, and by that time NASA memorandaindicate that
countermeasure work was already under way.2

By early 1964, the United States was reportedly
spending $300—400 million (equivalent to $1.8-2.4 bil-
lionin 1999 dollars) annually in research, development,
and production of countermeasures.® These efforts fo-
cused on defeating missile defenses that used nuclear-
armed interceptors capable of intercepting warheads
both above and inside the atmosphere, rather than the
exoatmospheric, hit-to-kill interceptors the planned
NMD system will use.

At that time, US countermeasures that were pub-
licly known to be under development or investigation
included*

' Much of the public information available on countermea-
sures is for early missile systems that are now retired.

2 See for example, James W. Youngblood and Eugene D.
Schult, “An Investigation of Possible Decoy Configurations
for Intercontinental Ballistic Missiles,” NASA Memorandum
10-4-58L, October 1958.

* “Penetration Aids: A Space/Aeronautics Staff Report,”
Space/Aeronautics, February 1964, pp. 47-48.

* Barry Miller, “Studies of Penetration Aids Broadening,”
Aviation Week and Space Technology, 20 January 1964,
pp. 73-93.

* decoys

» chaff

* reduced reentry vehicle (RV) observability

» controlled orientation

* RV maneuvering

e suppression of the RV infrared signature during
reentry

* plasma sheath suppression and wake quenching

* active electronic countermeasures

* radar-homing RVs (for attacking defenses)

* hardening of RVs

* nuclear burst jamming

* deployment and salvo tactics

e use of multiple warheads

Countermeasures for ICBMs. In the 1960s, the
US Air Force flight-tested reentry vehicles with low
radar cross sections and terminal reentry decoy tech-
niques. It was also devel oping achaff countermeasure,
and the US Army was working on a decoy for its
Pershing intermediate-range ballistic missiles. In 1966,
it was reported that the Philco-Ford Corporation was
investigating two types of replica decoys designed for
use outside the atmosphere. One had awire-grid struc-
ture, while the other (known as “Dixie Cup”) was de-
scribed as being “al metal.” The company was also
working on an exoatmospheric jamming decoy.®

Countermeasure work was not limited to just re-
search and development: the United States produced
decoys for deployment on the Atlas F and Titan 2
ICBMs. A decoy that could be carried on the MIRV

5 “Filter Center,” Aviation Week and Space Technology,
28 November 1966, p. 94.
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bus of both the Minuteman |CBM and the Navy’ s Posei-
don SLBM was also devel oped.®

Although little is publicly known about the coun-
termeasures for current US ICBMs, all current US
ICBMs are reportedly capable of using countermea-
sures.’

Countermeasures for SLBMs. More specific in-
formation isavailable on the early countermeasure work
the US Navy performed for its submarine-launched
ballistic missiles (SLBMs), and a review of this his-
tory gives at least some idea of the scope of past US
countermeasure efforts.® In November 1961, develop-
ment began of the PX-1 countermeasure system for the
Navy's Polaris A-2 SLBM, which carried one large
nuclear warhead. Each PX-1 system included six reen-
try-vehicle decoys, three chaff packages, and two elec-
tronic countermeasure packages (jammers). The PX-1
system proceeded into development, with flight test-
ing beginning in July 1962, followed by production.
PX-1 systems were deployed on the SLBMs of one
submarine, but were removed when the anticipated
Soviet missile defenses did not appear.

The follow-on Polaris A-3 missile carried three
smaller warheads that were released in afixed pattern
(not independently targeted), giving it a greater capa-
bility to overwhelm a defense system. Devel opment of
the PX-2 countermeasures system for this missile be-
ganin April 1962. Each PX-2 system included six de-
coysand six chaff packages. Jammerswere considered
for PX-2 but were ultimately not included. The PX-2
system went into production in May 1965, but shortly
thereafter production was suspended until a missile
defense threat justifying deployment appeared (a ca
pability to produce PX-2 systems in 18 months was
maintained).

The PX-1 and PX-2 countermeasures systemswere
designed to counter adefensewith relatively short-range

interceptors that operated in the upper atmosphere,
similar to the US Nike-Zeus system then under devel-
opment. In fact, the United States was confident that
these countermeasures would be effective against this
type of defense. According to then-Director of Defense
Research and Engineering Harold Brown, “ The United
States decided...not to deploy the Nike-Zeus because
its effectivenesswas considered inadequate against US
countermeasures programmed for entry into the
US inventory before a Nike-Zeus system could be
deployed...”®

However, when the Soviet Union began deploy-
ment of its missile defense system around M oscow, the
United States realized that it was considerably differ-
ent from the US Nike-Zeus defense. The Moscow sys-
tem including alarge long-range interceptor that oper-
ated outside the atmosphere (the Galosh interceptor)
and aradar with alonger wavelength (which meant that
the PX-1 and PX-2 chaff would not work against it'°).
Moreover, the Galosh interceptor used a very large
nuclear warhead, which the United States believed
would enable one interceptor to destroy all three war-
heads deployed by a Polaris A-3 SLBM.

Thusin 1965, the United Statesinitiated a series of
programs, which were eventually combined under the
name Antelope, to ensure that Polaris A-3 could defeat
defenses of the type under construction at Moscow. A
countermeasures carrier was developed that replaced
one of the missile's three warheads. This carrier dis-
pensed, using small solid-fuel rockets, countermeasure
packages into seven sectors transverse to the missile’s
velocity vector. Each sector, including the one with the
two warheads, contained both decoys and chaff dis-
pensers. In addition, under the Impala program (which
was eventually incorporated into Antelope) both large
and small endoatmospheric terminal decoys were de-
veloped and tested for use on Polaris A-3. Antelope

®Ted Greenwood, “Qualitative Improvements in Offense
Strategic Arms: The Case of MIRV,” Ph.D. Dissertation,
Massachusetts Institute of Technology, August 1973, p. 168.
7 Table 4-31 of Chuck Hansen’s Swords of Armageddon,
states that both the Minuteman Il and Il and MX missiles
have countermeasures. Hansen, Swords of Armageddon,
CD-Rom (Sunnyvale, Calif.: Chukelea Publications, un-
dated) Vol. 7, pp. 490-491.

8 The discussion here of the US SLBM program is based
on J. P. McManus, A History of the FBM System,
Lockheed Missiles and Space Company, 1988 and
Graham Spinardi, From Polaris to Trident: The Develop-
ment of US Fleet Ballistic Missile Technology (Cambridge,
England: Cambridge University Press, 1994).
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° Dr. Harold Brown in “Military Aspects and Implications of
Nuclear Test Ban Proposals and Related Matters,” part 2,
Hearings before the Preparedness Investigating Subcommit-
tee, Committee on Armed Services, US Senate, 89th
Congress, first session, 1965, p. 860. (Cited in Ted
Greenwood, Ph.D. Dissertation, p. 153.)

19 To be effective against a radar, chaff strands should be
cut to a length equal to half the radar wavelength. Thus,
the PX-1 and PX-2 chaff, which was designed against a
radar with a different wavelength, was not cut to the
correct length for the Moscow radar. Although in principle
the use of longer chaff should have been straightforward, it
would have required a redesign and new tooling, since
both the PX-1 and PX-2 systems had already been in
production.



also included programs to harden both the Polaris mis-
sileand itswarheads against nuclear effects. Ultimately,
however, none of the countermeasures developed un-
der Antel opewere deployed (although the missileswere
hardened against radiation), in part because it became
apparent that the Moscow ABM system would remain
limited in scale (and the task of defeating it was as-
signed to the Minuteman ICBMs and their countermea-
sures) and because the US Navy decided to emphasize
the development of its next SLBM, the Poseidon.

The Poseidon SLBM, first deployed in 1971, was
capable of carrying up to 14 independently targeted
reentry vehicles, and was thus considered inherently
resistant to missile defenses such as that deployed
around Moscow. Moreover, with the 1972 signing of
the ABM Treaty (and its 1974 protocol), the Soviet
Union was limited to deploying only 100 interceptors
around Moscow. Various countermeasure concepts
were studied for Poseidon, including one that would
have replaced areentry vehicle with amodule contain-
ing either seven decoysor twelve“clutter clumps.” With
the limited nature of the Soviet ABM threat, it appears
that none of these was actually deployed.

A countermeasure system was also developed for
the successor to Poseidon, the Trident | SLBM. This
system was built around a maneuvering reentry vehicle,
the Mk-500 (known as the Evader). The system also
involved the use of chaff and decoys. After adevelop-
ment program that included a number of test flightsin
the mid-1970s, the program was put into maintenance
status, which provided the ability to deploy within three
years of a decision to do so. Although work on coun-
termeasures for the follow-on Trident 11 SLBM is
known to have taken place, little information is avail-
able about these programs.

France'

France has deployed two types of long-range ballistic
missiles: land-based intermediate-range ballistic mis-
siles (IRBMs), which have now been retired, and
SLBMs, which are now the only ballistic missiles
France deploys.

France began deployment of its second-generation
IRBM, the single-warhead S-3 missile, in 1980. These
missiles were reportedly deployed with a system of
countermeasures, including decoys.

" The information in this section is from Robert S. Norris,
Andrew S. Burrows, and Richard W. Fieldhouse, Nuclear
Weapons Databook, Volume 5: British, French, and Chinese
Nuclear Weapons (Boulder, Colo.: Westview Press, 1994).

The third-generation French SLBM, the single-
warhead M-20, which entered servicein 1977 and was
retired in 1991, was deployed with a system of coun-
termeasures, including decoys, specifically designed to
penetratethe ABM system around Moscow. Itsreplace-
ment, the M-4 series of SLBMs (including the most
recent M-45) added considerabl e anti-defense capabil-
ity by introducing MIRV's, with each missile carrying
up to six warheads. These SLBMs reportedly also in-
clude new countermeasures and warheads that empha-
size nuclear hardening and reduced radar cross sections.
The planned replacement for the M-4 SLBMSs, the M-5,
which is expected to be deployed in the 2010-2015
timeframe, will reportedly employ a variety of coun-
termeasures, including decoys.*?

Britain

With the exception of 60 Thor intermediate-range mis-
siles provided by the United States and deployed in
Britain under a dual-key arrangement from 1958 to
1963, Britain’'s long-range missile force has been
composed only of SLBMs. No information is publicly
available about countermeasures on Britain’s current
Trident-11 SLBMs. However, the Polaris SLBMs they
replaced beginning in 1995 deployed a complex coun-
termeasures system known as Chevaline.™®

Chevaline began development in 1973 and deploy-
ment in 1982. The system was complex because Brit-
ain designed Chevaline to defeat the Soviet missile
defense depl oyed around M oscow, which used nuclear-
tipped interceptors, and because Britain assumed cor-
rectly that the Soviet defense would deploy both
endoatmospheric and exoatmospheric interceptors.

In place of one of the three Polaris warheads,
Chevaline employed a countermeasure that used a ma-
neuvering bus. It was described by the British Ministry
of Defence as “a sophisticated space craft, which after
separation from the second stage of the missile, ma-
neuvers itself in space so its payload can be correctly
deployed,” the “payload of which consists of a large
number of countermeasures designed to confuse the
Anti-Ballistic Missile radars.” 4

In addition to the two real warheads, Chevaline
deployed four decoy warheads that were lighter than

2 Norris, et al., Nuclear Weapons Databook, Vol. 5, p. 260,
and “Nuclear Notebook: French and British Nuclear Forces,
1999,” Bulletin of the Atomic Scientists, July/August 1999,
p. 77-79.

3 The information about Chevaline is from Norris, et al.,
Nuclear Weapons Databook, Vol. 5, pp. 105-113.

'* Norris, et al., Nuclear Weapons Databook, Vol. 5, p. 112.
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the real warheads. According to some sources, all six
objects used anti-simulation—they were enclosed in
gas-filled metal-coated balloons to make all the war-
heads|ook like decoys. Chevaline also released alarge
number of other balloon decoys with nothing inside.*
Outside the atmosphere, al the balloons—empty or
not—would behave the same and the large number
of balloons would overwhelm the exoatmospheric
interceptors.

To defeat any endoatmospheric interceptors,
Chevaline employed several additional measures. First,
the reentry vehicles reportedly conducted preplanned
maneuvers on reentry. The four decoy warheads were
also fitted with small liquid-fueled rocket motors to
allow them to compensate for the fact that atmospheric
drag would have different effects on reentering objects
of different weights. The British submarines carried
16 SLBMs, and Chevaline was also designed to permit
all thereal and decoy warheads fired from one subma-
rine to arrive over the target simultaneously.

Britain apparently encountered technical difficul-
tiesin developing the Chevaline countermeasure pack-
age, and this fact has been used to argue that building
countermeasuresisinherently difficult.’* However, this
argument is specious for two reasons. First, because
Chevaline was designed to defeat Russian nuclear-

*Norris, et al., Nuclear Weapons Databook, Vol. 5, p. 112
and John Barry, personal communication, December 1999.
'® Stanley Orman, “Defeat of Missile Defenses Not as Simple
as Portrayed,” Defense News, 13 September 1999, p. 15.
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armed exoatmospheric and endoatmospheric intercep-
tors it was very complex. It is much more difficult to
design countermeasures against these types of inter-
ceptors than against the hit-to-kill exoatmospheric in-
terceptors the planned US NMD system would use.
Second, most of Britain’'s difficulties apparently cen-
tered on developing the maneuvering bus, which was
the most technically complex component of the sys-
tem (and which Britain eventually hired US contrac-
tors to build). The maneuvering bus was designed to
rel ease the various warheads and decoys with enough
precision so that all the objects released by all the
SLBMs that were fired from one submarine would ar-
rive on different trajectories over the target area at the
sametime. Britain had little experience devel oping such
buses because it did not develop its own SLBMs, but
rather purchased them from the United States. Accord-
ing to the British Ministry of Defense, the Chevaline
system required “pushing the state of the art beyond
limits already explored in the UK.”* The package of
exoatmospheric countermeasures was apparently simi-
lar to that developed by the United States for the Ante-
lope system in the mid-1960s. There is no indication
that these countermeasures, which are thetype relevant
to the current NM D system, were problematic for Brit-
ain to develop.

""Norris, et al., Nuclear Weapons Databook, Vol. 5, p. 111.



Appendix F

The Reentry Heating of Submunitions

In this study we consider two configurations of bomb-
lets. The first is a sphere with a total mass of 10 kilo-
grams and adiameter of 20 centimeters. The second is
aconical bomblet with alength of 20 centimeters, and
also with amass of about 10 kilograms. We show that
heatshield requirements for both of these bomblets on
intercontinental-range trajectories can easily be met
using materialsthat were developed over 30 years ago.

We assume the bombl ets follow a 10,000 kilome-
ter-range minimum-energy trajectory, and have aspeed
of 7 km/s and a reentry angle of 24 degrees (with re-
spect to the local horizontal) at an altitude of 150 kilo-
meters as they begin to reenter the atmosphere.*

We calcul ate the trgjectory of the bomblet by inte-
grating the equations of motion under the influence of
gravity and atmospheric drag.? The key parameter gov-
erning the behavior of the bomblets as they reenter
through the atmosphereistheir ballistic coefficient (5),
which is given by

B=WC.A (F-1)

where W is the weight of the bomblet, A is the cross-
sectional area perpendicular to the direction of motion,
and C, isits drag coefficient. The higher the value of
B, thelessthe object is slowed by air resistance and the
faster it fallsthrough the atmosphere. Early reentry bod-
ies were made to have small ballistic coefficients so
that they would slow down relatively high in the atmo-
sphere where a smaller fraction of the heat generated
during reentry istransferred to the body. Asheatshields

! We begin our heating calculation at 150 km altitude since
heating is negligible at (and above) this altitude.

2 The program that calculates the trajectory is described in

Lisbeth Gronlund and David Wright “Depressed Trajectory

SLBMs,” Science and Global Security, Vol. 3 (1992),

pp. 101-159.

improved and could withstand higher heating rates, the
United States and the Soviet Union increased 3 by shap-
ing the ballistic missile reentry vehicles as narrow
cones. Faster reentry increases the accuracy of areen-
try vehicle since it spends less time in the atmosphere
being subjected to winds and other forces. Modern
warheads have values of f in the range of 100,000—
150,000 N/m? (2,000-3,000 Ib/ft?).

The trgjectory is then used to calculate the heat
transferred to the bomblet by using empirically derived
equations for the heat transfer to bodies in hypersonic
flow.2 These equations give the heat absorbed per area
per unit time for the stagnation point (the point at the
front of thereentry vehicle, wheretheair flow isbrought
to rest), for laminar boundary layer flow across a flat
plate, and for turbulent flow across aflat plate.

Stagnation point:

dq) _183x107* (. hy,) 05,3

(dt)sp_ R (1 o NG
Laminar flow:
da) _ 5 (cos9)*®sing (. Ny ) os3
(El =2.53x10 ST(}E}OS\/” (F-3)
Turbulent flow (for V < 4 km/s):
49 _3gguq0 (050) ()
at ). x0-2

(F-4)

0.25
w[1-1.12MW [ 556 pO8y 337
hy | T,

w

* John Anderson, Hypersonic and High Temperature Gas
Dynamics ( New York: McGraw-Hill, 1989), p. 291.
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Turbulent flow (for V > 4 km/s):

>(0.2

x(l—l.llﬁJpO-S\/3-7
hy

Here dg/dt is the heat flux (in Jm?s), p is the atmo-
spheric density (in kg/m®), V is the speed of the body
relative to the air (in m/s), X is the distance along the
surface of the body measured from the nose (inm), ¢is
the angle between the surface of the body and the
freestream airflow, R is the radius of the nose (in m),
T, isthe wall temperature (in K), h; is the stagnation
enthalpy per unit mass (in Jkg), and h, is the surface
or “wall” enthalpy per unit mass.

Notice that the stagnation heating rate varies in-
versely with the square root of the radius of curvature
of the nosetip.

The factor in these equations containing the ratio
of thewall enthal py and the stagnation enthal py can be
interpreted as modifying the equationsto give the“ hot-
wall heating rate,” that is, it takesinto account the fact
that the heat transfer to the body depends on the tem-
perature difference between the surface of the body and
the surrounding air.* We set this factor equal to zero
when it becomes negative, thus ignoring radiation of
heat by the body to the air surrounding it.

The stagnation enthalpy is given by

(%l _ 22><10_5 (COS¢)208 (Sn¢)l6
dt ).

(F-5)

2
hy = Ve +h, (F-6)
2
whereh_isapproximately 2.3x10° Jkg for all altitudes
of interest here.> Thewall enthalpy h,  istakento bethe
enthalpy of air evaluated at the wall temperature, and
is given approximately by

h,, = 1000, (F-7)

(in Jkg) where T istaken as the ablation temperature
(in Kelvin).®

* C.J. Katiskas, G.K. Castle, and J.S. Higgins, Ablation
Handbook, AVCO Corporation Technical Report AFML-TR-
66-262, September 1966, p. 58.

5 John ). Martin, Atmospheric Reentry (Englewood Cliffs,
New Jersey: Prentice-Hall, 1966), p. 16; Katiskas, Ablation
Handbook, p. 242.

° Martin, Atmospheric Reentry, p. 114; Katiskas, Ablation
Handbook, p. 84.
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Initially, when areentering body isat high altitudes,
the boundary layer flow of air around the body will be
laminar. At lower atitudes, the flow will eventualy
become turbulent. One commonly hears that the tran-
sition from laminar to turbulent boundary layer flow
occurs at aReynolds number of about 5% 10°. Thisnum-
ber isfor incompressible flow over aflat plate and as-
sumes lower speeds than those considered here early
in the reentry phase. Hypersonic speeds tend to stabi-
lize the flow and the transition can occur at Reynolds
numbers several orders of magnitude higher. On the
other hand, nose bluntness, surface roughness, and
material injected into the boundary layer can lower the
transition number.” The altitude at which this transi-
tion occurs is important since considerably more heat
is transferred through a turbulent layer than a laminar
layer. For modern reentry vehicles, atypical value for
the transition altitude appears to be 20-30 kilometers.®
We discuss below what assumptions we make about
this transition in calculating the heating of the two
bomblets.

Heatshield Calculations

Once the heating rate on reentry is known and a heat-
shield materia has been chosen, we can estimate two
guantities: the thickness of material ablated from the
surface of the heatshield and the amount of insulation
required to keep the temperature of the inside surface
of the heatshield (the “backface temperature”) below
some specified level.

Thephysical processesthat take place at the surface
of an ablating heatshield are complex and analyz-
ing them in detail is beyond the scope of this
study.® Therefore, to estimate the amount of heatshield
material ablated, we use an approximate technique that
involves an “effective heat of ablation,” g* (in Jkg),
which has been empirically determined for a number
of materials, and describes the heatshield material’s
ability to block heat from entering the body.* This

7 Anderson, Hypersonic and High Temperature Gas Dynam-
ics, p. 274.

8 Gronlund and Wright, “Depressed Trajectory SLBMs,”
p. 148.

% See, for example, Michael Ladacki, “Chemical Aspects of
Ablation,” in R. Landel and A. Rembaum, ed., Chemistry in
Space (New York: American Elsevier, 1972), pp. 253-318.

10 Ladacki, “Chemical Aspects,” 260-262; Martin, Atmo-
spheric Reentry, pp. 106-114; Katiskas, Ablation Handbook,
pp. 80, 107-108; H. Hurwicz, “Aerothermochemistry
Studies in Ablation,” in R.P. Hagerty et al., ed., Combustion
and Propulsion, 5th Agard Colloquium on High-Tempera-
ture Phenomena, Braunschweig, Germany, 9-13 April 1962



approximate method is reported typically to estimate
the amount of material ablated to within 10 percent or
less of the results of a more rigorous analysis that ex-
plicitly includes charring of the heatshield material and
other physical processes.

For our calculations, we use the thermochemical
heat of ablation, defined ast*

. dg/dt—(dg/dt),.
pre(ds/ o)

(F-8)

where dg/dt is given by equations (F-2) through (F-5),
(do/dt),_, isthe heat flux radiated from the body, p, is
the density of the heatshield material, and d¥/dt is the
recession rate of the heatshield surface. The denomi-
nator is simply the rate of ablation of mass per area
from the heatshield. This quantity can also be defined
as

q>:< :Cp(Tw_T0)+HV +n(h0_hw) (F_g)

where the first term is the heat absorbed by the
heatshield in raising the temperatureto the abl ation tem-
perature, the second term is the heat of vaporization of
the heatshield material, and the final term is the heat
that is blocked from being absorbed by the body. Here
C, is the specific heat of the heatshield, T,and T are
the initial and ablation temperature of the heatshield,
and n is called the blowing or transpiration
coefficient. This last contribution arises because the
emission of ablation products into the boundary layer
is found to reduce the amount of heat absorbed by the
body compared with what one would expect in the ab-
sence of these emissions.’

Using equation (F-8), the effective heat of ablation
can then be used to calculate the rate of mass loss per
area due to a heat flux of dg/dt at the surface:

dm_ dg/dt

o (F-10)

where dnvdt is given in units of kg/m?s. Here we have
neglected the radiation term in equation (F-8), which

(New York: MacMillan, 1963), pp. 403-452; L.M. Herold
and E.S. Diamant, “Thermal Performance of Cork Insulation
on Minuteman Missiles,” J. Spacecraft, Vol. 3, May 1966,
pp. 679-684.

" Ladacki, “Chemical Aspects,” p. 262; Katiskas, Ablation
Handbook, p. 80, 107.

12 Ladacki, “Chemical Aspects,” pp. 258-262; Hurwicz,
“Aerothermochemistry,” pp. 431-432; Katiskas, Ablation
Handbook, pp. 68-69.

isonly afew percent of the other heating term for the
conditions we are considering. Neglecting reradiated
heat will overestimate the amount of material that is
ablated.

The total mass ém ablated per area is then found
by integrating dnvdt over the trajectory, and the total
thickness of material ablated is found by dividing ém
by the density of the heatshield material.

The insulation requirements are determined using
a heat-conduction program that was written for this
purpose.’® Thisprogram takes asinput the surface heat-
ing rate as a function of time during reentry, which is
calculated from equations (F-2) to (F-5) on the trajec-
tory of the bomblet. The program then calculates the
temperature increase of the heatshield surface and the
conduction of heat into the heatshield by numerically
integrating standard heat conduction equations. (The
program assumes spherical symmetry, so that the prob-
lem reduces to one dimension.) When the surface tem-
perature becomes sufficiently high, the program cal cu-
lates the ablation of material at the surface using an
effective heat of ablation.’* Since we are only inter-
ested in approximate results, the program uses average
values of the heatshield material properties over the
temperature range of interest, although it could be modi-
fied to use material properties as a function of tem-
perature if desired.

Analysis for the Spherical Bomblet. The
spherical bomblet istaken to be a sphere with aradius
of 10 centimeters and a mass of 10 kilograms. Using
experimental datafor the drag coefficientsof spheres,™
one finds that the drag coefficient C_ has a value of
roughly 0.5 for speeds less than Mach 1 (0.3 km/sec)
and roughly 0.9 for speeds greater than Mach 1.

Thus, the bomblets will have g = 3400 N/m?
(70 Ib/ft?) for high speeds (as they reenter the

'3 This program was written by Dr. Jeremy Broughton in June
1999.

' The program calculates the mass of ablated material
slightly differently than the method described above since
it only considers ablation to occur when the surface
temperature is above an effective ablation temperature,
whereas in the method described above the mass ablation
rate is calculated over the entire trajectory. Since in this
part of the calculation we are only interested in calculating
the heat conduction in the body and not the ablated mass,
we therefore choose the value of the effective heat of
ablation used in the program to give the same amount of
ablated material as the method above.

1> Sighard, F. Hoerner, Fluid Dynamic Drag (Albuquerque:
Hoerner Fluid Dynamics, 1965), p. 16.
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atmosphere) and = 6200 N/m? (130 Ib/ft?) for speeds
less than Mach 1. For the bomblet and trgjectory con-
sidered here, this transition occurs when the bomblet
reaches an altitude of roughly 12 kilometers (see Fig-
ure F-1).

We assume that the bomblet is spinning on reen-
try, which causes the heat transferred to the body to be
averaged over the bomblet’s surface. This averaging
reduces the heat loading on any particular part of the
heatshield, and simplifies the calculation by making
the problem spherically symmetric. One could cause
the bombl et to spin by putting sets of asymmetric ridges
on the surface of the heatshield to create atorquein the
upper atmosphere. Theseridgeswould burn off at lower
altitudes, but not until they had already done their job.

With this assumption, we calculate an average lo-
cal heating rate at a given time by integrating the heat-
ing rate over the surface of the sphere and dividing by
the surface area. We use the heating equations (F-2)
through (F-5) to calculate the heating along the trajec-
tory intwo parts. (1) we assumethe heating rateisgiven
by the stagnation point formulaover an areaon thefront
of the sphere that reaches from 6 equals zero to 20 de-
grees from the velocity vector, and (2) we apply the
flat-plate equations to rings of widthr x d6 (wherer is
the sphere radius) and having constant angle with re-
spect to the bomblet velocity, and then integrate the
heating over such ringsfrom 6 equals 20 to 90 degrees
(see Figure F-2). We assume the boundary-layer flow
separates from the body and the heating is zero over
therear hemisphere (for 8 between 90 and 180 degrees).

y4
N

Stagnation
Point
Heating

Figure F-2. This figure shows how the heating equations
are applied to the sphere in this analysis. The arrow
indicates the direction of the bomblet’s velocity. The
stagnation point heating value is applied over a region out
to 6 = 20 degrees from the velocity. The flat-plate equations
are applied to rings around the velocity vector, each having
a surface with a constant angle ¢ = 90 — 6 with respect to
the velocity.
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Figure F-1. Speed as a function of altitude for the
spherical bomblet on the reentry trajectory described
in the text.

To be conservative in our analysis, we calculate
the heating of the bomblet using the turbulent boundary
layer equationsfor all atitudes. Thisassumption leads
to an overestimate of the heat transfer to the bomblet.

Figure F-3 showsthelocal heating rates at the stag-
nation point and at apoint 45 degrees around the sphere
from the stagnation point, as well as the heating rate
averaged over the surface; the latter is used asinput to
the heat conduction program. (These curves, and those
in Figures F-5 and F-6 below, are calculated assuming
awall temperature of 2,700 K, whichisappropriate for
silica phenolic, as discussed below.)

We calculate that the total heat transferred to
the bomblet is roughly 8x10° J. This figure is about
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Figure F-3. The dashed curves show the local heating rate
for the spherical bomblet calculated at the stagnation point
and at a point 45 degrees around the sphere from the
velocity vector. The solid curve shows the heating rate
averaged over the surface of the sphere, where the bomblet
is assumed to be spinning. The origin of time is taken when
the bomblet is at 150 kilometers altitude.
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Figure F-4. Altitude as a function of time for the
spherical bomblet.

3 percent of the total kinetic energy of the bomblet at
the start of reentry.

Thelow ballistic coefficient of thisbomblet causes
it to slow rapidly during reentry. The peak decelera-
tiontakes place at 25 kilometersatitude, and the bomb-
let has a speed of 75 meters per second at ground level
(see Figures F-1 and F-4). Thetimeto reach the ground
from 150 kilometers altitude is 185 seconds.

By comparison, the Mark 21 reentry vehicle de-
veloped by the United States for the Peacekeeper (MX)
missile hasaballistic coefficient of about 144,000 N/m?
(3000 Ib/ft?).28 On atrajectory having the same reentry
speed and angle at 150 kilometers altitude as the
bomblet considered here, it would reach the ground
in 54 seconds and would impact at 3.4 km/s. Peak
decel eration would occur at 6 kilometers altitude—|ess
than 4 seconds before impact. Thus while Figures F-5
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ithB = 144,000 N/nf

Conical bomblet RV with
B = 72,000 N/m

Average for
spherical homblet

Heating rate (J/n125)
=
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Time after bomblet descends through 150 km altitude ()

Figure F-5. The average heating rates of the spherical
bomblet compared with the stagnation point heating rate
of the conical bomblet and two reentry vehicles having
much higher ballistic coefficients: B = 144,000 N/m? (3,000
Ib/ft?) and B = 72,000 N/m? (1,500 Ib/ft).

and F-6 show that the peak heating rate of the spherical
bomblet is5 to 10 timeslower than that of the Mark 21
reentry vehicle, the longer flight time for the bomblet
means that the absorbed heat hasamuch longer timeto
diffuse toward the interior of the body.*

These figures a so show the heating rate of areen-
try vehicle with a ballistic coefficient of 72,000 N/m?
(1500 Ib/ft?). Thisreentry vehicle is assumed to have a
nose radius of 5 centimeters and a cone half-angle of
15 degrees, and the transition to turbulent boundary
layer flow is assumed to occur at 50 kilometers alti-
tude. Thisreentry vehiclewould reach the ground from
150 km altitude in 58 seconds. Peak deceleration oc-
curs at 10 kilometers altitude, 8 to 9 seconds before
impact.

10° g
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D 107 L
e 10 E Average fo 2
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Figure F-6. The surface-averaged heating rate of the
spherical bomblet compared with the heating rates on the
walls of the conical bomblet (at a point 0.1 m behind the
nose) and the two reentry vehicles described in Figure F-5
(at a point 0.5 m behind the nose). The jumps in the
dashed curves are caused by the transition from laminar to
turbulent boundary-layer flow.

Now that we have calculated the heating rate as a
function of time for the trajectory of interest, we can
analyze the performance of a heatshield made of a
particular material.’® The first we consider is silica

1® Chuck Hansen, US Nuclear Weapons: The Secret History
(Arlington, Tex.: Aerofax, 1988), p. 202. Ballistic coefficients
can be calculated from the shape of the reentry vehicle
using equations in Frank J. Regan, Re-Entry Vehicle Dynam-
ics (New York: American Institute of Aeronautics and
Astronautics, 1984), p. 230.

7 The Mark 21 heating curves assume the transition to
turbulent boundary-layer flow occurs at 30 kilometers
altitude.

'® There is considerable information on material properties
available in the open literature. See, for example, S.D.
Williams and Donald M. Curry, “Thermal Protection
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phenolic, also called refrasil phenolic, which isacom-
posite that uses high-purity silicafibersin acloth that
is impregnated with phenolic resin. This material was
developed during the 1960s. The values for the mate-
rial properties we use in our analysis for refrasil phe-
nolic are a density of 1,632 kg/m?, a specific heat of
1,174 Jkg-K, and athermal conductivity of 0.5 Jm-s-K.
We use an ablation temperature of 2,700 K and awall
enthalpy of 3.3x 10° Jkg.*®

We estimate the mass ablated from the surface of
the bomblet using the effective heat of ablation, which
is shown in Figure F-7 for this material. For the heat-
ing rate calculated on the trgjectory discussed above,
we calculate atotal ablated mass of 0.6 kg, or an aver-
age depth of ablation of less than 3 millimeters over
the surface of the sphere.

We also calculate temperature profiles within the
heatshield using the program described above, which
numerically integrates the heat conduction eguations
for the bomblet. The bomblet is assumed to have an
initial, uniform temperature of 300 K.2 The reentry
heating of the bomblet’ s surface raisesthe surfacetem-
perature and the heat begins to diffuse inward. When
the temperature of the outer surface reaches the abla-
tion temperature, the temperature stops increasing and
the heatshield beginsto ablate. The program cal cul ates
temperature profiles within the heatshield at five times
during reentry, withthefinal one beingthetimeat which
the bomblet hits the ground.

Figure F-8 showsthetemperature profile at 37 sec-
onds (t = 0 is taken to be when the bomblet is at
150 kilometers altitude). The surface is at the ablation
temperature and the ablation has caused the outer ra-
dius of the bombl et to recede slightly from the original
surface at aradius of 10 centimeters. Subsequent pro-
files are shown in Figure F-9. By 74 seconds, ablation

Materials: Thermophysical Property Data,” NASA Reference
Publication #1289, 1992; S.C. Gonzales, “Aerodynamic
Heating on a Blunt-Cone Reentry Vehicle,” Sandia National
Laboratories Report SAND80-2794C, 1 January 1981; C.D.
Pears and E.D. Smyly, “Properties of Ablation and Insulation
Materials, Volumes 1, 2, 3,” NASA-CR-111917, 1 June 1971.

19 Katiskas, Ablation Handbook, p. 251. Some sources give
an ablation temperature of 2,500 K. Using this temperature
in the calculations increases the mass ablated by less than
3 percent.

20 The temperature of the bomblet could increase or
decrease during flight, depending on a number of factors
(see Appendix A). Since the heat required to bring the outer
layer of the heatshield to the ablation temperature is small
compared to the heat dissipated by ablation, this assump-
tion will not affect our results.
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Figure F-7. Value of the effective heat of ablation used
in the calculations for refrasil phenolic heatshield
material. (Katiskas, “Ablation Handbook,” p. 81; Hurwicz,
Aerothermochemistry. pp. 431-433.)
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Figure F-8. Temperature profile in the outer
centimeter of heatshield for the spherical bomblet
when it is 37 seconds below 150 km altitude.

The original surface of the heatshield is at the right side of
the graph. Ablation of material has caused the surface to
recede slightly from the original surface at 10 cm. At this
time, the surface is at the ablation temperature of 2700 K.
(The surface does not appear as a vertical line because of
the finite step size used in the calculation.) The heatshield
material is refrasil phenolic.

has stopped after the surface has receded about 3 milli-
meters. The temperature profile at 185 seconds, when
the bomblet hits the ground, shows that the tempera-
ture would rise only to 350 K at the inner surface of a
2-centimeter-thick heatshield, or to less than 320 K at
the inner surface of a 2.5-centimeter heatshield.?

2 The curves in Figure F-9 were calculated for a heatshield
thickness of 4 centimeters. The temperatures noted for the
2- and 2.5-centimeter-thick heatshield ignore the small
amount of heat that flows into the interior parts of the
heatshield. This approximation only changes the calculated



A shell of this material with an outer radius of
10 centimeters and a thickness of 2 to 2.5 centimeters
would have amass of 3.3to0 4.0 kilograms. In practice,
to optimize the design and reduce mass, athinner shell
of ablating material would be used, backed with an in-
sulating layer made of low-density material with low
thermal conductivity. In addition, if the bomblet had a
metallic shell for structure inside the heatshield, the
metal would act as a heat sink and could reduce the
amount of heatshield required.

There are also other standard heatshield materias
that can be considered. For example, to reduce the mass
of the shell, low-density nylon phenolic might be used,
since a 2-centimeter-thick shell of this material with
an outer radius of 10 centimeters would have a mass of
only 1.2 kilograms. Using thismaterial would resultin
agreater volume of material being ablated than for silica
phenoalic (the surface recession is about 9 millimeters).
However, temperature profiles calculated for nylon
phenolic show that at 185 seconds, the inner surface of
aheatshield with an original thickness of 2 centimeters
would only increase by about 20 K.

Analysis for the Conical Bomblet. Another op-
tion that we consider is the conical bomblet. The coni-
cal shape will result in a higher ballistic coefficient,
which will reduce the reentry time and thus the time
for heat to diffuse into the bomblet. In addition, this
shape can be designed to fall nose first. A contact fuse
can then set off an explosive charge that disperses the
agent upward out the back of the bombilet.

To calculate the heating and the behavior of the
heatshield, we consider the model shown in Figure 7-2
of Chapter 7 and again assume atotal mass of 10 kilo-
grams. Thereisnothing special about this specific con-
figuration—the size and shape could be varied if de-
sired, e.g., to ensure aerodynamic stability during re-
entry. What we show hereisthat the heatshield require-
mentsfor thistype of body can easily bemet with simple
materials and with a size and mass consistent with the
assumed size and mass of the bomblet.

From its shape, one can estimate a ballistic
coefficient for this bomblet of about 12,000 N/m?
(250 Ib/ft?),2 which we assume is constant throughout
reentry.

For this case we calculate the heating rate at two
points on the body: at the nosetip (using the stagnation

temperature increases by a few percent, which is within the
accuracy of the calculation.

22 Regan, Reentry Vehicle Dynamics, p. 230.
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Figure F-9. Evolution of the temperature profile in the
heatshield of the spherical bomblet at times later than
Figure F-8.

By 74 seconds, the heating rate has decreased due to the
slowing of the bomblet and the surface is no longer
ablating. Roughly 3 mm of material has ablated from the
surface. The solid curve at 185 seconds shows the
temperature profile at the time the bomblet would hit the
ground. The heatshield material is refrasil phenolic.

point heating equation (F-2) above), and at a point on
the wall 10 centimeters back from the nose. Again, to
be conservative in our heating estimates, we use the
turbulent heating equations at all atitudes, since these
give more severe heating than the laminar equation.

The peak deceleration of this bomblet occurs at
20 kilometers altitude, and the bomblet would have a
speed of 150 meters per second at ground level (see
Figures F-10 and F-11). The time to reach the ground
from 150 kilometers altitude is 115 seconds.

Figure F-12 shows the heating rates during reentry
at thetwo pointswe consider. We again consider aheat-
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Figure F-10. Speed as a function of altitude for the
conical bomblet on the trajectory described in the
text.
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Figure F-11. Altitude as a function of time for the
conical bomblet.

shield made of refrasil phenolic. Wefind that the heat-
shield is ablated a distance of 1.1 centimeters at the
nosetip and about 3 millimeters at the location being
considered on the wall.

Figure F-13 shows the temperature profile in the
heatshield at the nosetip of the cone when it reaches
the ground. Recall that the nose is assumed to have a
5-centimeter radius of curvature. These figures show
that an original thickness of 2.5 centimeters of heat-
shield at the nose would keep the backface tempera-
ture at less than 330 K at impact.

Figure F-14 shows the temperature profile in the
heatshield at impact at the point onthewall 10 cm back
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Figure F-13. Temperature profile in the heatshield at
the nose of the conical bomblet when the bomblet
hits the ground.

The original surface of the heatshield is at the right side of
the graph and the x-axis gives the distance into the
heatshield. The figure shows that 1.1 cm of heatshield have
ablated from the nose at the stagnation point. The surface
temperature is about 600 K but drops to less than 305K at a
distance 3 cm in from the original heatshield surface. The
heatshield material is refrasil phenolic.
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Figure F-12. Local heating rates for the conical
bomblet at the stagnation point and at a point on the
wall 10 cm behind the nose.

(See also Figures F-5 and F-6, which compare these curves
to those of two reentry vehicles with high ballistic
coefficients).

from the nose. These figures show that at impact a
2-centimeter-thick heatshield would give only about a
10 K temperature rise at the inner surface of the heat-
shield, and a1.5-centimeter-thick heatshield would give
about a60 K rise.

If one considers a 5-centimeter-radius hemisphere
of heatshield material at the nose, and 2 centimeters of
material on the side walls, the total mass of this heat-
shield would be about 2 kilograms.
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Figure F-14. Temperature profile in the heatshield at a
point on the wall of the conical bomblet 10 cm
behind the nose, at the time the bomblet would hit
the ground.

The original surface of the heatshield is at the right side of
the graph and the x-axis gives the distance into the
heatshield. The figure shows that less than 3 mm of
heatshield have ablated and the temperature has dropped to
about 310 K at a distance 2 cm in from the original surface.
The heatshield material is refrasil phenolic.



Cooling of the Spherical Bomblet During
Midcourse. We show here that the temperature of a
bomblet would decrease only slightly during the
roughly 30 minutes between its release from the mis-
sile and the beginning of atmospheric reentry if it were
in darkness during that time. Appendix A notes that a
spherical shell in low-earth orbit in the earth’ s shadow
would have an equilibrium temperature of about 180 K.
However, the heat capacity of the bomblets we con-
sider here is large enough that they would remain far
from thermal equilibrium after 30 minutes.

We consider the 10-cm-radius spherical bomblet
with a 2-cm-thick heatshield of refrasil phenolic and
an initial temperature of 300 K. Assuming it radiates
like ablackbody, it will radiate 460 W/m? from its full
surface area. At the same time, it will absorb infrared
radiation from the earth of 240 W/m?, which will be
absorbed over an effective area of the cross-sectional
area of the bomblet. The bomblet assumed here will

therefore radiate a net power of about 50 W, or about
9% 10* J over 30 minutes.

If we assume the thermal conductivity of the heat-
shieldisvery high, so that the entire heatshield is at the
sametemperature, then the average changein tempera-
ture AT of the heatshield due to thisloss of heat can be
calculated from its heat capacity by

AT = 9x10%/(cpV) = 19K (F-11)

where ¢ = 1174 Jkg-K is the specific heat of refrasil
phenolic, p = 1632 kg/m? is the density, and V =
0.0025 m? is the volume of the heatshield.

Since the actual thermal conductivity of the heat-
shieldislow, therewill in reality be atemperature gra-
dient across the heatshield, with the outside surface
being cooler than the average and the inside surface
being warmer. As a result, the temperature change at
theinside surface of the heatshield will belessthan the
value calculated above.
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Appendix G

NASA Air Density Explorer Series
Inflatable Balloon Satellites

In the 1960s the United States launched seven small
balloon satellites, the last four of which were success-
fully put in orbit.* These satellites, in the Explorer se-
ries, were devel oped during 1956 and 1957 at NASA's
Langley Research Center. They were used to make mea-
surements of the Earth’ s atmospheric density by mea-
suring the effect of atmospheric drag on the balloon’s
orbit. Thefirst three attempts to put such balloons into
orbit, beginning in October 1958, failed due to mal-
functions of their rocket boosters. However, the subse-
guent four balloon launches were al successful. The
first balloon successfully put into orbit was Explorer 9,
which was launched on 16 February 1961, and the last
was Explorer 39, launched in August 1968.

The balloons had a diameter of 3.7 meters. They
were constructed of a laminate made from commer-
cially obtained mylar plastic and aluminum foil .2 Two
different laminate compositions were used. The first
three balloons used athree-layer laminate, consisting of
two 0.00045-inch-thick aluminum foil sheets bonded
to a center layer of 0.001-inch-thick mylar. The last
four balloons used a four-layer laminate consisting of
aternating layers of 0.0005-inch-thick aluminum and
mylar, with the additional inner layer of mylar added
to control the temperature of aradio beacon placed in-
side the balloon.

The materials used to make the laminate were
bought commercialy in rolls® The laminate was cut

' Walter Bressette, “Air Density Explorers,” in Frank N.
Magill and Russell R. Tobias, eds., USA in Space, Vol. 1
(Pasadena, Calif.: Salem Press, 1996), pp. 159-162.

2 Claude W. Coffee, Jr., Walter E. Bressette, and Gerald M.
Keating, “Design of the NASA Lightweight Inflatable
Satellites for the Determination of Atmospheric Density at
Extreme Altitudes,” NASA Technical Note D-1243, January
1962.

into 40 flat gores (a goreis a piece of material that is
wider inthe middle than at the ends). These pieceswere
then fabricated into a beach-ball type structure by as-
sembling them over a 3.7-meter-diameter hemisphere.
The gores were bonded together using a 3/8-inch over-
lap between the gores. Two different commercially ob-
tained adhesives were used in bonding the gores to-
gether (Goodyear Pliobond and GT-301, a thermoset-
ting plastic made by the G.T. Schjeldahl company).

Starting with the fourth balloon (Explorer 9), acen-
ter strip composed of a single layer of mylar was used
todividetheballooninto two electrically i solated hemi-
spheres, so the balloon could be used asthe antennafor
a tracking beacon to be carried inside the balloon (in
the case of Explorer 9, this tracking beacon failed
shortly after deployment).

Each of the balloons weighed about 10 pounds
(4.5 kg), although the deployed weight was greater be-
cause of the weight of theradio tracking beacon and its
associ ated batteriesand solar cell panels. The deployed
weight of Explorer 9 was 6.7 kg.

The radio beacon, which was inside the balloon,
had to be kept below a temperature of 333 K (60°C).
Toreducethe average temperature of the satellite when
in sunlight, 3,600 white circles, typically with a diam-
eter of 5.1 cm, were painted on its outer aluminum
surface (covering about 17 percent of the surface on
Explorer 9 and 25 percent on Explorer 19).5 A fourth

3 Edwin J. Kirschner, Aerospace Balloons (Fallbrook, Calif.:
Aero Publishers, 1985), p. 85.

* Coffee, et al., “Design of Lightweight Satellites,” p. 4.

> On Explorer 9, near the location of the beacon, the size
and spacing of the white dots was reduced to obtain a more
uniform temperature distribution. In addition, an area of
about 160 cm? directly over the location of the beacon was
painted solid white. See Charles V. Woerner and Gerald M.
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inner layer of mylar was also added starting with the
fourth balloon. The higher emissivity of mylar relative
to aluminum resulted in greater heat transfer dueto ra-
diation on the inside of the balloon and thus moderated
hot and cold spots on the balloon. These two steps re-
duced the predicted temperature of the hottest spot on
the balloon from about 423 K to 330 K and the tem-
perature difference between the hottest and col dest spots
on the balloon from about 116 K to about 53 K.®

In order for the balloon to be useful in making drag
measurements, it was essential that it retain its spheri-
cal shape. Ground tests showed that in order to obtain
the strongest sphere it was necessary during inflation
to stressthe aluminum foil beyond itsyield point, which
required an inflation pressure of about 0.1 pounds per
square inch. With thisinitial inflation pressure (the gas
was allowed to vent out after inflation), ground tests
indicated that the balloon should retain its spherical
shape down to an altitude of about 75 miles (121 km).’

Keating, “Temperature Control of the Explorer IX Satellite,”
NASA Technical Note D-1369, April 1962, p. 5.

® These figures assume a balloon altitude of 400 miles (644
km). Coffee, et al., “Design of Lightweight Satellites,” p. 50
(figure 17).

7 Coffee, et al., “Design of Lightweight Satellites,” p. 8.
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The balloon was folded into a cylindrical package
with a diameter of 21.6 cm and a length of 28.0 cm.
The greatest difficulty in doing this was removing the
air from the folds during the folding process. When
deployed in space, it was inflated to a pressure of
0.1 pounds per square inch using a small bottle of ni-
trogen gas. The deployed balloons were spinning at a
rate variously reported to be either 30 or 220 revolu-
tions per minute. Prior to deployment, many testswere
performed in a vacuum chamber to ensure the balloon
deployment and inflation would work reliably.

The balloons were not designed to hold gasfor any
period of time, and it was calculated that the gas pres-
surewould fall to 10 mm of mercury at about 18 hours
after deployment (at this pressure it was estimated that
the heat transfer viathe gaswould become negligible).®

8 Woerner and Keating, “Temperature Control,” p. 15.



Appendix H

The Thermal Effects of
a Warhead Inside a Balloon

In this appendix we discuss how the presence of awar-
head inside a balloon would affect the thermal behav-
ior of the balloon.

If the warhead and balloon are at different tem-
peratures, the warhead will transfer heat to (or from)
the balloon in several ways:

e radiation

* conduction through any spacers used to position
the warhead within the balloon

* conduction through the gasin the balloon
* motion-driven convection of the gas

Below wediscussthe different means of heat trans-
fer, then calculate the effect of the warhead on the
balloon’ s thermal behavior.

Radiation
Since we are only making rough estimates, we will
model the warhead as a sphere with a surface area of
4 square meters and adiameter of 1.12 meters. We as-
sume the warhead is concentric with the spherical bal-
loon, which has a diameter of 3 meters.

The power transferred by radiation, P, to (or from)
the balloon by the warhead is given by*

' This assumes that the surfaces of the warhead and balloon
are diffuse scatterers. If they were specular reflectors
instead, the heat transfer would be somewhat less—the
denominator in this equation would be replaced by
(1/e,,+1/e, —1). See Robert Siegel and John R. Howell,
Thermal Radiation Heat Transfer, 2nd ed. (Washington,
D.C.: McGraw Hill, 1981), chapters 8 and 9.

P, = ANO-(TVG _TB4)
. =

1 +AN[1_ }

&w A léEm
where A, and A, are the surface areas of the warhead
and balloon, €y and £, are the infrared emissivities of
the warhead’ s surface and the inside surface of the bal-
loon, T, and T, are the temperatures of the warhead
and balloon, and o is the Stefan-Boltzmann constant
(5.67x 102 W/cm?K*).
If we assume that the inside surface of the balloon

is ablackbody (g, = 1), this equation simplifiesto

Pe=Aygy 0 (T = T5) (H-2)

We assume that the outer surface of the warhead
has been given alow emissivity finish (or covered with
athinlayer of superinsulation) to reduce the heat trans-
fer. (See Table A-1 in Appendix A for alist of emis-
sivities for different materials.) If we take g, = 0.036
(corresponding to shiny aluminum) and consider acase
in which there is a temperature difference of 10 K
between the warhead and balloon (T, = 300 K and
T,, = 310 K), then using equation (H-2) we find that

P.= 9.3 watts (H-3)

(H-1)

2 By making this assumption, we will overestimate the
power transferred by radiation. However, since the surface
area of the balloon is much larger than that of the warhead,
the effect of this assumption is small, unless the emissivity of
the inside of the balloon is small. For example, if the
emissivity of mylar (e = 0.5, see Table A-1 in Appendix A)
was used instead of assuming the inside of the balloon was
a blackbody, the power transferred would only be de-
creased by about 12 percent.
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Conduction Through Spacers

The power transfer due to spacers, P, can be made
negligible by using spacers with low thermal conduc-
tivity. The power transfer through a spacer of cross-
sectional area A and length L and with thermal conduc-
tivity xisgiven by

P.= xkA(T,—Ty)/L (H-4)

The warhead might be positioned within the bal-
loon using a set of strings that would have very low
thermal conductivities. However, to demonstrate that
the thermal conductivity can easily be made negligible,
wewill consider here a set of relatively short and thick
spacers: 10 spacers each with a cross-sectional area of
1 cm? and alength of 10 cm. Assuming these spacers
are made of commonly available low-conductivity
materials such as phenolic or polystyrene, they would
have athermal conductivity of about x = 0.03 W/m-K.
With the same 10 K temperature difference between
thewarhead and ball oon used above, wefind from equa-
tion (H-4) that

P, = 0.03 watts (H-5)

which isafactor of 300 less than that due to radiation.
So the heat transfer through spacers can be neglected.

Conduction Through the Gas Used to Inflate
the Balloon
What about heat transfer due to conduction through
the gas used to inflate the balloon? We assume that the
gas used is nitrogen and that a pressure of 69 Pa
(0.01 pounds per sguare inch, or 7x 10 atmospheres)
is used to inflate the balloon. As above, we model the
warhead as a sphere with a surface area of 4 square
meters (and diameter of 1.12 meters), and assumeit is
concentric with the balloon with adiameter of 3 meters.
The heat transfer between two concentric spheres
is given by®

PG — 47[K(T2 _Tl)
11
[

where R, and R, are the radii of the spheres, T, and T,
are the temperatures of the spheres, and « is the ther-
mal conductivity of the medium between them. The
thermal conductivity of nitrogen (at 300 K and one

(H-6)

* John Strong, Procedures in Experimental Physics (Engle-
wood Cliffs, New Jersey: Prentice Hall, 1938), p. 495.
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atmosphere) is0.0258 W/m-K.* Since the thermal con-
ductivity of a gas is essentially independent of pres-
sure until the mean free path of the gas molecules
becomes equal to the size of the enclosure, this will
also be the value of x at a pressure of 69 Pa (7x 10
atmospheres). Assuming the same 10 K temperature
difference, equation (H-6) yields

P, = 2.9 watts (H-7)

Thus, the power conducted through the gas, while
smaller than that due to radiation, is not entirely
negligible.

However, the attacker could eliminate this means
of heat transfer by venting the gas after the balloon was
inflated. How rapidly could this be done? The simplest
way would beto open aholein the balloon skin and let
the gas vent directly to space. In this situation, a hole
with an areaof one square centimeter will act asapump
with a speed of 11,700 cm?*/sec.® The gas pressure in
the balloon, P, will then be given by

S
P=Re v (H-8)
where P is the initia pressure, Sis the pump speed,
V is the volume of the balloon, and t is the time since
the hole was opened. If we use apair of circular holes
7.6 cm (3inches) in diameter and assumeaninitial pres-
sure of 69 Pa, we get®

P= 69 €% Pa (H-9)

As noted above, the thermal conductivity will not
decrease until the mean free path of the gas molecules
becomes equal to the size of the enclosure. For our bal-
loon, with a diameter of 3 meters, this transition will
occur at a pressure of about 0.0027 Pa. From equation
(H-9), we find that reaching this pressure would take
about 135 seconds, after which the thermal conductiv-
ity of the gaswould decrease rapidly. If we assumethe
conductivity decreasesin direct proportion to the pres-
sure after the mean free path exceeds the balloon size,
then the conductivity would be reduced by a factor of
more than 1,000 four minutes after venting begins.”

* Yeram S. Touloukian, “Thermophysics,” in Herbert L.
Anderson, ed. Physics Vade Mecum (New York: American
Institute of Physics, 1981), p. 323.

5 Strong, Procedures in Experimental Physics, p. 97.

© A pair of oppositely placed holes is used here to prevent
the escaping gas from propelling the balloon.

7 As shown in Appendix A and also later in this appendix,
empty lightweight balloons will generally reach thermal



Convection of the Gas

When agasheats up, it expands and becomes|essdense.
In the earth’ s gravitational field, the heated, less dense
air then rises, resulting in convection. However, since
the balloonisinfreefall in space, there will be no con-
vection driven by temperature difference. However, it
islikely that there will be at least some gas motion. In
particular, rotation of either the balloon or the warhead
would generate gas motion that could be a significant
source of heat transfer.

To minimize the heat transfer by gas convection,
the balloon and warhead could be attached to each other
(by spacersor sets of strings, for example) to minimize
the relative motion between them, and the balloon and
warhead could be deployed so that they rotate or tumble
only slowly. In such arotating environment, heated gas
would tend to flow inward if the warhead at the center
of the balloon is colder than the balloon, because of the
equivalence of centrifugal force and gravity. But gas
heated by a warm warhead at the center would tend to
remain near the warhead, so heat transfer by gas con-
vection would not be significant if the warhead were
warmer than the balloon.

Alternatively, as discussed above, the gas could be
vented after it was used to inflate the balloon. Thus,
the attacker hasthe option of eliminating the heat trans-
fer viaboth conduction through the gas and convection
of the gas by rapidly venting the gas out of the balloon.

Effect of Warhead on Balloon Temperature

Theabovediscussionindicatesthat, if the gasisvented
out of the balloon, radiation will bethe dominant mecha-
nism for transferring heat from the warhead to the bal-
loon. If the gasisretained, thermal conduction through
the inflating gas will have an effect, but one smaller
than radiation. The effects of convection are more dif-
ficult to estimate numerically, but can be minimized
by fixing the warhead relative to the balloon, keeping

equilibrium in less than four minutes. The power conducted
from the warhead to the balloon (or vice versa) will have the
effect of preventing the balloon from reaching the equilib-
rium temperature it would otherwise attain. Once the gas is
vented, the balloon would reach this equilibrium tempera-
ture. However, as discussed below, the resulting shift in
temperature can be made very small by using balloons with
equilibrium temperatures close to the warhead temperature.
Moreover, during the first few minutes of deployment the
balloons would be (or could be, if the attacker desired)
spaced closely enough so that they could not be individu-
ally resolved by the infrared sensors on SBIRS-low, so that
even this small effect would not be observable.

the balloon temperature bel ow that of the warhead, not
spinning the balloon, or by venting out the gas.

To illustrate the effect of the warhead on the bal-
loon temperature, we consider two cases. Ih one case
we assume that the total power transferred is equal to
that dueto radiation, as would be the case if the gasis
vented.® In the second case, we assume that motion-
driven gas convection is the primary heat transfer
mechanism: for this case we take the heat transfer to be
five times that due to radiation alone. The key point
hereisthat the precise size of the convective heat trans-
fer does not matter: as can be seen from the discussion
below, even large variations in the heat transfer from
thewarhead to the balloon produce resultsthat are quali-
tatively similar and that are easily hidden from the
defense’s sensors.

Figure H-1 compares the thermal behavior follow-
ing deployment of threelightweight balloonswith shiny
aluminum foil outer surfaces, masses of 0.5 kg, and
initial temperatures of 300 K. The balloons are assumed
to be in daylight and tumbling so that al of their sur-
faces are equally exposed to the sun. One balloon is
empty and quickly reaches the expected equilibrium
temperature of 454 K. The second balloon contains a
warhead with an emissivity of 0.036 and aninitial tem-
perature of 300 K, and the heat transfer is assumed to
be only dueto radiation. As the figure shows, ten min-
utes after deployment, the temperature of this balloon
is reduced by about 11 K, from 454 K to 443 K, rela-
tive to the empty balloon. The third balloon also con-
tains a warhead with an emissivity of 0.036; however,
here the heat transfer is taken to be five times that due
to radiation. After ten minutes, this balloon has a tem-
perature of 410 K.

If the defense knew that the equilibrium tempera
ture of the empty balloon should be 454 K, then these
temperature differences could be used to deduce the
presence of thewarhead. However, the defensewill not
know the precise surface composition of each of the
balloons, so the attacker can easily deny the defense
the ability to identify the balloon containing the war-
head by using balloons designed to equilibrate over a
range of temperatures. Asisalso shown in Figure H-1,
empty aluminum balloons with a small percentage
(1-4 percent) of their surface covered with white
paint will have equilibrium temperatures varying

8 In this calculation, the warhead is assumed to have a heat
capacity equal to 900 kg of aluminum. We neglect any
heating due to the fissile material in the warhead here, but
discuss it later in this appendix.
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Figure H-1. Temperature variation after deployment of aluminum-
coated balloons with and without warheads.

This figure shows the daytime temperature variation after release of lightweight
(0.5 kg) balloons with an outer surface of shiny aluminum foil. The balloons
are at a temperature of 300 K when released. One balloon is empty and two
contain warheads with a surface emissivity of 0.036. For the balloons contain-
ing warheads, in one case the heat transfer between warhead and balloon is
taken to be that due to radiation, in the other the heat transfer is taken to be
five times that due to radiation (the inside surfaces of the balloons are assumed
to be blackbodies). Also shown are four empty balloons with small fractions
(1-4 percent) of their outer surfaces covered with white enamel paint.

pattern of temperature variationsover
the surface of the balloon will easily
obscure this small drift.

Moreover, the effect of the war-
head on the balloon can be made al-
most negligible by choosing aballoon
equilibrium temperature close to that
of the initial warhead temperature.
Figure H-2 illustrates such an ap-
proach. It shows the temperature
variation after deployment for bal-
loons coated with athin layer of alu-
minum silicone paint, which givesan
equilibrium temperature of 299.3 K.
As the figure shows, adding a war-
head (at 300 K and with an emissiv-
ity of 0.036), increases the balloon
temperature (after ten minutes) by
only about 0.01 K. For aballoon con-
taining a warhead where the heat
transfer is taken to be five times that
due to radiation, the temperature af-
ter ten minutes is increased only by
about 0.5 K. For both of these bal-
loons, thetemperature drift dueto the
presence of thewarhead isnegligible:
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from 390 K to 454 K. Together with the empty balloon
with no paint, these temperatures span the temperatures
of the balloons containing the warheads. Thus, unless
the defense has essentially complete information about
the surface composition of the balloons, it cannot de-
termine which balloon contains the warhead based on
measurements of the temperature of the balloons.®
Infact, whilethefive empty balloonsin Figure H-1
are in thermal equilibrium (subject to the approxima:
tion that their surface temperature is uniform), the bal-
loons with warheads are not. This is because the tem-
peratures of the much heavier warheads inside these
balloons are till changing, abeit slowly, and therefore
the surface temperatures of these balloons are slowly
drifting upward. However, thisdriftissmall, about 0.01
K/minute for the balloon with heat transfer equal to
five times the radiation heat transfer, and less for the
other. As discussed in Chapter 8, in the rea world,
where the temperature of the balloon will not be uni-
form over its surface, the complex and changing

% In actual practice, the balloons with the warheads would
also be likely to have some amount of paint on their surface,
with the amount of paint on the empty balloons adjusted
accordingly.

Countermeasures

less than 0.00001 K/minute.

As in the previous example, the presence of the
warhead can easily be masked by using small amounts
of paint. Figure H-2 also shows the thermal behavior
of two empty balloons, one with 0.5 percent of its sur-
face covered with black paint and the other with 0.1
percent of its surface covered with white enamel paint.
Asthe figure shows, even these very small amounts of
paint produce thermal variationsthat would easily mask
the presence of awarhead.

Heating Due to the Fissile Material in the
Warhead

The discussion up to this point has neglected the heat
produced by nuclear reactions taking place in the
warhead’ sfissile material, which we assume to be plu-
tonium. The thermal power produced by nuclear reac-
tions is 2.5 W/kg for weapon-grade plutonium.’® The
specific heat of plutonium at 300 K is142 Jkg-K. Thus,
if thermally isolated from its environment, weapon-

' National Research Council, Management and Disposition
of Excess Weapons Plutonium: Reactor-Related Options
(Washington, D.C.: National Academy Press, 1995), p. 45.
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Figure H-2. Temperature variation after deployment of painted balloons
with and without warheads, near room temperature.

This figure shows the daytime temperature variation after release of lightweight
(0.5 kg) balloons with an outer surface covered with a thin layer of aluminum-
silicone paint. The balloons are at a temperature of 300 K when released. One
balloon is empty and two contain warheads with a surface emissivity of 0.036.
For the balloons containing warheads, in one case the heat transfer between
warhead and balloon is taken to be that due to radiation, in the other the heat
transfer is taken to be five times that due to radiation (the inside surfaces of the
balloons are assumed to be blackbodies). Also shown are two empty balloons
with small fractions of their outer surfaces covered with another type of paint: in

the weapon from overheating. Note
that this issue must be resolved for
any nuclear warhead, not just one
to be put inside a balloon decoy.*

If we assume that a nuclear
weapon deployed by an emerging
missile state contains 6 kg of
weapon-grade plutonium, then the
total thermal power produced by
nuclear reactions will be 15 W. If
we assume the warhead as awhole
has a mass of 900 kg with an aver-
age specific heat of 0.9 kJkg-K,
then the total heat capacity of the
warhead will be 8.1x10° JK. If we
further assume the warhead heats
uniformly (which gives the great-
est temperature increase at the sur-
face of the warhead, and hence the
greatest effect on the balloon), then
for weapon-grade plutonium, the
warhead would heat at a rate of
1.9x10° K/s = 0.0011 K/minute =
0.033 K over a 30-minute ballistic
missile flight.

one case 0.1 percent by white enamel paint, and in the other 0.5 percent by

black paint.

grade plutonium would heat at a rate of 0.018 K/s =
1.1 K/minute = 33 K over a 30-minute ICBM flight.t

Of coursethefissilemateria inthe coreof anuclear
weapon is not thermally isolated; there will be some
thermal coupling to the rest of the nuclear weapon and
to the outside world. The warhead designer must make
sure that this coupling is sufficient to keep the core of

"' The heat generated by reactor-grade plutonium is 5.6
times higher. However, as far as is known, all stockpiled
plutonium nuclear weapons (including those of India and
Israel) have used plutonium that is weapon-grade or better.
The primary problem with reactor-grade plutonium is an
increased probability of premature initiation of the detona-
tion because of the increased fraction of Pu-240 in reactor-
grade material. This problem can be solved, but it is more
difficult to deal with than the greater heating associated
with reactor-grade plutonium. A reasonable estimate is that
a nuclear weapon built by a country such as North Korea
would contain about 6 kg of weapon-grade plutonium.
(Marvin Miller, personal communication, December 1999.)
12 For a discussion of the use of reactor-grade plutonium in
constructing a nuclear weapon, including heating effects of
the plutonium, see J. Carson Mark, “Explosive Properties of

How would this nuclear heat-
ing affect the above results? To es-
timate this, we assume that the en-
tire warhead heats at arate of 1.9x10° K/s.

Recall that an empty aluminum-coated balloon
has an equilibrium temperature of 454 K, that adding
a warhead resulted in a temperature 10 minutes after
deployment of 443 K (assuming the heat transfer isdue
to radiation), and that thistemperature was drifting up-
ward at arate of lessthan 0.01 K/minute. Adding inthe
heating due to nuclear reactionsincreases the tempera-
ture at ten minutes after deployment by about 0.0006 K
and leaves the temperature drift rate essentially un-
changed.

For balloons coated with aluminum-silicone paint,
the empty balloon had an equilibrium temperature of
299.3 K. The balloon with the warhead (assuming the
heat transfer is due to radiation) was at a temperature
ten minutes after deployment that was 0.01 K higher,
with anegligible upward temperature drift. Adding the

Reactor-Grade Plutonium,” Science and Global Security,
Vol. 4, no. 1 (1993), pp. 111-128 and E. Kankeleit, C.
Kuppers, and U. Imkeller, “Bericht ziir Waffentauglichkeit
von Reaktor-plutonium (A Report on the Usability of Reactor
Plutonium in Weapons),” Institute fur Kernphysik, Tech-
nische Hoch-schule Darmstadt (Germany), December 1989.

Countermeasures 165



effect of nuclear heating increases the temperature at
10 minutes after deployment by 0.0001 K, with a still
negligible upward temperature drift of 0.0002 K/minute.

Thus, it is clear that adding the effects of nuclear
reaction heating does not in any way change the con-
clusion that the thermal presence of the warhead can
be easily masked.
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Appendix |

Shroud Cooling Requirements

Therearesevera external sourcesof heat that will cause
the shroud to heat up once it has been cooled to atem-
perature of 77 K, unless cooling continues. Above the
atmosphere, the sun will deliver about 1,360 W/m? of
radiation at visible and near infrared wavelengths. In
addition, about 30 percent of the solar radiation that
hits the Earth’ s surface, or 410 W/m?, will be reflected
upward onto the warhead from the Earth below (thisis
known as the albedo flux). The radiation flux from the
Earth is about 240 W/m? in the long wavelength infra-
red (at awavelength of about 10 microns). Finally, the
nuclear warhead itself radiates infrared radiation, and
some of this will penetrate the insulation and heat the
shroud.

We now show that maintaining the temperature of
the shroud against the various heat inputs will require
the evaporation of about 200 grams of liquid nitrogen
per minute.

The thermal power absorbed by the outer wall of
the shroud, Pourer: from sunlight, Earth-reflected sun-
light, and infrared Earthshine will be

I:)OUTER: [as (S+ SR) + 8|R E] Ac (I'l)

where ¢ is the solar absorptivity and ¢, the infrared
emissivity (which isequal to theinfrared absorptivity)
of the aluminum used to construct the shroud, Sisthe
solar flux (1360 W/m?), S, is the reflected solar
flux from the Earth, E is the Earth infrared flux
(240 W/n?), and A is the cross-sectional area. For a
conical shroud with a height H and a base diameter D,
the cross-sectional areawill depend on the orientation
of the shroud with respect to the sun and Earth. It will
range in value from  (D/2)? (for a head-on orienta-
tion) to H(D/2) (for a side-on orientation). Since we
are interested in calculating the amount of coolant re-

quired to maintain the shroud temperature, we will use
the higher value of H(D/2). Equation (I-1) then becomes

Pourem = [05(S+ S) + ¢, E| H(D/2) (I-2)

For aluminum that has been polished, the values of
o, and g are approximately 0.20 and 0.031, respec-
tively.! We assume a shroud with a height of
3 meters and a base diameter of 1 meter. With these
values, we obtain avalue for P . of 540 watts.

Now we consider thethermal energy transferred to
the inner surface of the cooled shroud by infrared ra-

diation from the warhead:
PI wer &0 (TW4 - Ts4)As
~&0 Tw4As
where P

ner 1S the power absorbed by theinner wall of
the shroud, ¢ isthe effectiveinfrared emissivity of the
superinsulation between the warhead and shroud, o is
the Stefan-Boltzmann constant (5.67x 108 W/m?K?#),
T, isthetemperature of thewarhead, T, isthe tempera-
ture of the shroud, and A, is the surface area of
the shroud.? For a conical shroud of height H and
base diameter D, the surface area is given by
r (D/2) [(D/2)? + H?) Y2, Thus, equation (I-3) becomes

P = ¢g,0T,' n(DI2) [(D/2)>+ HZ Y (1-4)

INNER —

(1-3)

! James R. Wertz and Wiley ). Larson, eds., Space Mission
Analysis and Design (Boston, Mass.: Kluwer Academic
Press, 1991), p. 382.

2 The effective emmissivity is defined by q = og, (T,*-T,%),
where q is the energy per unit area and time transferred by
radiation between surfaces 1 and 2, T, and T, are the
temperatures of surfaces 1 and 2, and ¢, is the effective
emissivity of the insulation between surfaces 1 and 2.
Wertz and Larson, Space Mission Analysis, p. 383.
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Assuming that the warhead is at room temperature
(300 K), and superinsulation has a relatively high
effective emissivity of 0.05,% the power absorbed by
theinner surface of the shroud (with aheight of 3 meters
and a base diameter of 1 meter) is 110 watts.
Althoughitseffect will berelatively small, weaso
want to estimate the heat transferred to the inner wall
of the shroud from the warhead through the supports
that attach the shroud to the warhead. We assume that
the shroud inner wall sits on 20 supports resting against
the heat shield of theinner warhead, and that each sup-
port has across section of 1 cm? and alength of 2.5 cm.
Thus, the power conducted to the inner surface of the
shroud through the supports, Pg s+ 1S given by

Pgprorrs= [K T AX] [T, —TJ A (1-5)

where kisthethermal conductivity of the supports, AX
isthelength of each support (inthiscase, AX=2.5cm=
0.025 m), T, and T are the temperatures of the war-
head and shroud, and A isthetotal crosssectional area
of the supports (in this case A, = 20 cm? = 0.002 nv?).
Although a material with far lower conductivity could

> Wertz and Larson, Space Mission Analysis, p. 384.
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be chosen,* we will assume the supports are made of
Teflon, which we will take to have an average thermal
conductivity of x=1.0 W/m-K.®> Under these assump-
tions, for awarhead at room temperature (300 K) and a
shroud at liquid nitrogen temperature (77 K), the power
transferred to the shroud through the supports will be
roughly 18 watts.

The total power absorbed by the shroud, P
will thus be

Perous = Proert Pouren * P

SHROUD INNER OUTER (1-6)

= [540+ 110 + 18] watts= 670 watts

SHROUD ’

SUPPORTS

The heat of vaporization of liquid nitrogen is ap-
proximately 2x 10° Jkg = 200 Jg, requiring the evapo-
ration of about 3.4 grams of liquid nitrogen per second
or about 200 grams per minute. For 30 minutesin space,
the amount of liquid nitrogen coolant needed is 6 kilo-
grams, or about 7.5 liters. If the missile wasfired on a
trajectory so that it was alwaysin the Earth’s shadow,
the amount of nitrogen need to maintain the shroud at
77 K would be reduced by about a factor of five.

* Wertz and Larson, Space Mission Analysis, p. 383.

5 The thermal conductivity of Teflon is temperature depen-
dent. Reported values of its thermal conductivity include (all
in W/m2K): 0.62 at 100 K, 1.0 at 200 K, and 0.42 at 359 K.
Y.S. Touloukian, R.W. Powell, C.Y. Cho, and P.G. Klemens,
Thermal Conductivity: Nonmetallic Solids, Thermophysical
Properties of Matter, Vol. 2 (New York: IFI/Plenum, 1970),

p. 969; Anthony F. Mills, Heat Transfer (Homewood, Ill.:
Irwin, 1992), p. 817.



Appendix )

Exoatmospheric Hit-to-Kill Intercept Tests

In this appendix we list the 20 intercept tests that the
United States has conducted (through January 2000)
with exoatmospheric hit-to-kill interceptors, which are

the tests that are relevant to the development of the

current NMD system. Of thesetests, 5 intercept attempts
hit the target and 15 missed.

HOE Intercept Attempt 1 MISS
7 February 1983

The first intercept attempt missed by a large distance.
The miss was attributed to problems in the sensor cool-

ing system, which prevented target tracking.

HOE Intercept Attempt 2 MISS
28 May 1983

The second test was very similar to the first, with the
interceptor missing its target by a great distance. While
it was able to begin homing, the guidance electronics

failed.

Homing Overlay Experiment (HOE)

The Homing Overlay tests used a large, infrared homing interceptor,
which unfurled a fifteen foot diameter set of spokes just prior to intercept.

HOE Intercept Attempt 3 MISS
16 December 1983

A software error in the on-board computer was the cause
of the third miss. The error prevented the conversion of

optical homing data into steering commands.

HOE Intercept Attempt 4 HIT
10 June 1984

The fourth attempt resulted in a hit for the interceptor,
but the target was heated to 100 degrees F to increase
its visibility to the interceptor’s infrared sensors. Accord-
ing to reports, the target was acquired at a range of
“hundreds of miles” and the closing speed was greater
than 20,000 feet per second (6 km/s).

ERIS Intercept Attempt 1 HIT
28 January 1991

The target was accompanied on each side by a decoy
balloon. The ERIS seeker was programmed to track and
hit the center of the three targets. It did not otherwise
differentiate between the warhead and decoys. The in-
tercept reportedly occurred at an altitude of 145 nauti-
cal miles (270 km) and a closing speed of over 30,000
miles per hour (13.4 km/s).

Exoatmospheric Reentry Vehicle Intercept System (ERIS)

ERIS was part of the Strategic Defense Initiative’s ground-based interceptor program
and built on technology developed as part of the Homing Overlay Experiment.

ERIS Intercept Attempt 2 MISS
13 March 1992

The kill vehicle missed its target by “several meters,” in
part because it failed to select the target warhead with
enough time remaining to maneuver for a hit. The kill
vehicle flew between the target and a single balloon

decoy separated from the target by about 20 meters.
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Lightweight Exoatmospheric Projectile (LEAP)

In 1992 the Strategic Defense Initiative Organization conducted two test of the LEAP kill vehicle then under
development. The LEAP was eventually adopted by the US Navy as the kill vehicle for the Navy Theater-
Wide theater missile defense system, and has so far undergone two additional intercept tests in this role.

LEAP Intercept Attempt 1 (Flight Test 2) MISS
19 June 1992

This attempt failed when the LEAP missile did not re-
ceive data from the ground control system as planned

about the target’s speed and position .

LEAP Intercept Attempt 2 (Flight Test 3) MISS
22 June 1993

The interceptor apparently missed its target by about
7 meters, but very little information is available about

this test.

LEAP Intercept Attempt 3 (Terrier/LEAP, FTV-3) MISS
4 March 1995

The first intercept test for the Navy Theater Wide Bal-
listic Missile Defense System. A software error during
the second stage of flight caused the third stage of the
missile to fly too high and miss its target.

LEAP Intercept Attempt 4 (Terrier/LEAP, FTV-4) MISS
28 March 1995

The kill vehicle did not switch to internal power, re-
portedly because a battery failed, and it passed 170
meters from the target. The Navy was very optimistic
despite the intercept failure and termed the test a “clear
success,” with 42 of 43 test objectives met.

Theater High Altitude Area Defense (THAAD)

The Theater High Altitude Area Defense system is the US Army’s ground-based, exo-
and high-endoatmospheric interceptor. The system uses a single-stage, solid-propellant
missile and a kinetic kill vehicle with infrared guidance in the terminal phase.

THAAD Intercept Attempt 1 (Flight Test 4) MISS
13 December 1995

This was the first THAAD test in which the primary ob-
jective was a hit-to-kill intercept. A software error
caused the Divert and Attitude Control System to mis-
fire and made the kill vehicle veer off course. The tra-
jectory was corrected, but insufficient fuel remained
for intercept. A program official said, “the indications

are that we should have hit.”

THAAD Intercept Attempt 2 (Flight Test 5) MISS
22 March 1996

Twenty seconds into the flight a lanyard connecting the
kill vehicle to its supporting electronics module discon-
nected, effectively shutting down the interceptor be-
fore booster separation. The interceptor stopped re-
sponding to ground controls, flew past its target, and

was subsequently detonated.

THAAD Intercept Attempt 3 (Flight Test 6) MISS
15 July 1996

The interceptor’s seeker electronics malfunctioned,
overloading the signal processor and preventing target
acquisition. An independent review panel found no ma-
jor problems in the program but recommended that test-
ing be slowed and “more emphasis placed on inter-
cepting a target instead of meeting an aggressive test
schedule.” One official said that he “believe[d] they
will dramatically restructure the program” if the mis-
sile failed to intercept during its next test.

THAAD Intercept Attempt 4 (Flight Test 7) MISS
6 March 1997

The Divert and Attitude Control System (DACS) failed
and the missile flew out control. One official com-
plained, the DACS “did not work. It never worked. What

we don’t know is why it didn’t work.”
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Theater High Altitude Area Defense (continued)

THAAD Intercept Attempt 5 (Flight Test 8)
12 May 1998

Originally scheduled for December 1997, the test was
postponed due to problems in the missile’s inertial mea-
surement unit and concerns over system readiness. The
test ended early as a short-circuit in the thrust vector
control assembly sent the interceptor out of control.

MISS

THAAD Intercept Attempt 6 (Flight Test 9)
29 March 1999

The missile lost track of the target, missed it by about 30
yards and self-destructed. Sources said that the missile
“did not take over and make the final adjustments... to
intercept the target.” The miss was eventually attributed
to a failure in one of the thrusters used to steer the inter-
ceptor. The Pentagon initially reported success in 16 of
its 17 test goals, but later stated that 2 out of 4 was more
accurate.

MISS

THAAD Intercept Attempt 7 (Flight Test 10)
10 June 1999
Following several test delays, the THAAD hit—the first

HIT

time in seven attempts. Brig. Gen. Richard Davis, USAF,
was very optimistic: “The technology can work. We've
shown it to be able to work. No longer will we say that
the design is flawed.” This test used a Hera target mis-
sile flown on a highly lofted trajectory. The target flew
at about 2 kilometers per second at intercept and the
intercept occurred at 60—100 kilometers altitude. While
the THAAD missile hit its target, no countermeasures
were employed, making this a less difficult scenario
than THAAD could face from a real-world threat.

THAAD Intercept Attempt 8 (Flight Test 11) HIT
2 August 1999

The test used a Hera target missile flown on a highly
lofted trajectory. The 4-meter-long reentry vehicle
separated from the missile booster. Intercept occurred
at above 80 kilometers altitude and probably at well
above 100 kilometers. The target was traveling at about
2 kilometers per second at intercept. Again, no coun-

termeasures were employed.

National Missile Defense (NMD)

The NMD ground-based interceptor consists of an exoatmospheric kill vehicle (EKV) on top of a booster.
The booster will be a three-stage missile based in an underground silo. The NMD EKV has its own seeker,
propulsion, communications, guidance, and computers to support targeting decisions and maneuvers.

NMD Intercept Attempt 1 (IFT-3)
2 October 1999

The test was originally scheduled for June 1999, but was
postponed several times, reportedly due to a series of
minor problems with the kill vehicle. A surrogate booster
carried the prototype exoatmospheric kill vehicle from
the Kwajalein Missile Range to intercept a target
launched from Vandenburg AFB, California. The inter-
cept reportedly occurred at about 140 miles (225 km)
altitude at a closing speed of 15,000 miles per hour (6.7
km/s). The NMD ground-based radar observed the test
but was not used to guide the kill vehicle—instead a
global positioning system transmitter on the mock war-
head (along with a backup C-band radar beacon) told
the interceptor missile where to release the kill vehicle.
In January 2000, the Pentagon acknowledged a series
of anomalies in the test that led to the kill vehicle ini-
tially being unable to find the mock warhead. Eventu-
ally, the kill vehicle started to home instead on the bright
balloon decoy that was included in the test. Fortuitously,

HIT

the balloon and warhead were close enough together
that the warhead then appeared in the field of view of
the kill vehicle, which was then able to home on and
intercept the warhead. According to the 1999 annual
report by the Pentagon’s Director of Operational Test-
ing and Evaluation, there is no basis to classify the test
as either a success or failure since it is unclear whether
the intercept would have occurred if the brighter bal-
loon had not been present.

NMD Intercept Attempt 2 (IFT-4)
18 January 2000

This test differed from IFT-3 in that it incorporated
other components of the system, including the Defense
Support Program early warning satellites, the proto-
type ground-based radar on Kwajalein, and the battle-
management system in Colorado. A failure of the two
infrared sensors on the kill vehicle caused it to miss
the mock warhead, reportedly by a distance of 100
feet.
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