Chapter 10

Testing the NMD System:
Requirements and Recommendations

This study finds that the planned NMD system can be
defeated by a limited ballistic missile attack using
simple countermeasures such as those described in
Chapters 7-9, and that such countermeasures must be
expected to form a part of any threat from emerging
missile states. If the planned NMD system cannot deal
with these countermeasures, it makes no sense to de-
ploy it. If the Pentagon believesthe planned NMD sys-
tem can deal with such countermeasures, the burden of
proof is on it to demonstrate that capability in arigor-
ous testing program, before a deployment decision is
made. A rigorous testing program that incorporates re-
alistic countermeasures is the only way to assess the
operational effectiveness of the planned NMD system.

In the Chapter 11 we review past US ballistic mis-
sile defense tests that have included decoys or other
countermeasures and show that none of these demon-
strated an ability to discriminate the warhead from de-
coys or to otherwise defeat countermeasures.

In this chapter wefirst discuss how the US govern-
ment tests its military systems, and what some of the
criteria are that determine how many and what kind of
tests are needed to assess operational effectiveness. We
then discuss the difficulties inherent in testing a sys-
tem that will face countermeasures in the real world
and the important role of “red team” effortsto develop
countermeasures using the technology and information
that would be available to emerging missile states.

Next, we discuss the operational requirements for
the NMD system and the planned testing program. We
find that, as currently structured, this testing program
will not provide US planners with a basis for knowing
what the operational effectiveness of the NMD system
will be before it is deployed. To assess the effective-
ness of any military system, field tests must be con-
ducted under a variety of conditions that approximate

as closely as possible those expected in the real world,
and enough tests must be conducted to permit some
confidence in the results. Neither of these conditions
will be met under the flight tests planned before de-
ployment of the NMD system, much less before the
decision about deployment scheduled for fall 2000.
Finally, we make recommendations about how the
NMD testing program should be restructured to permit
an assessment of the operational effectiveness of the
NMD system against the threats it is intended to ad-
dress. In brief, we recommend that the testing program:

* accurately define the baseline missile threat that
the defense must be designed and tested against,
making sure that it includes realistic counter-
measures of the type discussed in this report

e conduct the right kind of tests, by ensuring that
the testing program includes tests against the best
countermeasures an emerging missile state could
be expected to build

e conduct enough tests to determine the effective-
ness of the system with high confidence

* provide for objective, independent assessment of
the test design and results

Testing Military Systems
Every military system requires testing, and hone more
so than ballistic missile defense systems, which are
subject to potentially devastating countermeasures. A
good testing program makes extensive use of ground
testing and simulation, but these cannot substitute for
field tests of the system under realistic conditions.

A testing program begins with an “operational re-
guirementsdocument” (ORD), which describesin some
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detail the system performance parameters that the us-
ersand program manager believethe system must have
tojustify its eventual procurement.! The ORD isafor-
mal document that (ideally) specifies how the system
will be used in the field and what the minimum and
desired levels of performance would be.2

The specification of the threat that a weapons sys-
temisintended to counter is contained not in the ORD,
but instead in the Systems Threat A ssessment Require-
ment (STAR) document. The STAR defines the threat
standard, that is, the threat or set of threats the system
must operate against. The threat standard is validated
and approved by the Pentagon’s Defense Intelligence
Agency, usualy through intelligence gathered on a
potential adversary’s weapons systems.

The goal of the testing program is then to assess
whether the military system meets the requirements set
out for it. Thetesting program can be no better than the
underlying requirementsand STAR documents. If these
documents do not accurately reflect the real world
threat, the testing program will not be able to assess
the operational effectiveness of the weapon system in
the real world.

The STAR document for the planned NMD sys-
tem is classified. However, the publicly available in-
formation strongly suggests it does not reflect the real
worldthreat. In particular, the Ballistic Missile Defense
Organization (BMDO) described the target suite used
inthe first two NMD intercept tests as “ more than rep-
resentative of thethreat.”® Y et the countermeasures con-
sisted of one balloon “decoy” with avery different in-
frared signature and radar cross section than those of
the mock warhead. Moreover, the defense was told in
advance what the characteristics of the warhead would
be, so it could easily distinguish one from the other. In
no way wasthistarget suite representative—much less

! Definition from Michael L. Cohen, John E. Rolph, and
Duane L. Steffey, eds., Statistics, Testing, and Defense
Acquisition: New Approaches and Methodological Improve-
ments, report by the Panel on Statistical Methods for Testing
and Evaluating Defense Systems, Committee on National
Statistics, Commission on Behavorial and Social Sciences
and Education, National Research Council, (Washington
D.C.: National Academy Press, 1998), p. 212.

2 The requirements document is validated and approved by
the Joint Requirements Oversight Council, which is chaired
by the Vice Chairman of the Joint Chiefs of Staff and
includes the Vice Chiefs of the Army, Navy, and Air Force,
and the Assistant Commandant of the Marine Corps.

* Michael C. Sirak, “BMDO: Only Three NMD Tests ‘Likely’
Before Next Year’s NMD Review,” Inside Missile Defense,
August 25, 1999, pp. 13-14.
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“more than representative”—of the technically simple
countermeasures that an emerging missile state could
deploy.*

Within the Department of Defense is the office of
the Director, Operational Test and Evaluation
(DOT&E), which provides oversight of thetesting pro-
grams for major military systems. The NMD system
and the theater missile defense systems are included
under its purview. DOT&E reports directly to the Sec-
retary of Defense. Among other things, it writes an
annual report to Congress on the testing programs of
the military systems it oversees; an unclassified ver-
sion is always available.> For the most part, DOT& E
operates in an advisory capacity. However, DOT&E
must approve a Testing and Evaluation Master Plan
(TEMP) for the each program, as must other devel op-
ment and acquisitions offices within the Defense De-
partment. In addition, under current law, a major de-
fense acquisition program may not go beyond a low
rate of initial production (LRIP) until the DOT&E is-
suesareport (called a“Beyond-L RIP Report”) stating®

* whether the test and evaluation performed were
adequate

¢ whether the results of such test and evaluation
confirm that the items or components actually
tested are effective and suitable for combat

However, the Secretary of Defenseisfreetoignorethe
conclusions of a“Beyond-LRIP Report.”

Confidence Level and Effectiveness. Although
the terms “confidence level” and “effectiveness’ may
seem redundant, both are needed to describe the re-
quired or expected performance of asystem. Effective-
nessis ameasure of how well a system would work in
the real world. The effectiveness of a system is not
known a priori, and can be determined only through
extensive testing or use of the system. (For a missile
defense system the effectiveness is usually expressed
as a “kill probability”—the probability that the de-
fense will successfully intercept a warhead or several

* It is entirely reasonable to begin testing a new NMD
system against mock warheads with no countermeasures
and to work up to more sophisticated ones. It is the
description of the first test target suite as representative of
the threat that indicates the STAR document has greatly
underestimated the countermeasures threat.

5 These reports are available online on the DOT&E
website at www.dote.osd.mil.

¢ Cohen et al., Statistics, Testing, and Defense Acquisition,
p. 21.



warheads.) The confidence level describes how much
trust the user has in what he or she believes the effec-
tiveness of the system to be, based on prior testing and
use. Put differently, effectivenessis an intrinsic prop-
erty of the system, and testing is used to determine what
the effectiveness is to a certain degree of confidence.
Evenif amilitary system werein fact highly effective,
without adequate testing the United States would have
very low confidence in its effectiveness and would not
be able to assume it was highly effective.

Determining the effectiveness of amilitary system
requires conducting “operational tests’ that use pro-
duction or near-production components. Thetestsdone
during the development of the system cannot be used
to determine the effectiveness of the deployed system
sincethey generally do not use production components.
Moreover, any significant changesto the system made
during operational testing would theoretically require
anew round of tests.

The number of tests needed to determine the effec-
tiveness of amilitary system will depend on the level
of confidencethat isrequired in that effectiveness, with
more tests required to establish a higher level of
confidence (see box). The number of testsrequired will
also depend on several other factors, including’

* whether the system is hew or is an upgrade or
modification of an existing system

* theeffect of asystem failure, which can range
from catastrophic (atotal failure of the mission)
to minor (results in inconvenience or additional
cost)

¢ whether amission failure would result in the loss
of life

* how stressful the operating environment will be

* how unpredictable or varied the operating
environment will be

* whether the system will meet opposition and
what the nature of the opposition might be

Thus, a military system will require more opera-
tional testing if it makes use of new technology that
has not been included in a similar system with a good
operating or test record; if a system failure would re-
sult in atotal mission failure or seriously degrade the
chance of mission success; if a mission failure would

7 Cohen et al., Statistics, Testing, and Defense Acquisition,
pp. 194-201.

result in the substantial loss of life; and if the operating
environment is expected to be stressful and varied be-
cause there will be opposition. A national missile de-
fense has all these characteristics and should therefore
be subject to extensive testing. In fact, a missile de-
fense system would need to be tested in many different
operating environments (to take into account different
possible countermeasures), each of which would require
its own separate set of tests to estimate the system’s
performance under that environment. (Thisisin con-
trast to, for example, testing ballistic missiles, where
the operating environment is predictable.)

However, in practice, it is generally expensive to
test weapon systems that must undergo destructive
testing (in which the weapon itself is destroyed in the
test). For example, the Pentagon reported that the first
NMD intercept test that took place on 2 October 1999
cost $100 million.® Thus, weapons systemsthat require
destructive testing (for example, ICBMs and air and
missile defenses) are often not tested enough before
deployment to meet the requirements of high confidence
in their effectiveness. For some of these systems, addi-
tional information will be gained through training and
combat experience. However, thiswill not be possible
for the NMD system; training will involve few, if any,
real engagements with ballistic missile targets, and a
ballistic missile attack on the United States will be a
rare event so there will be no combat experience.

As an example of how the expense of destructive
testing makes it difficult to perform the needed flight
tests, a National Research Council report considers a
missile system for which the planned deployment is
1,000 missiles.® Under the assumption that the opera-
tional requirement is that the missile land within the
lethal range of itstarget at least 80 percent of the time,
and that the user have a 90 percent confidence level
that this effectiveness would be met, roughly 148 mis-
sileswould need to befired in destructivetesting. Since
these tests would consume 15 percent of the planned
arsenal, the report states that such a testing program
would almost certainly be challenged as an inappropri-
ate alocation of defense resources.

If it is not possible to establish high confidence in
high effectiveness for a missile defense interceptor
through testing, it may be possible to compensate to
some extent by using additional interceptors or adding

8 Jonathan S. Landay, “Fallout from US Antimissile Success,”
Christian Science Monitor, 4 October 1999, p. 1.

% Cohen et al., Statistics, Testing, and Defense Acquisition,
pp. 31-32.
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additional systems that operate in different ways. In
some cases, the defense can use shoot-look-shoot tac-
tics so that additional interceptors are only used if the
first ones fail. However, in some cases there will not
be time for such assessment before firing additional
interceptors or it may be difficult for the defense sen-
sors to determine if the intercept was successful.

The Operational Requirements for the
Planned NMD System

Aswediscussin Chapter 3, theinitial (Phase-1) stage
of the planned NMD system is intended to defend
against tens of “simple” warheads from North Korea,
and perhaps five warheads from the Middle East. The
final “capability-3" (C-3) stage is intended to defend
against “many, complex” warheads. The dividing line

A familiar example illustrates these concepts. Based on
past experience, we can be very confident that the prob-
ability of getting heads when flipping a coin is 50%.
Thus, our confidence level is essentially 100% that the
“system effectiveness” is 50%, where in this example
the “effectiveness” is the probability not of intercepting
a warhead but of getting heads.

But what if we were handed a coin that was poten-
tially weighted, so we did not know a priori what the
odds of getting heads was? To determine the probabil-
ity of getting heads, we would conduct a number of
tests (in this case, coin flips). How many times we would
flip the coin would depend on how confident we wanted
to be of the probability of getting heads—the higher the
level of confidence, the higher the number of required
“tests,” or coin flips.

Suppose we flipped the coin 20 times and got
12 heads. Could we conclude from this result that the
odds of getting a head on any subsequent coin flip was
12/20 = 60%? No, because for any set of flips we would
expect to see some fluctuation about the actual prob-
ability of getting heads. Even if the coin were not
weighted and the probability of getting a head were
50%, we would expect to see 12 heads in 20 flips about
12% of the time.

Figure 10-1 shows the probability distribution of
seeing 12 heads in 20 flips for different values of p,, the
probability of getting a head in a single coin flip. While
the distribution peaks at p, = 60%, it is so wide that the
results give little confidence that 60% is the actual value
of p,.. In fact, the results give us a 90% confidence level
that the true value of p, lies between 45% and 75%
(that is, that the odds of getting a head in any coin flip is
between 45% and 75%), but only a 39% confidence
level that the value of p, lies between 55% and 65%.
Thus, after 20 tests, we could not say whether or not
the coin was weighted with much confidence.

Now suppose we keep flipping the coin for a total
of 200 times and find 120 heads. The probability distri-
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Figure 10-1: Probability distributions for 20 flips and
200 flips.

These curves show the probability distribution P(n,N,p,),
which is proportional to (p,)"(1-p,)N", for two specific
cases. P(n,N,p, )dp, is the probability of getting n heads in
N flips if the probability of getting a head on any single
flip lies between p, and p,+dp,. If someone flipped a coin
N times and got n heads, then the area under the curve
between two values of p, is a measure of the confidence
that the true value of p, lies within that interval.We
consider the cases: n=12 heads in N=20 flips, and n=120
heads in N=200 flips. For example, the solid curve shows
the probability distribution of getting 12 heads in 20 flips
for different values of p,.

bution still peaks at 60% (see Figure 10-1) but is now
much more narrow, reflecting the fact that
statistical fluctuations become less significant as the
number of tests increase. Based on these results, we
would have an 85% confidence level that the value of
p, lies between 55% and 65%, and less than 8% con-
fidence that it lies between 45% and 55%. Thus, at
this level of testing, we would have considerable con-
fidence that the coin was weighted, and that the prob-
ability of getting a head for any coin flip was near
60%.
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between theterms*simple” and “complex” isnot well-
defined (at least publicly); these terms refer to the ex-
tent to which the attacker hasincorporated countermea-
suresto fool or overwhelm the defense, and the sophis-
tication of those countermeasures.

Although the NMD operational requirements docu-
ment is classified, the confidence and effectiveness
levelsrequired are reportedly “a95% confidence level
that a95% kill probability will be achieved.”° In other
words, the user must be 95% confident that the system
will be 95% effective against alimited attack.

The Pentagon plansto attain a 95% kill probability
by firing multiple interceptors at each target using a
“shoot-look-shoot” strategy. One strategy would be to
fire two interceptors at the target, look, then fire an-
other two.** Reportedly, the NMD designers “expect
roughly an 85% probability of kill from asingle shot.”?
If the failure modes of the four interceptors are inde-
pendent of one another, then the United States would
have 95% confidence that firing four interceptors at
each target would give a 95% probability of kill. We
consider both of these assumptions below.®®

Determining the Single-Shot Kill Probability. We
first note that an interceptor cannot be described by a
single value of the single-shot kill probability, since
the probability of interception will depend on the situ-
ation. The kill probability will depend on a number of
factors, such as the geometry of the intercept, where
the attacking missile is coming from, the time of day
the attack occurs (since that will change the infrared

'© Michael Dornheim, “Missile Defense Design Juggles
Complex Factors,” Aviation Week and Space Technology,
24 February 1997, p. 54. The complete quote is: “Designers
expect roughly an 85% probability of kill from a single shot,
so multiple shots are used for a tighter shield. Kill assess-
ment is made after the first shot and a second interceptor is
fired if necessary, in a ‘shoot-look-shoot’ scheme. To obtain
a 95% confidence that a 95% kill probability will be
achieved, national missile defense plans call for a ‘4 on 1’
scheme—fire two interceptors at the target, look, then fire
another two. This supports fielding 20 interceptors to tackle
the minimum threat of five warheads.”

" Kill assessment may in practice be difficult, so that the
NMD system will not know with certainty whether the first
round of interceptors has been successful. The kill vehicle
might hit a piece of the third stage, for example. However,
an analysis of this important topic is beyond the scope of
this study.

'2 Dornheim, “Missile Defense Design Juggles Complex
Factors,” p. 54.

13 A similar analysis would apply if the confidence and
effectiveness levels specified in the operational require-
ments document are other than 95%.

and visible signal of the warhead), and whether the at-
tacker uses countermeasures.

Thus, the single-shot kill probability is meaning-
less unless the conditions under which it is expected to
apply (and under which it was determined) are specified.

Moreover, the single-shot kill probability for anin-
terceptor cannot be known or asserted a priori—it must
be determined through testing.* Thus, the kill prob-
ability cannot be stated to be 85%, it can only be stated
with some level of confidence that the kill probability
is 85% or greater, based on the number of tests in the
test series and the success rate. For example, if the
United States conducts 20 intercept testsand 17 of these
are successful, it would have 95% confidence that the
single-shot kill probability is 66% or greater, against
the type of target it was testing against and under the
conditions of itstesting. Under the assumption that the
failure modes of the interceptors are independent, a
single-shot kill probability of 66% would then give the
United States 95% confidence that using four intercep-
torswould result in asystem effectiveness of 80%, or a
62% confidence that the system effectivenesswas 95%.
Thistest serieswould not give 95% confidence that the
system effectiveness was 95%.

To obtain high (95%) confidence that the single-
shot kill probability was greater than 66%, the tests
would have to have a success rate higher than 85%.
For a series of 20 tests, all 20 would have to be suc-
cessful to provide 95% confidence that the kill prob-
ability was 85% or greater. On the other hand, if there
were three failures in a test series, a total of 50 tests
(with the other 47 successful) would need to be con-
ducted to provide 95% confidence that the single-shot
kill probability was 85% or greater.

Independence of Failure Modes. Firing more
than oneinterceptor at atarget only increasesthe prob-
ability of interception asdescribed aboveif thekill prob-
abilitiesfor each interceptor areindependent. If instead,
thefailure of oneinterceptor impliesthat the othersare
also likely to fail, the 4-on-1 kill probability can be as
low as the single-shot kill probability. In fact, if coun-
termeasures cause oneinterceptor to fail, they will likely
cause other interceptors to fail as well. Thus, the as-
sumption of independent failure modesis probably not
warranted for the planned NMD system, which relies
on only onetype of interceptor (that is, the systemisa
single-layer system).

* As discussed above, these tests must use the production-
quality interceptors that are intended to be deployed. It
would not include tests done with prototypes during the
development phase.

Countermeasures 95



96

Testing and Countermeasures

Asemphasized elsewherein thisreport, missiledefense
programs will succeed or fail based on their ability to
deal with countermeasures. Since operational testing
must be conducted under realistic battlefield conditions,
for ballistic missile defensesthisrequiresthat truly rep-
resentative countermeasures be incorporated into the
tests. However, many problems arise in properly inte-
grating countermeasures into a missile defense test-
ing program:

* The countermeasures threat is hard to define.
A nation that is developing countermeasures to
defeat a US missile defense system may take
great care that the details of its efforts are not
exposed to US intelligence-gathering efforts or
may reveal deliberately misleading information.
Emerging missile states may make few missile
tests of any kind. And since these countries may
not be in a position to evaluate the performance
of their own countermeasures through flight
testing (because they do not have the large radars
and other sensors required to observe the
behavior of the countermeasures in tests), they
may simply not flight test them. Moreover, an
emerging missile state could develop and gain
confidence in the performance of some counter-
measures through ground tests or tests from
aircraft, which would be difficult for the United
States to monitor.

As aresult, there may be no concrete
evidence of countermeasure devel opment and no
information available about the types of
countermeasures under development by the
countries the missile defense system is intended
to defend against. This may make it difficult to
achieve consensus about what types of counter-
measures should be included in tests. But it is
important to recognize that the absence of
evidence about countermeasures is not evidence
of the absence of countermeasures.

A related difficulty is that the defense should
also take into account the ability of an emerging
missile state to devel op countermeasures
concurrently with the deployment of an NMD
system, and the potential evolution of counter-
measures during the lifetime of the defense
system as the technological capabilities of
emerging missile states increase.

* Evenif a“redteam” is established to develop
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countermeasures, its effect may be impeded by a
lack of independence, funding, or other
resources, and by not being successfully
integrated into the overall testing program. Thus,
realistic countermeasure tests that are proposed
may never be incorporated into the testing
program.

* Intheeyes of program managers and senior
officials, the success of the testing program is
measured by hitting and destroying mock
warheads, not by accurately modeling the real
world threat. A successful countermeasure may
be seen as athreat to the success of the program.
This situation creates a conflict of interest that
can cripple any serious attempt to incorporate
realistic countermeasures into the testing
program.

Such problems are widely recognized,*® and some
efforts have been madeto avoid them. Following a1992
Defense Science Board recommendation, BMDO set
up acountermeasures effort oriented to the theater mis-
sile threat. This effort, called the Countermeasures
Hands-On Program (CHOP), is run out of the Phillips
Air Force Research Laboratory near Albuquergue. Al-
though it was initially intended to explore only poten-
tial countermeasures to theater missile defenses, asthe
program has progressed, some missions have focused
on or have had some application to national missile
defenses.’® In fact, according to the 1996 Defense Sci-
ence Board report, the program identified submunitions
asaseriousthreat to US theater missile defenses.” As
noted in Chapter 7, submunitions would be a serious
threat to NMD as well.

CHOP smaintask isto build countermeasures, not
to theorize about them. The program involves young
scientists, engineers, and military officers not specifi-
cally trained in missile defense or countermeasures. The
team is given access to information and technology in
the same way an emerging missile state might get most
of its information: through the open literature and

15 For example, the Defense Science Board in 1992 and in
1996 has discussed difficulties with missile defense counter-
measures programs. The 1996 Report of the Defense
Science Board/Defense Policy Board Task Force on Theater
Missile Defense (January 1996) is available at www.fas.org/
spp/starwars/offdocs/tmddsb.htm.

'® Michael Sirak, “BMDO: ‘CHOP’ Shop Helps Create
Robust Missile Defenses,” Inside Missile Defense, 21 April
1999, p. 1.

'7 Report of the Defense Science Board, p. 16.



through commercial off-the-shelf products. However,
the CHOP team is prohibited from seeking the advice
of outside engineers, whereas an emerging missile state
that could deploy along-range missile would have ac-
cess to experienced engineers.

The CHOP team assesses how difficult it isto build
and deploy a specific countermeasure by developing,
building, and testing countermeasure prototypes that
represent what a nation with similar resources could
do. CHOP missions normally run about nine to twelve
months. The watchword of the CHOP missionsissim-
plicity, which helps CHOP programs go from concept
to flight testing in months rather than years. CHOP
participants usually stay on for only one mission.

It should not, of course, be assumed that the
US CHOP program is representative of any particular
nation’ s countermeasure program. In fact, the counter-
measures efforts of other countries could well belarger
and better funded, and would likely have more experi-
enced personnel who worked on these efforts for long
periods of time, rather than for months.

Itisclear that the CHOP effort could make avalu-
able contribution to both theater and national missile
defense programs. Nonetheless, the Defense Science
Board concluded in 1996 that the theater missile de-
fense red team efforts were not well enough integrated
into thefull program, and that their output was not used
in overall program guidance. Moreover, it appears that
since the 1996 Defense Science Board report, CHOP
has become alower priority program with diminished
funding. In FY-99 its funding was about $4.5 million,
roughly 20 percent of BMDO' sfunding for threats and
countermeasures activities. CHOP' sfunding isplanned
to decrease to about $3.3 million in FY-00 and
$3.8 millionin FY-01.:

There are also fundamental problems with the
CHOP program: because its funding, staff, and direc-
tion are under the control of BMDO, the program is
not independent. Moreover, the program staff servefor
relatively short periods; as a result, the program does
not develop a permanent in-house expertise on coun-
termeasures.

However, programs such as CHOP should play a
central rolein the process of threat validation, in which
the United States makes its best guess as to the charac-
teristics of the ballistic missiles and countermeasures
that its defense system will face. The threat validation
process usually depends heavily on the assessment of

'8 Michael Sirak, “BMDO: ‘CHOP’ Shop Helps Create
Robust Missile Defenses,” Inside Missile Defense, 21 April
1999, p. 1.

intelligence agencies, but sinceintelligence may belim-
ited or unavailable, red team efforts such as CHOP pro-
vide a needed reality check on the potential counter-
measure programs of other countries. Red team efforts
may also be the best way to take into account the abil-
ity of an emerging missile state to develop counter-
measures concurrently with the deployment of an NMD
system, and the potential evolution of countermeasures
during the lifetime of the defense system as the
technological capabilities of emerging missile states
increase.

CHORPis, infact, an example of anew intelligence
function, wryly called TRYINT becauseit involvestry-
ing to build weapons or countermeasures.”® Since the
conventional intelligence modalities of image intelli-
gence (IMINT), signatureintelligence (SIGINT), mea-
surement and signal intelligence (MASINT), and hu-
man intelligence (HUMINT) will likely fail to illumi-
nate the dark corners of another country’ s countermea-
sures program, the United States must instead try to
emulate these countermeasures programs to determine
what countermeasures emerging missile states could
build with the technology and expertise available to
them.

The Planned Testing Program for the NMD
System

The operational requirement discussed above—that the
United States be 95% confident that the planned NMD
system will be 95% effective against alimited attack—
may be a desirable objective for a system intended to
defend against nuclear or biologica weapons. How-
ever, is it reasonable to expect that this objective can
be met?

Even aside from the countermeasure problem, an
effectiveness of 95% is rarely achieved by a military
weapons system, even after years of use. Moreover,
this confidence requirement is reported to far exceed
that for other major defense acquisition programs.?® An
additional problem isthat an NMD system must work
thefirst timeit is actually used. If an ICBM attack on

19 TRYINT has been emphasized by William R. Graham,
who served President Reagan as science adviser and head of
NASA. US Senate Committee on Governmental Affairs, “The
Proliferation Primer: A Majority Report of the Subcommittee
on International Security, Proliferation, and Federal Ser-
vices,” January 1998, p. 63.

20 Michael Sirak “DOD, Industry: NMD Countermeasures
Getting Attention,” Inside Missile Defense, 19 May 1999,

p. 1.
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the United States occurs, there will be no opportunity
to learn on the job.

Determining the system effectiveness with a con-
fidence level of 95% will, as discussed above, require
extensive testing. Because the real-world operating
environment could vary greatly depending on the types
and combinations of countermeasuresthe attacker uses,
achieving a 95% confidence level in the system effec-
tiveness would require hundreds of tests conducted
under different scenarios, costing billions of additional
dollars. (As noted above, the Pentagon reported that
the October 1999 NMD intercept test cost $100 million.)

However, if the tests do not adequately approxi-
mate the conditions under which the system would op-
erate, then even alarge number of successful testswill
provide little meaningful information about the sys-
tem’ soperational effectiveness. Worse, such testscould
encourage afalse sense of confidence in the system.

How doesthe Pentagon’ s planned testing program?
measure up? Table 10-1 gives the schedule of the in-
tercept tests currently planned through 2005, when the
United States might complete theinitial deployment of
the system.

First, are there enough tests to determine the sys-
tem effectivenesswith ahighlevel of confidence? Three
intercept tests are scheduled prior to the Deployment
Readiness Review, when the Pentagon will assess the
technological readiness of the system for deployment.
A total of 19 intercept testsare schedul ed through 2005.
However, only the last three of these tests are opera-
tional tests. Thefirst 16 flight tests are part of the engi-
neering and manufacturing development phase and can-
not be used to assess the effectiveness of the deployed
system. (The main objective of thefirst four flight tests
is to demonstrate the capability to perform hit-to-kill
intercepts. The next seven flight tests are intended to
develop and demonstrate full system integration, and
the following five will complete the development
phase.?)

Nothing about the system effectiveness will be
known before the Deployment Readiness Review, and
very littlewill beknown by theinitial deployment date.
Additional operational testswill presumably be sched-
uled to take place after initial deployment, but many
additional tests will be required for the United States

2! The BMDO test program is described in Fact Sheet JN-99-
07. The BMDO Fact Sheets and other information can be
found at www.acq.osd.mil/bmdo/bmdolinky/.

22 Michael C. Sirak, “BMDO Plans Two NMD Flight Tests
with Special Threat-Like Targets,” Inside Missile Defense,

1 December 1999, p. 10.
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to know with any confidence what the system effec-
tiveness might be.

Second, against what type of threat (and counter-
measures) will the system be tested? Even alarge num-
ber of operational tests will reveal nothing about the
operational effectiveness of the NMD system if it is
not tested against the type of threats that will be found
in the real world.

None of the 19 intercept tests planned through FY
2005 will use credible countermeasures. According to
the DOT&E FY 1999 Annua Report, these tests will
only assess the capability-1 (C-1) phase of the system
(see Chapter 3).%

The three intercept tests that will have taken place
before the Deployment Readiness Review will not even
begin to address the question of how well the system
would work in the real world. Aswe discussed above,
these tests will be limited to demonstrating the basic
functioning of the system in a relatively benign test
environment. The balloon decoy used in the first two
NMD intercept testsin October 1999 and January 2000,
and those to be used in the next four intercept testswill
help the Pentagon assess whether the kill vehicle can
perform the basic task of using its infrared sensor to
detect and distinguish objects of different temperatures.
But the NMD system faces avastly more difficult task:
discriminating a real warhead from false decoys in a
situation in which anti-simulation is used to disguise
the warhead and the defense does not know in advance
what the warhead will ook like. The planned testswill
not even attempt to demonstrate this capability.

Some of the additional 16 intercept tests that are
planned before the target deployment date of 2005 will
reportedly use additional decoy targets.2* However, the
DOT&E FY 1999 Annual Report indicates these tests
are not intended to assess the operational effectiveness
of the system against real-world countermeasures. The
DOT&E report further states that “The NMD ... pro-
gram is building a target suite that ... may not be rep-
resentative of threat penetration aids.... Test targets of
the current program do not represent the complete ‘ de-
sign-to’ threat space and are not representative of the
full sensor requirements spectrum (e.g., discrimination
requirements). Much of this limitation is attributable,
however, to the lack of information surrounding the
real threat.” The report further notes that “NMD

2 “DOT&E FY99 Annual Report,” submitted to Congress
February 2000, available online at www.dote.osd.mil/
pubs.html. See table on page VI-8.

24 Robert Wall, “Intercept Boosts NMD Design,” Aviation
Week and Space Technology, 11 October 1999, p. 34.



Table 10-1. Schedule of the NMD Intercept Tests Currently Planned.
All tests through FY2005 will be of only the Capability 1 (C-1) system.?
IFT= Integrated Flight Test

Date

Test or Decision

June 1997

IFT-1, a "fly-by" test to evaluate the ability of the kill vehicle sensors to detect a target warhead and a target
cloud of decoys as it flew past them.

January 1998

IFT-2, a second "fly-by" test of the kill vehicle as described above.

2 October 1999

First intercept test (IFT-3); tested only the kill vehicle. Kill vehicle hit the target but anomalies in the test
have raised questions about the relevance of the test.

18 January 2000

Second NMD intercept test (IFT-4); kill vehicle failed to intercept the target, reportedly due to a failure in its
infrared sensors.

Third intercept test (IFT-5); first planned integrated system test (IST). All NMD system elements will be

June 2000 tested, although as in previous tests, a surrogate interceptor booster will be used.
Deployment Readiness Review (DRR)
According to then-director of the Ballistic Missile Defense Organization Lt. Gen. Lyles, "[The DRR] will not
July 2000 constitute the actual decision to deploy the NMD system. It will assess whether or not the technical
y progress has been made which would allow more senior decision-makers to decide whether or not we
should commit to deployment. At this time, the administration will also assess the threat, the affordability
of the system, and the potential impact on treaty and strategic arms reduction negotiations." ®
Possible Presidential Deployment Decision
Fall 2000 The deployment decision will involve the NMD Joint Program Office in the Pentagon, the Defense
Acquisition Board, the Secretary of Defense, the National Security Council (which will consult with the
State Department), and the president, in consultation with Congress.
Fall 2000 (?) NMD intercept test 4 (IFT-6).
NMD intercept tests 5, 6, 7. Intercept test 5 (IFT-7) would be the first to use the prototype interceptor
booster.
FY2001
First Defense Acquisition Board review of NMD will consider the initiation of production authorization for
sensors and battle management, command, control and communications (BMC3)."
FY2002 NMD intercept tests 8, 9, 10.
NMD intercept tests 11, 12, 13. Intercept test 12 (IFT-14), planned for first quarter FY2003 (early 2003),
FY2003 would be the first test of the "production-quality" ground-based intercept—both the kill vehicle and the
booster.
Second Defense Acquisition Board review of NMD will consider granting approval to "build and deploy the
FY2003 weapon system—the ground based interceptor." At this point BMDO "would seek authorization to procure
61 GBI missiles—this would include deployment interceptors, spares, and test rounds."
FY2004 NMD intercept tests 14, 15, 16.
FY2005 NMD intercept tests 17, 18, 19. These are Initial Operational Test and Evaluation (IOT&E) flights.
FY2005/2006 NMD initial operating capability (10C).
2006 First launch of SBIRS Low. Final deployment of 24 low-earth orbit satellites in FY2010.

Late FY2007

Deployment expanded to 100 interceptors.

Compiled from Inside Missile Defense.

2“DOT&E FY99 Annual Report,” submitted to Congress February 2000, available online at www.dote.osd.mil/pubs.html. See
table on page VI-8.
b Statement of Lester L. Lyles, Director of BMDO, to the Subcommittee on Strategic Forces, Committe on Armed Services, US

Senate, 24 Feb. 1999 (available online on the BMDO website at www.acq.osd.mil/bmdo/bmdolink/html/lyle24feb.html)

Countermeasures

99



system performance against multiple targetsis not cur-
rently planned for demonstration in the flight testing
program.”

Given the extremely demanding operational envi-
ronment the NMD system will face, and given the need
for it to work the first time it is actually used, it is
implausiblethat the system will even approach the high
levels of effectiveness claimed for it. Moreover, the
inadequate testing program planned means that the
United States will not have high confidence in what
the system effectiveness is. In fact, US planners will
have no real basis for knowing what its effectiveness
will be by the time it is deployed.

An NMD Testing Program to Assess
Operational Effectiveness

What can be done to improve the NMD testing pro-
gram so that it can assess the operational effectiveness
of the planned NMD program against the threatsiit is
intended to address? At a minimum, the NMD testing
program must

1. Ask the right question: Accurately define the
baseline threat
The operational effectiveness of an NMD system will
depend sensitively on the nature of the ballistic missile
threat it confronts. It istherefore essential that the Pen-
tagon accurately definethe baselinethreat that the NMD
system must be ableto address. And this baseline should
be used to assess the operational effectiveness of the
defense. A defensethat isnot designed for thereal world
cannot be expected to work against thereal-world threat.
Because the testing program will be designed
according to the threat identified in the STAR docu-
ment, it isimperative that this document reflect the real
baseline threat. As discussed above, the planned test-
ing program and other evidence strongly suggest that
the existing STAR document does not reflect the rea
world threat from emerging missile states. In accor-
dance with its own national intelligence estimate, the
US government must assume that any ballistic missiles
used by emerging missile states will include counter-
measures of the type discussed in Chapters 7-9.2°
Becauseit is so important, the STAR document should
be reviewed by an independent panel of qualified
experts.

2> National Intelligence Council, “National Intelligence
Estimate (NIE): Foreign Missile Development and the
Ballistic Missile Threat to the United States Through
2015,” unclassified summary, September 1999, p. 16.
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2. Make it possible to get a valid answer to
the question: Provide for the best in
countermeasure testing

Assuming the Operational Requirements Document ac-

curately reflectsthe threat from emerging missile states

by requiring that the NMD system work against coun-

termeasures such as those we discuss in Chapters 7-9,

the issue still remains of what countermeasures to test

the system against. To assessits operational effective-
ness, the NMD system must be tested against a wide
variety of countermeasures that approximate as closely
as possible those that would be available to emerging
missile states. Since only limited intelligence informa-
tion, if any, will be available about the countermea-
sures programs of emerging missile states, the United

States must rely on red team efforts and other

“TRYINT” programs to determine what countermea-

sures the NMD system should be tested against.

The defense system must be tested against the most
effective countermeasures that the emerging missile
states could field. It is clearly important that the coun-
termeasures that are developed and tested are not
“dumbed down” to make the job of the defense easier.
To insure that this does not happen, the countermea-
sures program must be independent and adequately
funded, and its output fully incorporated in tests and
evaluation.

The red team effort currently carried out by CHOP
and others is potentially valuable, but is completely
under the control of the Ballistic Missile Defense Or-
ganization, which has a conflict of interest in oversee-
ing an effort that could demonstrate its planned NMD
system could be defeated. To insure independence and
remove potential conflicts of interest, the red team ac-
tivities would need to be conducted under the aus-
pices of acompetent technical agency other thanBMDO
and the associated military services. For example,
the Defense Advanced Research Projects Agency
(DARPA) is both technically competent and indepen-
dent of BMDO and the services, since DARPA reports
to the Director for Defense Research and Engineering
in the office of the Under Secretary of Defense for
Acquisition and Technology.?

Moreover, to help compensate for the shortage of
intelligence information on the countermeasure pro-
grams of other states, it isimportant that there be close

26 For more information on DARPA, see its website at
www.arpa.mil. According to this website, DARPA is
“designed to be an anathema to the conventional military
R&D structure and, in fact, to be a deliberate counterpoint
to traditional thinking and approaches.”



coordination between the US red team countermeasure
programs and the US intelligence community, in both
tasking and evaluating intelligence collection.

3. Answer the question well: Conduct enough
tests

As the two panels headed by General Welch noted, to
avoid a “rush to failure,” testing must be outcome-
driven and not schedul e-driven.?” There must be an op-
portunity to assimilate the results of one test before
rushing headlong into another. Program managers must
carefully distinguish testing done to learn and testing
doneto verify.

Thus, it isimportant that the NMD program bein-
sulated from congressional and administration pressures
for unrealistic testing and deployment schedules.

In addition, while extensive ground tests and simu-
lation are essential, the only way to gain confidencein
the system performance isto conduct arelatively large
number of operational flight tests. The number of tests
required to gain a given level of confidencein agiven
system effectiveness cannot be determined in advance
because that will depend on the cumulative test record
and on when in atest series any failures occur.

For example, if the goal is to provide 95% confi-
dence that the single-shot kill probability was 85% or
greater, then a minimum of 18 tests would be required
and all 18 would have to be successful. If there were 3
failuresinthefirst 20 tests, then atotal of 50 tests (with
the other 47 successful) would need to be conducted to
provide 95% confidence that the single-shot kill prob-
ability was 85% or greater.

Taking into account that a different test series will
be needed to assess the system effectiveness against
each different type of countermeasure, it is not unrea-
sonable to assume that the United Stateswould need to
conduct atotal of at least 100 intercept tests to deter-
mine the system effectiveness was 95% with a 95%
level of confidence. If the cost of each operational test
were half that of the first intercept test—which was
$100 million—then the total cost of these 100 tests
would be $5 billion.? This is not too much to pay to
gain some understanding of the operational effective-
ness of the NMD system.

27 Report of the Panel on Reducing Risk in BMD Flight Test
Programs, Gen. L. Welch (ret) et al., February 1998 and
November 1999.

8 Tests against multiple ballistic missiles would be more
expensive.

4. Make sure the answer is correct: Provide
for objective, independent test assess-
ment

NMD program managerswill have astrong biasto find
more success in a test than may actually exist since
there are strong incentives to believe in a program in
which one has invested a lot of time and energy. For
example, the Navy termed the fourth LEAP intercept
test “aclear success’ with 42 of 43 objectives met, even
though it failed to hit itstarget (see Appendix J). More-
over, political and financial support for the project will
depend on the perception that the project is making
progress. For military contractors, future contracts may
be tied to a successful testing program. The only way
to insure that such biases and conflicts of interest do
not unduly affect the assessment of the operational ef-
fectiveness of the NMD system is to have an indepen-
dent body that can provide objective assessments of
the NMD testing program and the countermeasures in-
cludedinit.

If an independent red team is created, there will
also be sources of friction and conflicting motives be-
tween the red team and BMDO. There are likely to be
disagreements over what countermeasures to test, and
BMDO might be tempted to declare victory over coun-
termeasures based on flight tests against less than the
best countermeasures potentially availableto an emerg-
ing missile state. In this situation it is especialy im-
portant that there be an independent body that can pro-
vide objective assessments of thetesting program. This
body would essentially serve asareferee of the contest
between the red team and BMDO.

The office of the Director, Operational Test and
Evaluation (DOT&E) serves many of these purposes.
As discussed above, DOT&E must approve the plans
for operational test and evaluation and write a report
assessing whether the testing program confirmsthat the
system is suitable for military use before the program
is authorized to proceed beyond a low rate of initial
production. It isindependent of missile defense efforts
within the Department of Defense and reports to the
Secretary of Defense and to Congress. Indeed,
DOT&E’ s most recent (1999) report to Congress dem-
onstratesthat itiswilling to doitsjob and be critical of
the NMD testing program.

Unfortunately, however, missile defense programs
have become so politically charged that there are
strong political incentives for policymakers to ignore
DOT&E’ sassessments. For example, in June 1999, the
US House of Representativesincluded ameasureinits
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version of the defense authorization bill that would have
allowed the Secretary of Defense to make the decision
to proceed with production of the NMD system, re-
gardless of whether it had completed initial operational
test and evaluation. The measure sought to waive the
requirement discussed above that DOT&E must cer-
tify that amajor defense acquisition program like NMD
has successfully completed initial operational test and
evaluation before it can go beyond low-rateinitial pro-
duction.?® Although the measure was not part of the
final defense authorization conference bill, it demon-
strates the limits of DOT& E’ s effectiveness.

In the THAAD program, as well, the Pentagon

chose to ignore a recommendation from DOT&E that
the program should not move to the next stage of its
development before five additional flight tests were
completed. After reviewing warningsfrom DOT& E that
THAAD intercept tests were not challenging enough
and that more tests under realistic conditions were
needed before committing to the missile’s design, the
BMDO decided to reject this advice, saying that “it's
not logistically possible.”*

Thus, in addition to the assessments provided by
DOT&E, we recommend that a standing high-level in-
dependent review panel be established to review the
NMD testing program and its results.

29 Michael C. Sirak, “Measure to Ease NMD Production
Requirements Defeated in Conference,” Inside Missile
Defense, 25 August 1999, pp. 1, 18-19.
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30 Gopal Ratnam, “THAAD to Stay on Schedule Despite Call
for More Tests,” Defense News, 20 December 1999, pp. 3,
50.



Chapter 11

Past US Tests Against “Countermeasures”

The United States has conducted several flight tests of
missile defense components—both those for national
missile defenses and for theater missile defenses using
hit-to-kill interceptors—that have included decoys or
other countermeasures. These have sometimes been
described as demonstrating that the defense was able
to discriminate the decoys from the mock warhead or
otherwise defeat the countermeasures. A closer [ook,
however, shows that these testsin no way demonstrate
that the defense could address even simple countermea-
sures. Infact, in thesetests, the defense relied oninfor-
mation about the differences between the mock war-
head and decoys that would not be available to the
defense in the real world.

While the public information about these tests is
limited, we discuss below what is known about them.
Appendix J gives a summary of information about all
the exoatmospheric hit-to-kill intercept tests that have
taken place through January 2000.

The Use of “Decoys” in ERIS Tests

On 28 January 1991, the first intercept test of the
Exoatmospheric Reentry Vehicle Interceptor System
(ERIS), which was intended to intercept long-range
missiles, reportedly hit and destroyed a mock reentry
vehicle target that was accompanied by decoys. The
kill vehicle did not discriminate the warhead from the
decoys, however. Instead, two balloon “decoys,” each
with a diameter of 2.2 meters, were tethered to the
dummy warhead about 180 meters apart, and the kill
vehicle was told in advance which one of the three
objects it should home in on, based on their relative
positions.! The kill vehicle aso collected one-color

! James Asker, “Army ERIS Interceptor Destroys Dummy
Warhead in SDI Test,” Aviation Week and Space Technol-

infrared data on the dummy warhead and the decoys
that would be used to tell them apart in the next test.

The second ERIS intercept attempt, on 6 March
1992, included adummy warhead and asingle balloon
decoy, which were separated by about 20 meters. The
kill vehiclereportedly detected the two objectsand then
“discriminated” between them using aone-color infra-
red sensor and the warhead and decoy infrared signa-
tures collected in the first test. However, because the
balloon decoy was further away from the warhead than
expected, ERISfailed to hit the target, missing by sev-
eral meters.?

There is no doubt, of course, that infrared sensors
can tell the difference between objects based on their
thermal signatureswhen these characteristicsare known
in advance, as was the case here. The difficulty in a
real situation would be in knowing whether the real
warhead is the hotter or cooler object; without know-
ing this, simply distinguishing hot objects from colder
ones does not help.

MSX Experiment

The Midcourse Space Experiment (MSX) satellite,
launched in April 1996, is designed to collect infrared
and visible datafor usein designing future space-based
missile tracking sensors. In the M SX Dedicated Target
Mission (MDT Il on 31 August 1996), the premier tar-
get mission for the MSX program, a missile deployed
a set of 26 objects including balloons and light rep-

ogy, 4 February 1991, p. 22; “ERIS Flight 2 Results,” briefing
slides, Lockheed Missiles and Space Company, 1992.

2 “SDI Experimental Interceptor Misses Dummy Warhead in
Final Flight Test,” Aviation Week and Space Technology,

23 March 1992, p. 20; Vincent Kiernan and Debra Polsky,
“SDI Interceptor Fails to Hit Target,” Defense News,

23 March 1992, p. 8; “ERIS Flight 2 Results,” briefing slides,
Lockheed Missiles and Space Company, 1992.
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One of the key issues in the countermeasures debate is
whether the NMD system would be able to discrimi-
nate real warheads from decoys and other objects. The
term “discrimination,” however, is typically used in
several ways and its meaning is therefore sometimes
ambiguous. Because this issue is so central, we discuss
it briefly here.

As we discuss in this chapter, there have been sev-
eral tests of missile defense systems for which the Pen-
tagon stated that the system was able to discriminate
the mock warhead from other objects. However, in
these tests, the defense system knew what it was look-
ing for—it knew what the various objects would look
like to its sensors. This type of “discrimination” is simi-
lar to telling someone that the warhead would be red
and the decoys blue, then showing them a red and a
blue object and telling them to point to the warhead.
Demonstrating that a missile defense system can do
this level of discrimination is a necessary step in the

Discrimination

development process, but should not be confused with
the full job that it would have to do to be effective in a
real attack.

The situation facing a defense system in the real
world would be quite different. As we discussed in ear-
lier chapters, the attacker could readily take steps to
disguise the warhead so that it would not look like what
the defense would expect itto. The attacker could both
prevent the defense sensors from seeing target charac-
teristics the defense would expect to see, and add other
characteristics the defense would not expect to see. In
this case the defense sensors may be able to identify
differences between the objects it sees, but would have
no idea which of the objects was the warhead. In other
words, the defense could not know in advance that the
warhead would be red.

Thus, the relevant meaning of “discrimination” is
not only detecting differences between objects, but also
determining which object is or contains the warhead.

lica decoys along with a mock warhead for observa-
tion by the MSX satellite. In Congressional testimony,
then-BMDO-director Lt. General Lester Lyles showed
an M SX infrared image of these objects being deployed
at arange of 1,000-2,000 kilometers from the MSX
satellite and stated that, “ This kind of discrimination
data is absolutely crucial and essential to our sensors
to be able to perform the kind of mission we have to
have them do for our NMD program...”® It is likely
that thisimageissimilar to thelong-rangeview seenin
thekill vehicle sensor fly-by tests (see below), although
the target set was somewhat different.

However, this test did not establish a discrimina-
tion capability, only that infrared sensors can distin-
guish between targetswith different infrared signatures
and identify agiven target based on characteristicsthat
are known in advance. As General Lyles went on to
say, “The actual RV [reentry vehicle] in the left chart
that you seeisthe brightest target...” Inthereal world,
there would be no way for the United Statesto know in
advance that the reentry vehicle would be the brightest
object.

3 Department of Defense Authorization for Appropriations
for Fiscal Year 1998 and Future Years Defense Program,
Committee on Armed Services, US Senate, part 7,

27 February 1997, p. 10. The infrared image shown by
General Lyles can be seen on the MSX homepage at
http://scies.plh.af.mil/Latest/dark.htm. Reflected visible light
images of the same scene are at http://scies.plh.af.mil/Latest/
mdt_ii_boost.htm.
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Sensor Fly-by Tests for NMD

Two sensor fly-by tests have been conducted as part of
the current NMD testing program. In those tests, the
infrared sensors of the kill vehicle flew past a set of
objects in space and observed them. The target set re-
portedly included nine objects, including a “medium”
RV, a large balloon, medium balloons, canisterized
small balloons, small canisterized light replica decoys,
and medium rigid light replicadecoys.* A BMDO offi-
cial stated that this target set “replicates a number of
systems that we could face,”® and Maj. Gen. William
Nance, NMD program manager, said in each case the
target suite was “amore complex target array than we
would expect from arogue state.”® An infrared sensor
designed by Boeing wastested on 23 June 1997, in the
first Integrated Flight Test (IFT), and one designed by
Raytheon was tested on 15 January 1998, in IFT-2. In
both cases, the sensors were reported to have imaged
the targets and the clear impression given by press re-
ports was that the sensor was able to detect the mock
reentry vehicle among the decoys. However, a recent
report contradicts the claim that the kill vehicle

* Joseph Anselmo, “Pentagon to Spend Big on NMD
Testing,” Aviation Week and Space Technology, 22 Septem-
ber 1997, p. 88.

> Anselmo, “Pentagon to Spend Big on NMD Testing,” p. 88.
® Michael C. Sirak, “In NMD Test, Beacon Will Help
Position EKV Until Booster Release,” Inside Missile Defense,
5 May 1999, p. 19.



successfully discriminated the mock warhead in the
1997 test. Instead, the kill vehicle apparently selected
adecoy, rather than the warhead, as the target.”

In these tests the infrared sensor knew what signa-
tures it was looking for and there was no attempt to
disguise the warhead through anti-simulation, that is,
by changing its physical characteristics so that it no
longer looked like awarhead. Had anti-simul ation been
used, onewould expect that the sensor would still have
been able to image all of the objects, but would not
have seen characteristics of the warhead that it could
have used to identify it. The reported 1997 test failure
indicatesthat even with advance knowledge of how the
warhead would appear and no attempt to disguiseit by
anti-simulation, identifying the proper target can bevery
difficult.

Tests of Ground-Based Radar at Kwajalein
Several tests for the NMD program have been done as
part of the Air Force's routine test flights of Minute-
man |11 ballistic missiles. For example, on 20 August
1999, a reentry vehicle and several countermeasures
(tworigidlightweight replicas (RLRs) and achaff pack-
age) were launched on aMinuteman |11 missile toward
Kwajalein to give the ground-based radar there prac-
tice in tracking these objects. (This test was named
Glory Trip 170 GM-1.) The reentry vehicles and repli-
cas were each instrumented to collect motion and atti-
tude data to be used in an analysis of the performance
of the objects and the radar. Only the reentry vehicle
survived reentry.®

As above, there was apparently no attempt to dis-
guise the reentry vehicle. While this test provided in-
formation on the signatures of these particular targets,
this data could not be adequate for discrimination if an
attacker used anti-simulation to disguise the character-
istics of the targets in unknown ways.

First NMD Intercept Test

The first intercept test (IFT-3), conducted on 2 Octo-
ber 1999, tested only the exoatmospheric kill vehicle
(EKV); none of the other system components were in-
tegrated into the test. Instead, to simulate the informa-
tion that would normally be provided by the radars, a
GPS (global positioning system) transmitter on the

7William ). Broad, “Ex-Employee Says Contractor Faked
Results Of Missile Tests,” New York Times, 7 March 2000,
p. Al.

8 “USAF Launch Gives NMD Radar Operators Practice For
NMD Flight Test,” Inside Missile Defense, 25 August 1999,
p. 14.

target provided the target location to the interceptor
booster to allow it to dispense the EKV in the correct
place.

The target suite for the first NMD intercept test
(IFT-3, on 2 October 1999) consisted of a reentry ve-
hicle less than two meterslong and less than one meter
in base diameter, and one balloon decoy with a diam-
eter of 2.2 metersmade of radar-reflecting material (see
Figure 11-1). The bus used to release the reentry ve-
hiclewas a'so reportedly in the field of view of the kill
vehicle' s sensor and also had to be discriminated from
the reentry vehicle® After it was dispensed, the kill
vehicle reportedly discriminated the reentry vehicle
from the balloon decoy and the bus without outside
assistance, and then successfully intercepted the reen-
try vehicle.

In discussing the first intercept test, Brig. General
William Nance, the NMD JPO Program Manager,
“characterized the target suite as ‘ more than represen-
tative’ of the decoys and countermeasures that a rogue
state might employ.”%° John Peller, vice-president and
NMD program manager at Boeing, stated that “the tar-
get suitewas equal to, if not more challenging than, the
current projected rogue threat.”**

However, these claims are not valid since the test
did not use anti-simulation or attempt to disguise the
signature of the warhead in any way. The test was not
one of discrimination since it relied on the defense
knowing in advance that the reentry vehicle would be
the object with the smallest infrared signal. Indeed, in
a briefing the day before the test, a Pentagon official
stated that the difference in thermal signature of the
reentry vehicle and balloon would be “pretty signifi-
cant.”*? Brig. General William Nance later described
thereentry vehicle as“theleast visiblein the IR [infra-
red] spectrum of al the elements in the target array,
and the smallest of all the objectsin thetarget array.”

Moreover, the Pentagon admitted in January 2000
that there had been a series of anomalies in the
test, which sheds additional light on the issue of
“discrimination.” The sensors on the kill vehicle were

2 “NMD Kill Vehicle Performed ‘Very Well’ in Flight Test,
Officials Say,” Inside Missile Defense, 20 October 1999,
pp- 1, 19-21.

10 “BMDO: Only Three NMD Tests ‘Likely” Before Next
Year’s NMD Review,” Inside Missile Defense, 25 August
1999, p. 13.

" “NMD Kill Vehicle Performed ‘Very Well’,” p. 20.

'2 Department of Defense Press Briefing on the NMD
Intercept Test, T October 1999.

13 “NMD Kill Vehicle Performed ‘Very Well’,” p. 19.
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Reentry Vehicle
Target

Balloon

Figure 11-1. The target suite for the first two NMD
intercept tests.

This figure shows a reentry vehicle that is 2 meters long and
1 meter in diameter and a spherical balloon 2.2 meters in
diameter. The bus used to release the reentry vehicle was
reportedly also in the vicinity of the targets during these
tests.

initially unable to find the mock warhead. The sensors
did see the balloon, which the kill vehicle apparently
immediately recognized as the balloon rather than the
warhead.*

Thus, the “discrimination” was not even based on
relative measurements of the balloon and kill vehicle,
but instead relied on the defense knowing in advance
the characteristics of the targets. In a real attack, the
defense would not know in any detail what the war-
head would look like, especialy if the attacker took
simple stepsto disguiseit, asone hasto expect it would
do. Instead, the test was atest of how sensitive the sen-
sors are and of the algorithms used by the NMD sys-
tem and of the kill vehicle s ability to home on and hit
atarget. Inthe October 1 briefing, the Pentagon briefer
said that “What we're testing are the algorithms...
When you have multiple objects, regardless of their
signature, you want to make sure you pick the right
one.” While it is certainly necessary to test the algo-
rithms, it is not the same as testing the discrimination
ability of the kill vehicle.

“James Glanz, “Flaws Found in Missile Test that U.S. Saw
as a Success,” New York Times, 14 January 2000, p. Al;
Department of Defense Press Briefing, 14 January 2000.
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Interestingly, the ground-based radar at Kwajalein,
which is a prototype of the X-band radar planned for
the NMD system, exhibited aglitch during thetest. The
radar was not included in the test (i.e., it was not con-
trolling the engagement or communicating with the
interceptor), but it was observing the test and tracking
the target objects. After initially correctly identifying
the reentry vehicle, it switched and identified one of
the decoys as the reentry vehicle before again switch-
ing back to correctly identify the reentry vehicle.?®

Second NMD Intercept Test

The second intercept test (IFT-4) conducted on 18 Janu-
ary 2000, included more components of the system,
but used the same target suite as the first test (see Fig-
ure 11-1). Theintercept was not successful, reportedly
due to afailure of the kill vehicle'sinfrared sensors.

An ERINT Test Against “Submunitions”
Oneoccasionally seesreportsthat the ERINT intercep-
tor (which evolved into the interceptor for the Patriot
PAC-3 theater missile defense system) was success-
fully tested against submunitions carrying a simulated
chemical agent. Like the NMD interceptor, the PAC-3
interceptor isahit-to-kill weapon, but unlikethe NMD
system, PAC-3 operates within the atmosphere and
against much shorter-range missiles. These reports re-
fer to anintercept test conducted on 30 November 1993.
Reports state thetarget missile carried 38 canistersfilled
with water intended to simulate chemical weapons
submunitions, and that ERINT successfully intercepted
and destroyed all of the canisters.’®

However, it is clear from the description of this
test that the submunitions were not dispersed early in
flight, aswould normally be done to counter a defense.
Instead the canisters were al clustered together in a
single package, which makes no sense from the point
of view of an attacker facing amissile defense. So this
test in no way demonstrated that a defense can suc-
cessfully intercept submunitions.

!> Robert Wall, “Intercept Boosts NMD Design,” Aviation
Week and Space Technology, 11 October 1999, p. 34.
'*David Hughes, “Army Selects ERINT Pending Pentagon

Review, Aviation Week and Space Technology, 21 February
1994, p. 93.



Chapter 12

The Security Costs of NMD Deployment

The mission of the proposed US National Missile De-
fense (NMD) system, as stated in the National Missile
Defense Act signed by President Clinton on 23 July
1999, is to defend “the territory of the United States
against limited ballistic missile attack (whether acci-
dental, unauthorized, or deliberate).” In this context,
“accidental” and “unauthorized” refer primarily to Rus-
sia, while “ deliberate” refersto China and to other po-
tentially hostile states (e.g., North Korea, Iran, and I raq)
that might acquire a small number of intercontinental
ballistic missiles (ICBMs) armed with nuclear or bio-
logical warheads.!

The purpose of an NMD system is to reduce the
risk to US citizens of large-scale death and destruc-
tion. Thisis a critical mission, but it can be achieved
only if the decision to deploy such a system would not
trigger reactions by other statesthat, on balance, would
result in increased risks to the United States. In short,
the gains in security must exceed the |osses.

Previous chapters have examined the security ben-
efits of the proposed NMD system: its ability to pro-
tect the United States against a small number of ballis-
tic missilesarmed with nuclear or biological warheads.
We have concluded that the proposed system would
not provide an effective defenseif the attacker employs
relatively smple countermeasures, such as submuni-
tions and balloons, which are well within the technical
capacity of any country ableto build long-range ballis-
tic missiles.

Inthischapter, we consider how statesarelikely to
respond to the deployment of the proposed NMD
system and how these responses would affect the

! As discussed in Chapter 2, a Chinese accidental or
unauthorized launch is not currently a concern because
China deploys its long-range missiles without fuel and with
the warheads stored separately.

security of the United States. Below we examine, in
turn, the potential reactions of Russia, China, emerg-
ing missile states, and other states.

Russia

Russid' s strategic missile forceisthe only sector of the
former Soviet military complex that retains anything
likeits Cold War capability. Today, Russiadeploysover
1,000 strategic missiles armed with more than 5,000
warheads.? Russia will place a high priority on main-
taining this force asits only credible deterrent against
the military power of the United States, an eastwardly
expanding NATO, and China. Although Russia's
nuclear forces are expected to decline, with or without
continued progressin negotiated arms reductions, Rus-
siais expected to be able to maintain a force of 3,000-
4,000 warheads through at least the next decade (see
Chapter 2).

The planned NMD system, with up to 250 inter-
ceptors, obviously would not be able to protect the
United States from a Russian attack involving even
1,000 warheads. One might therefore conclude that the
system would not threaten the Russian nuclear deter-
rent. But Russian military planners, liketheir US coun-
terparts, will consider scenarios in which their retalia-
tory capacity might be limited by enemy attacks. For
example, Russia will consider the possibility of US
nuclear attacks against its nuclear forces. Today,
only a small fraction of Russia's nuclear forces are

2 “START | Aggregate Numbers of Strategic Offensive Arms,
as of 1 July 1999 as compiled from individual data submis-
sions of the Parties,” available online at the State Depart-
ment website at www.state.gov/www./global/arms/
factsheets/wmd/nuclear/start1/startagg.html. Includes 756
ICBMs armed with 3,560 warheads and 440 SLBMs armed
with 2,272 warheads.
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positioned to survive such an attack—perhaps only tens
of missiles carrying fewer than 200 warheads.® Russia
would also be concerned about the possibility of US
attacksintended to destroy Russia sability to command
its nuclear forces.

A US surprise attack might seem inconceivable.
Any use of nuclear weapons would probably be pre-
ceded by an extended crisis and conventional combat,
so that Russiawould have ampletimeto aert itsnuclear
forces and improve their survivability. But Russiais
likely toworry that acrisiscould lead to rapid and highly
effective conventional attacks by superior USor NATO
conventional forcesagainst Russian bombers, ports, and
submarines at sea. Or it might be reluctant to aert its
forcesfor fear of worsening the crisisor triggering pre-
emptive attacks. Even if it did aert its forces, Russia
might be concerned that the United States would ex-
ploit gapsin its early-warning system to launch an at-
tack that could destroy much of its strategic forces. In
any case, the proposed US NMD system looms much
larger when measured against the relatively small Rus-
sian force that might survive US attack and be capable
of retaliation.

Russiawill also consider the possibility of theNMD
system being expanded far beyond current proposals.
Asdescribed in Chapter 3, the proposed system includes
numerous ground-based radars and satellite-based in-
frared sensors, giving the United States the nominal
capability to track thousands of Russian warheadswith
high accuracy. Once this sensor system is deployed it
would be relatively easy for the United States to field
hundreds of additional interceptors and greatly expand
the capacity of the system. This concern is currently
addressed by the Anti-Ballistic Missile (ABM) Treaty,
which imposes strict limits on the location and capa-
bilities of radarsto prevent either country from provid-
ing a base for a nationwide defense.*

Indeed, Russia may worry that the United States
could expand the capacity of its NMD very rapidly by
using NM D sensors to increase the range and capabil-
ity of theater missile defense systems, particularly such
as the planned Navy Theater-Wide system. Although

3 Russia reportedly averages one regiment (nine single-
warhead missiles) of mobile missiles out of garrison and one
or two ballistic-missile submarines (16 to 36 missiles armed
with 64 to 264 warheads) on combat patrol at sea. Harold
Feiveson, et al., The Nuclear Turning Point (Washington,
D.C.: Brookings Institution Press, 1999), p. 109.

* Lisbeth Gronlund and George Lewis, “How a Limited
National Missile Defense Would Impact the ABM Treaty,”
Arms Control Today, November 1999, pp. 7-13.
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the United States has provided assurances that it will
not deploy these systems“in numbers and locations so
that these systems could pose a redlistic threat” to
Russid' s strategic nuclear force,® this system is highly
mobile and the total number of interceptors planned is
very large (more than 600). And as a recent BMDO
report onthe potentia utility of the Navy Theater-Wide
system to the NMD mission acknowledges, the NMD
system’s X-band radars could support the Navy The-
ater-Wide interceptor in engagements against long-
range strategic missiles.® The report concluded that in-
tegrating the planned Navy Theater-Wide system into
the planned ground-based NMD system would result
in amore flexible and robust national missile defense.

Finally, Russia may have concerns about even the
nominal purpose of the proposed NMD system. Be-
causethe systemisintended to protect the United States
against accidental and unauthorized attacks, it must be
designed to destroy at least a few Russian warheads.’
Russiamight view this as an attempt to deny its ability
to use or threaten to use one or afew missiles against
the United States. Although it is difficult to imagine
the circumstances under which limited Russian attacks
would make sense, we have little doubt that Russian
attack plansinclude such options and that Russian plan-
ners would seek to preserve them.

Because of these considerations, it ishighly likely
that Russia would adjust its nuclear force posture in
response to the deployment of the planned NMD sys-
tem. Even if Russian leaders could be convinced that
USintentions were benign and that the proposed NMD
system would not threaten Russian security, Russian
pride and prestige would be at stake and there would
be enormous political pressure to respond militarily.

Russia could respond in several ways. First, Rus-
sia could equip its missiles with a variety of counter-

5 “Agreement on Confidence-Building Measures Related to
Systems to Counter Ballistic Missiles Other Than Strategic
Ballistic Missiles,” 26 September 1997, available online at
the State Department website at http://www.state.gov/
www/global/arms/factsheets/missdef/abm_cbm.html.

¢ Ballistic Missile Defense Organization, “Summary of
Report to Congress on Ultility of Sea-Based Assets to
National Missile Defense” 1 June 1999.

7 According to US officials, the planned NMD system
“would also provide some residual capability against a
small accidental or unauthorized launch of strategic ballistic
missiles from China or Russia” (Jacques S. Gansler, Under
Secretary of Defense for Acquisition And Technology,
Testimony before the House Armed Services Subcommittees
on Research and Development and Procurement,

25 February 1999).



It is difficult to over-estimate the ABM treaty’s “tremen-
dous significance as a factor of strategic stability and
international security.... Implementation of existing plans
for deployment of national anti-missile defense systems
would constitute a violation of fundamental obligations
under the ABM treaty—not to deploy ABM systems for
the defense of national territory—and will lead to ac-
tual abolition of the treaty. Such a development would
inevitably upset the whole system of international trea-
ties in the disarmament field, it can trigger a new round
of a strategic arms race including in outer space, and
undermine the existing non-proliferation regime.”
—Vasily Sidorov, Russian Ambassador to
UN Conference on Disarmament
(“Russia and China Warn of New Arms
Race in Space,” Reuters, 5-11-99)

“[Tlhe very direction of the current actions of the US
Senate is in itself a step towards destroying the ABM
Treaty and with it all agreements on limiting strategic
missiles.... [The ABM Treaty and START Treaties] are
composite parts of an integral whole.... We are talking
here of a serious threat to the whole process of limiting
nuclear weapons and to the stability of a strategic situa-
tion which has taken decades of international agree-
ments to build up.”
—Russian Foreign Ministry Statement
(Agence France Presse, 3-18-99
and Reuters, Moscow, 3-18-99)

“... all agreements that have been signed or are being

prepared will come under threat—namely START I,
START II, and consultations on START I11.”

—Col. Gen. Vladimir Yakovlev, commander of

Russia’s strategic rocket forces

(Barry Renfrew, “Russia Fears US Proposal Could Lead

to Arms Race,” Pacific Stars and Stripes, 10-19-99)

Russian Statements on NMD

“We will fully withdraw from all inspection measures

and will not let anyone close to our arms. Russia will

not know what is going on in the United States. Ameri-
cans will not know what is going on in Russia.”

—Col. Gen. Vladimir Yakovlev, commander of

Russia’s strategic rocket forces

(“Russia Warns of US Arms Race,”

Associated Press, Moscow, 10-5-99)

“Problems have cropped up now with the Russian—

American 1972 ABM treaty; for this reason, we are

forced to build in into our new missiles a capability for
penetrating anti-missile defenses.”

—Col. Gen. Vladimir Yakovlev, commander of

Russia’s strategic rocket forces

(“But We Make Missiles,” Izvestia, 6-5-99, p. 1)

If the United States deploys a missile defense system,
Russia “will be forced to raise the effectiveness of its
strategic nuclear armed forces and carry out several
other military and political steps to guarantee its na-
tional security under new strategic conditions. ... We
see no variants which would allow the United States to
set up a national ABM system and still preserve the ABM
treaty and strategic stability in the world.”
—Gregory Berdennikov, director of the Russian
Foreign Ministry’s Security and
Disarmament Department
(David Hoffman, “Moscow Proposes Extensive
Arms Cuts,” Washington Post, 8-20-99, p. 29)

measures (decoys, chaff, jammers, etc.), to ensure that
itswarheads could penetratethe NM D system with high
probability. Indeed, recent statements indicate that
Russia plansto deploy countermeasureson its Topol-M
ICBM inresponseto the planned NMD system.? While
such countermeasures would not make the Russian

8 David Hoffman, “Russian Rocket Called Invincible,”
Washington Post, 25 February 1999, p. 19.

nuclear arsenal more dangerous or lethal, they would
negate any protection the NMD system otherwisewould
have afforded against accidental, erroneous, or unau-
thorized Russian attacks.

Second, Russiacould rely more heavily onits abil-
ity to launch its missiles on warning of an attack.
Because only a small fraction of the Russian nuclear
force could survive a US attack, Russia reportedly
maintains an option to launch most of its vulnerable
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missiles—silo-based ICBMs, garrisoned mobile
ICBMs, and pierside submarine-launched ballistic
missiles—on warning of attack. Thisisparticularly dan-
gerous given the fragmentation and degradation of
Russia sattack warning system, the generally poor state
of military training and morale, and the potential for a
serious political crisis. Deploying an NMD system
would only reinforce Russian plans to launch its mis-
silesonwarning. Thus, on balance, deployingan NMD
system could actually increase the risk of accidental,
inadvertent, or unauthorized launch.

Third, Russia could maintain a larger number of
ballistic-missilewarheadsthat it otherwise would have.
Although Russia's economic difficulties preclude a
major missile-building program, Russia could main-
tain a much larger number of warheads at relatively
low cost by renouncing the START Il Treaty (whichit
has signed but not ratified), which prohibits multiple-
warhead land-based missiles. Russia could, for ex-
ample, extend the life of its existing large, multiple-
warhead ICBMs or fit its newer land-based missiles
with multiple warheads. As we discuss in Chapter 2,
Russia can likely maintain 3,000 to 4,000 strategic
warheads for the next decade or more.

Fourth, Russia could emphasi ze alternative means
of delivering nuclear weapons. For example, Russia
could rehabilitateits strategic bomber force, or it could
redeploy long-range land-attack cruise missiles on ships
or submarines. (All US and Russian nuclear sea-
launched cruise missiles are currently in storage as a
result of coordinated US and Russian unilateral reduc-
tions of nonstrategic weaponsin the early 1990s.) This
option is less likely than those presented above, given
Russia's historical emphasis on land-based ballistic
missiles, but risksto US security could increaseif Rus-
siagoes down this path. These forces are more vulner-
ableto theft or unauthorized usethan are ICBMs, which
are under tight central control.

Finally, Russia could deploy an NMD system of
its own, partly for reasons of parity and prestige. Al-
though many analysts would dismiss this possibility,
given Russia seconomic situation, Russia sexperience
with missile defenseis comparableto that of the United
States, and it would be able to deploy an NMD system
at acost far below that of the planned US system. Rus-
siaamost certainly would use nuclear-armed intercep-
tors in such a system, which would have a higher kill
probability and would be less susceptible to counter-
measures than the hit-to-kill interceptors planned by
the United States. Although a Russian NMD system
would not threaten the United States directly, it
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undoubtedly would trigger US countermeasures and
Russian counter-countermeasures that would renew the
nuclear arms race and leave both countries |ess secure.
The ABM Treaty’s prohibition on nationwide defense
was intended to prevent this sort of action-reaction
syndrome.

In addition to its effect on Russia' s nuclear force
posture, a US NMD system would affect US-Russian
relations more generally. The Clinton administration’s
stance on missile defenses and the hostile or dismiss-
ive attitude towards Russia expressed by factions in
the US Congress has strengthened xenophobic forces
in Russia. A US decision to deploy an NMD system,
whether accompanied by USwithdrawal fromthe ABM
Treaty or by exploiting Russia sweak position to com-
pel its agreement to treaty modifications that are con-
trary to itsinterests, is bound to lead to a deterioration
of US-Russian relations. It can be expected that reac-
tionary forcesin Russiawould usethisissueto advance
their agenda.

A deterioration of relations could curtail or reverse
cooperative efforts to reduce nuclear risks. This could
include failure to implement the START Il Treaty and
the collapse of the START process, renunciation of
unilateral agreements to reduce nonstrategic nuclear
weapons, and termination of a variety of existing as-
sistance programs, officer exchanges, transparency
measures, and inspection arrangements. Russia’ s mas-
sive stockpile of nuclear materials, weapons, and
delivery systems and its numerous scientists and engi-
neers with expertise in sophisticated military technol-
ogy will continueto pose arisk of proliferation of both
materials and expertise to other countries as long as
Russia’ s economy remains poor and its political cli-
mate turbulent. A deteriorating US-Russian relation-
ship would preclude the cooperation essential to reduce
this proliferation risk, which poses avital threat to US
security.

A deteriorating US-Russian rel ationship could also
make Russia more willing to sell missile components,
missiles, and countermeasures to emerging missile
states, resulting in an increased missile threat to the
United Statesfrom other countries. Indeed, asthe 1999
National Intelligence Estimate (NIE) notes, the likeli-
hood that China or Russia would transfer an ICBM to
another country in the next 15 years dependsin part on
their “perceptions of US ballistic missile defenses.”®

°National Intelligence Council, “National Intelligence
Estimate (NIE): Foreign Missile Development and the
Ballistic Missile Threat to the United States Through
2015,” unclassified summary, September 1999, p. 12.



“If a country, in addition to its offensive power, seeks to
develop advanced TMD or even NMD, in an attempt to
attain absolute security and unilateral strategic advan-
tage for itself, other countries will be forced to develop
more advanced offensive missiles. This will give rise to
a new round of arms race, and will be in nobody’s inter-
est.... After the Cold War, with the world moving rapidly
towards multi-polarity, the significance of ABM Treaty
has increased rather than decreased.”
—Ambassador Sha Zukang, Director-General,
Department of Arms Control and Disarmament,
Ministry of Foreign Affairs of China
(Statement at Carnegie Endowment
7" Annual International Nonproliferation Conference,
Washington, D.C., 1/11-1/12/99)

“Any amendment, or abolishing of the [ABM] treaty, will
lead to disastrous consequences. This will bring a halt
to nuclear disarmament now between the Russians and
Americans, and in the future will halt multilateral disar-
mament as well.”
—Ambassador Sha Zukang, Director-General,
Department of Arms Control and Disarmament,
Ministry of Foreign Affairs of China
(John Pomfret, “China Warns of New Arms Race,”
Washington Post, 11-11-99, p. 1)

Chinese Statements on NMD

“Progress in nuclear disarmament cannot be achieved
without a global strategic equilibrium and stability. The
research, development, deployment and proliferation
of sophisticated anti-missile systems and the revision
of, or even withdrawal from, the existing disarmament
treaties on which global strategic equilibrium hinges
will inevitably exert an extensive negative impact on
international security and stability and trigger off a new
round of arms race in new areas, thereby seriously ob-
structing or neutralizing international efforts of nuclear
disarmament and nuclear non-proliferation.”
—Chinese President Jiang Zemin
(Speech at Conference on Disarmament,
Geneva, 3-26-99)

“This decision [to proceed with plans for ballistic mis-

sile defenses] will have profound negative influence on

the global and regional strategic balance and stability

and trigger a new round of arms race to the detriment
of the international disarmament process.”

—Li Changhe, Chinese Ambassador

to the UN Conference on Disarmament

(“Russia and China Warn of New Arms Race in

Space,” Reuters, 5-11-99)

China

As discussed in Chapter 2, China deploys some two
dozen single-warhead silo-based missiles and one sub-
marine capabl e of carrying ballistic missiles. Chinahas
no intercontinental bomber force. It does not maintain
its strategic nuclear forces on aert, ready to launch on
short notice. Thus, Chinadoes not have atruly surviv-
able deterrent force, as that concept is understood by
the other nuclear powers. Chinaapparently believesthat
amplewarning of an attack would be available and that
the mere possession of nuclear weapons, together with
the fact that an attacker could not be confident that it
could destroy all of China's weapons and prevent re-
taliation against one or more of its cities, is sufficient
to deter nuclear coercion by the United States and
Russia.’’

Given thesize and the vulnerability of Chind sstra-
tegic nuclear forces, any concernsthat might be aroused
in Russia by a US NMD deployment would hold far
more strongly for China. Although a nation that pos-
sessesathousand nuclear warheadsfor delivery by long-
range missile might tolerate the planned NMD system,
anation with two dozen warheads is highly unlikely to
do so. Moreover, while the Clinton administration is
seeking to assure Russia that the planned NMD system
would not threaten the Russian nuclear deterrent, the
system is designed and intended to be able to defend
against an attack by tens of missiles, which isthe size
of China's ICBM force. It is reasonable to expect that
China would respond to the deployment of an NMD
system so as to maintain, in the eyes of US political

19 For a discussion of China’s nuclear doctrine, see Alistair
lain Johnston, “China’s New ‘Old Thinking’: The Concept of
Limited Deterrence,” International Security, Vol. 20, No. 3
(Winter 1995-96), pp. 5-42; Yang Huan, “China’s Strategic
Nuclear Weapons,” Defense Industry of China, 1949-1989

(Beijing: National Defense Industry Press, 1989), available
at www.fas.org/nuke/guide/china/doctrine/huan.htm; and
Paul Godwin and John J. Schulz, “Arming the Dragon for
the 21st Century: China’s Defense Modernization Program,”
Arms Control Today (December 1993), p. 6.
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and military decision makers, the deterrent capability
of China’s nuclear forces.

In fashioning its response, China has two basic
options: deploying countermeasures or increasing the
size of its nuclear force by deploying more missiles
and/or deploying multiple warheads on missiles. A
launch-on-warning posture is not a realistic option for
Chinabecause it has no attack warning system and be-
cause even afull-scale Chinese attack would be unable
to overwhelm the proposed NMD system unless China
also employed countermeasures or increased the num-
ber of warheads. Given China’ s historical emphasison
ballistic missiles, it is also unlikely that China would
develop alternative means of delivery, such as long-
range air- or sea-launched cruise missiles.

We believe that a buildup and modernization of
China’'s ICBM force is a likely consequence of a US
decision to deploy NMD. China may already plan to
modernizeitsforce to improveits survivability and le-
thality, but the timing and scale of the buildup would
almost certainly be affected by aUSNMD deployment.
If, as seems likely, Chinad s strategic arsenal would re-
main significantly smaller than those of the United
States and Russia, a buildup would not materially alter
the existing strategic balance. However, those who be-
lievethat the proposed NM D would fundamentally shift
the strategic balancein favor of the United States, free-
ing the United States to act with impunity against
China’s perceived vital interests, are engaged in wish-
ful thinking. China has the resources, knowledge, and
incentive to maintain a credible strategic deterrent into
theforeseeablefuture, and thereisevery indication that
it will do just that.

To maintain an ability to increase the size of its
arsenal, China may refuse to agree to end the produc-
tion of fissile material for nuclear weapons. Chinamay
also fail to ratify the Comprehensive Test Ban Treaty,
particularly given the rejection of that treaty by the US
Senate, or may even resume nuclear testing in order to
develop countermeasures to the NMD system or war-
heads for multiple-warhead missiles.

As with Russia, US deployment of an NMD sys-
tem would strain US-China relations. Because the
United States needs China’'s cooperation in limiting
missile proliferation, adeterioration in US-Chinarela-
tions may also lead to an increased missile threat from
other countries.

Emerging Missile States
The primary mission of the NMD system is to defend
US territory against a small number of ICBMs armed
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with nuclear or biological warheadslaunched by emerg-
ing missile states, such as North Korea, Iran, and Irag.
Asdiscussed in previous chapters, any such state could
employ one or more effective countermeasures to de-
feat the NMD system if it wanted to use long-range
ballistic missiles. Here we consider other possible re-
sponses that an emerging missile state could take to an
NMD system. Several of these are elaborated in
Chapter 2.

One possibility isto use ship-launched cruise mis-
silesto deliver a huclear or biological weapon. Asthe
Ballistic Missile Defense Organization has disclosed
in considerable detail, the United States does not have
anything approaching a reliable defense against ship-
launched cruise missiles.™ Indeed, the Rumsfeld Re-
port noted that cruise missiles have a number of char-
acteristics that make them increasingly attractive to
emerging missile states.’? Today dozens of developing
nations own tens of thousands of conventionally armed
anti-ship cruise missiles, which could be converted to
land-attack missiles and armed with asmall but deadly
payload of biological agent.®® It would be easier to de-
velop or acquire short-range ship-launched cruise mis-
siles with a large enough payload to deliver a nuclear
weapon than it would be to develop or acquire ICBMs.

Another reason a nation might chooseto use cruise
instead of ballistic missiles is the difficulty of estab-
lishing theidentity of the ship fromwhich acruisemis-
sile was launched with sufficient confidence to permit
retaliation. There are over 100,000 merchant shipswith
a displacement of over 100 tons, and every day about
1,000 such ships cross into the area of the Atlantic
Ocean within 1,000 miles of US shores. Low-flying
cruise missilesare difficult to detect and track. By con-
trast, the launch point of any ballistic missile, what-
ever its range, would be identified by US satellite
SEnsors.

A second alternative is to launch short-range bal-
listic missilesfrom shipsoff the US coast—apossibility
that is mentioned in both the Rumsfeld Report and the
1999 NIE. Any state that could deploy an interconti-

" R. Ritter, National Cruise Missile Defense Briefing, May
1998.

'2 Executive Summary, Report of the Commission to
Assess the Ballistic Missile Threat to the United States,
July 1998, p. 2. Referred to hereafter as the Rumsfeld
Report. The summary is available online on the Federation
of American Scientists website at www.fas.org/irp/threat/
bm-threat.htm.

13 See, for example, David M. Gormley, “Hedging Against
the Cruise Missile Threat,” Survival, Vol. 40, No. 1 (1998),
pp. 92-111.



nental-range ballistic missile would be capable of
launching shorter-range missiles from ships at a much
earlier date. Ship-launched ballistic missilescould reach
large portions of the continental United States on tra-
jectoriesimmune to interception by the planned NMD
system or air defenses, and such missiles could be con-
siderably more accurate than an ICBM.

A third possibility is to use covert delivery meth-
ods, such as sailing a merchant ship into a harbor, us-
ing civilian aircraft, or smuggling a weapon into the
United States. As the 1999 NIE notes, such delivery
options would be more reliable and accurate than
| CBM s deployed by emerging missile states and would
probably “be more effective for disseminating biologi-
cal warfare agent than a ballistic missile.”** In addi-
tion, afirst-generation nuclear weapon may betoo large
and heavy for delivery by along-range ballistic missile
available to an emerging missile state, but would be
suitable for delivery by ship, truck, or airplane. And
because an emerging missile state would likely have
only a few nuclear weapons, it would want a reliable
means of delivery.

In short, ICBMs are not required to attack the
United States with nuclear or biological weapons. For
developing countriesin particular, ship-launched cruise
or ballistic missiles or clandestine delivery present a
far easier and surer road to such a capability than do
ICBMs.

Proponents of NMD agree that other modes of de-
livery are possible, but they maintain that this does not
negate the value of an NMD system. Deploying an
NMD system would, however, exact an opportunity
cost. Defense spending is limited; spending money on
one thing meansthat money will not be spent on some-
thing else. If, as seemslikely, deploying an NMD sys-
tem would preclude the large expenditures required to
defend against non-ICBM modes of delivery, while si-
multaneously increasing the likelihood that an attacker
would choose one of these alternative modes, then an
NMD system would leave the United States more vul-
nerable to attack.

Other States

The effects of aUS decision to deploy an NMD system
would reverberate throughout the international system.
For example, if China responds by building up its
nuclear force, this could trigger the deployment of

* National Intelligence Council, “NIE: Foreign Missile
Development,” p. 15.

nuclear-armed missiles by Indiaand, in turn, Pakistan.
Similarly, a decision by Chinato reject afissile-mate-
rial cutoff or the Comprehensive Test Ban Treaty would
preclude participation by Indiaand Pakistan and would
doom these agreements.

If the deployment of aUSNMD systemresultedin
a halt in US-Russian arms control efforts and a Chi-
nese buildup, as seems likely, this would undermine
the nuclear nonproliferation regime. States that agreed
not to acquire nuclear weapons under the Non-Prolif-
eration Treaty (NPT) did so under the condition, in
Article VI of the treaty, that the nuclear weapon states
would pursue negotiations leading to nuclear disarma-
ment. The nuclear weapons states reiterated this
commitment in connection with the indefinite exten-
sion of the treaty in 1995. The first post-extension re-
view of the treaty, scheduled to take place thisyear, is
expected to focus ailmost exclusively on the extent to
which the nuclear weapon states are meeting their Ar-
ticle VI commitments.

Even key US dlies, such as the United Kingdom,
France, and Germany, are uneasy about US plans to
deploy a national missile defense. European leaders
have reportedly told US officials of their concerns that
deploying NMD would decrease international security
by prompting Russiaand Chinato pull out of arms con-
trol treaties. They have also warned that it would com-
plicate relations within NATO.* (See box on Allied
Statements on NMD.)

Conclusions

The proposed USNMD system would decrease the se-
curity of the United States. Russia and China would
respond to the deployment of such a system by deploy-
ing a greater number of warheads than otherwise
planned. In addition, Russia would likely increase its
reliance on launch-on-warning to ensure that any retal-
iatory strike would be large enough to overwhelm the
NMD system. A decision to deploy an NMD system
would also have a generally negative effective on US
relationswith Russiaand Chinaand would threaten co-
operative efforts to decrease the number of nuclear
weapons, improve control s on weapons and weapon ma-
terials, and combat proliferation. Finally, an NMD sys-
tem could prompt emerging missile states to concen-
trate on other modes of delivery.

15 See, for example, William Drozdiak, “Possible US
Missile Shield Alarms Europe,” Washington Post,
6 November 1999, p. 1.
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Allied Statements on US NMD Plans

“If you start this [NMD], you're starting the arms race
back up.”

—NATO official

(“A Case of the Jitters,” Paul Bedard,

US News & World Report, 12-13-99, p. 12)

“If only one side, the United States, begins to step up

[defense capabilities], a Cold War atmosphere will be
created.”

—Jonathan Motzfeldt, prime minister of

Greenland’s home rule government

(“Greenland Says Russia Must Back US Missile Plan,”

Reuters, Copenhagen, 11-3-99)

“Great care should be taken not to damage a system
that, for almost 30 years, has underpinned nuclear re-
straint and allowed nuclear reductions.”

—Lloyd Axworthy, Canadian
Foreign Affairs Minister

(“Canada Stuck in Nuclear Squabble,”Mike Trickey,

The Ottawa Citizen, 11-17-99, p. A13)

“The Americans are obviously prepared to take ad-
vantage of Russia’s present weakness to realize their
own national interests.... America’s current arms policy
is nothing less than an affront: The ABM treaty is be-
ing called into question, spending for the NMD anti-
missile system is being more than doubled. This
means that Russia is no longer accepted as a partner
in security policy. And this thoughtlessness on
Washington’s part hurts Russia’s self-esteem, which
ultimately only strengthens the nationalists and na-
tional communists.
—Gernot Erler, Deputy Chair of the
SPD Group in the German Bundestag
(Deutsches Allgemeines Sonntagsblatt, 2-5-99, p. 8)

“We already went through this debate during the 1980s
with Ronald Reagan and the idea of a ‘Star Wars’ anti-
missile system. We learned how dangerous and divi-
sive it can be when you tamper with the ABM treaty,
and that is one thing that has not changed since the
end of the Cold War.”
—Senior NATO official
(“Possible US Missile Shield Alarms Europe,”
William Drozdiak, Washington Post, 11-6-99, p. 1)

“This project destabilizes the present situation. By ques-

tioning the ABM Treaty, we are moving directly from

non-proliferation to counter-proliferation.... But where

are the potential aggressors? Why should rogue states

not be persuaded by the logic of deterrence?... Might

this system not trigger a new arms race, raising the

risk of proliferation in unstable regions of the world?...

We would like this project to be studied quietly, and

without any premature decisions. But it concerns the
whole world.”

—Gen. Jean-Pierre Kelche,

French chief of defense staff

(“French Army Chief Rejects Washington'’s

Fears of a NATO Split,” Carey Schofield,

London Daily Telegraph, 11-23-99)

“We must avoid any questioning of the ABM treaty
that could lead to disruption of strategic equilibria and
a new nuclear arms race.”

“If you look at world history, ever since men began
waging war, you will see that there’s a permanent race
between sword and shield. The sword always wins.
We think that these systems are just going to spur
swordmakers to intensify their efforts.”

“China, which was already working harder than we
realized on both nuclear weapons and delivery
vehicles for them, would of course be encouraged to
intensify those efforts, and it has the resources to do
so. India would be encouraged to do the same thing,
and it, too, has the resources. And it would also in-
crease tensions within NATO, which would be too
bad.”
—French President Jacques Chirac
(“US and NATO Allied Divided Over Defense Needs,”
Craig R. Whitney, New York Times, 12-3-99, p. A6,
and “With a ‘Don’t Be Vexed’ Air, Chirac Assesses
US,” Craig R. Whitney, New York Times, 12-17-99)

“We are worried the Americans are going to ruin the
Anti-Ballistic Missile treaty, and then the whole deck
of cards would tumble down.”

—European defense official

(“Europe Disputes Need for Ballistic Missile
Defense,” Colin Clark and Luke Hill,
Defense News, 12-13-99, pp. 3, 28)
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Chapter 13

Deterrence and Diplomacy

Previous chapters have shown that the planned NMD
system would be ineffective at defending the United
States against even limited attacks by long-range bal-
listic missiles, whether launched by emerging missile
states, Russia, or China. Nor would any national mis-
sile defense address the threats posed to the United
States by other means of delivering nuclear, biologi-
cal, or chemical weapons. As discussed in Chapter 2,
several other means of delivery are far less demanding
technically and more accurate than arelong-range mis-
siles, and would therefore offer an attacker with lim-
ited technical resources a simpler and more reliable
means of attacking US territory.

Thethreat that the planned NMD systemisintended
to counter is not new. For decades the United States
relied on deterrence to cope with the far graver threat
toitsvery survival posed by Soviet nuclear-armed mis-
siles. Deterrence will continue to be the ultimate line
of defense against attacks using weapons of mass de-
struction.

The harsh truth that the planned NMD system
would not be effective means that the United States
must continue to respond to the threat of missile attack
in other ways. The United States, in concert with other
countries, can continue to reduce the missile threat
through a combination of export controls and various
cooperative measures and agreements. If preventive
policies fail, and a hostile emerging missile state ob-
tains intercontinental-range missiles armed with
nuclear, chemical, or biologica weapons, the United
States could deter the use of such weapons through the
threat of overwhelming retaliation. If such astate makes
an explicit and credible threat to launch a missile at-
tack against the United States, it may be possible to
destroy its missiles before they are launched, in accord
with the right of self-defense.

In addition, a rational approach to national secu-
rity would impel the United States to pursue research
and development programsthat would address the most
plausible means that emerging missile states could use
to deliver nuclear, biological and chemical weapons—
not just long-range ballistic missiles.

In this study, we do not examine in detail alterna-
tive means of addressing the missile threats that the
NMD system is intended to defend against. However,
for completeness, inthis chapter we briefly review some
of the other means by which the United States can ad-
dress the missile threat from emerging missile states
such as North Korea, Iran, and Irag, and from Russia
and China.

Emerging Missile States

For the emerging missile states, amajor barrier hasbeen
the acquisition of long-range missiles or the technol-
ogy to build them.

Export Controls. The centerpiece of effortsto pre-
vent the acquisition of missile technology is the Mis-
sile Technology Control Regime (MTCR). The MTCR
isavoluntary arrangement to control the export of mis-
siles and missile technologies, components, and
production facilities. The regime began in 1987 and
today 29 countries are members.! There are also

' As of March 1998, members were Argentina, Australia,
Austria, Belgium, Brazil, Canada, Denmark, Finland,
France, Germany, Greece, Hungary, Iceland, Ireland, Italy,
Japan, Luxembourg, The Netherlands, New Zealand,
Norway, Portugal, the Russian Federation, South Africa,
Spain, Sweden, Switzerland, Turkey, the United Kingdom,
and the United States. Nonmember states that have agreed
to adhere to MTCR guidelines include Bulgaria, China, the
Czech Republic, Israel, Poland, Romania, the Slovak
Republic, South Korea, and Ukraine.
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export control regimes to limit the spread of nuclear,
chemical, and biological weapons.

Export controls have slowed proliferation substan-
tially over recent decades, reducing to a handful the
number of countriesthat might acquireintercontinental -
range missiles and nuclear weapons. Export controls
deter countries from attempting to build missiles and
buy time against those that try.? Nevertheless, export
controls have not prevented proliferation altogether:
North Korea, Iran, and Irag are believed capable of
developing long-range missiles in the near future, and
India, Israel, and Pakistan have nuclear weapons. In
some cases, supplier governments are unwilling or un-
able to enforce controls. For example, there is strong
evidence that Iran received advanced missile technol-
ogy from firms in Russia, despite Russia s member-
ship inthe MTCR and repeated assurances by the Rus-
sian government that it would prevent such transfers.
Irag also demonstrated that a determined country can
develop weapons of mass destruction through a com-
bination of indigenous programs and circumvention of
export controls.

Export controls cannot be effective without the
cooperation of Russiaand China, and their willingness
to cooperate will be undermined by the US deployment
of a national missile defense system.

Cooperation. Cooperative policies, such as secu-
rity assurances and various economic or diplomatic
measures, can give countries powerful incentives to
voluntarily abandon, curtail, or reorient their weapons
programs or deployments, or never to begin such pro-
grams. This strategy has often been successful in the
past, and its future potential is substantial .

Even countriesthat are hostile to the United States
may be willing to reduce the threat they pose to the
United States, given the proper incentives.* For

2 In the cases of Argentina and Brazil, for example, export
controls hindered the development of long-range missiles
and nuclear weapons, allowing time for civilian govern-
ments to come to power in 1983-85 and put an end to
these weapons programs.

3 For example, in exchange for compensation from Russia
and various incentives from the United States, Belarus,
Kazakhstan, and Ukraine returned former Soviet nuclear
weapons to Russia following the breakup of the Soviet
Union. Also, South Korea and Taiwan abandoned their
nuclear weapons programs (in the late 1970s and 1980s,
respectively) when it became clear that continuing them
would jeopardize continued US economic engagement and
security cooperation.

*Such incentives are sometimes characterized as “bribery”
or “rewards for bad behavior,” but it is better for the United
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example, in 1994 North Korea agreed to verifiably
freeze and ultimately eliminate its plutonium-produc-
tion program in exchange for two nuclear power reac-
tors and other assistance. According to press reports,
North Koreahasindicated on several occasionsitswill-
ingness to end missile exports in exchange for aid.®
North Korea might also be persuaded to end the devel-
opment and testing of new, longer-range missiles. Fol-
lowing former Secretary of Defense William Perry’s
trip to North Korea in the spring of 1999 and the US
announcement that it would ease some economic sanc-
tions, North Korea agreed to observe a moratorium on
missile flight tests as long as discussions on these is-
sues with the United States were continuing.

Deterrence. Despite the best efforts of the United
States, it may not be able to prevent or dissuade some
countries from acquiring long-range missiles. Never-
theless, if any emerging missile state were to use, or
threaten to use, such missiles against the United States,
it would haveto disregard the fact that the United States
is by far the world's strongest military power with an
unguestioned ability to destroy the government of such
a state.

Indeed, the United States has made it clear that it
will exploit its power as a deterrent against emerging
missile states. For example, during the 1991 Persian
Gulf War, General Colin Powell threatened to destroy
Irag’' s ports, highways, railroads, airlines, oil facilities,
and, if necessary, the damson the Tigrisand Euphrates
riversif Irag used chemical and biological weapons.®

States to be pragmatic than sanctimonious. In fact, the
United States has a long history of attempting to modify the
interests of other states through a variety of incentives and
disincentives.

5 See, for example, David Wright “The Case for Engaging
North Korea,” Bulletin of the Atomic Scientists, March/April
1999, pp. 54-58, and Korean Central News Agency (KCNA)
commentary, “Nobody Can Slander DPRK’s Missile Policy,”
16 June 1998.

% On the eve of the Persian Gulf War, General Colin Powell
sent the following warning to Saddam Hussein: “Only
conventional weapons will be used in strict accordance
with the Geneva Convention and commonly accepted rules
of warfare. If you, however, use chemical or biological
weapons in violation of treaty obligations we will: destroy
your merchant fleet, destroy your railroad infrastructure,
destroy your port facilities, destroy your highway system,
destroy your oil facilities, destroy your airline infrastruc-
ture.” He added that, if driven to it, “we would destroy the
dams on the Tigris and Euphrates rivers and flood Baghdad,
with horrendous consequences.” Colin L. Powell, My
American Journey (New York: Random House, 1995),

p. 504.



Some NMD proponents, including Secretary of
Defense Cohen, argue that the United States needs an
NMD system because emerging missile states might
threaten to attack the United States with long-range
missiles to deter it from using conventional forces to
intervene in a regional conflict.” For example, North
Korea might threaten to attack the United States if it
moved to defend South Korea against an invasion by
the North. Inthe Cold War, however, even the massive
Soviet nuclear arsenal did not deter the United States
from promising to defend its European allies against a
Soviet conventional attack. Although this promise was
never put to the test, Soviet and European leaders alike
considered it credible.

Nevertheless, there may indeed be situations in
which such athreat of attack would influence US deci-
sion-making, and it would be preferable if such situa-
tions never arose. However, aUS NMD system would
not ease this problem because US leaders could not be
confident that the NMD system would be effective. If
US leaders were unwilling to take action that might
prompt a ballistic missile attack on the United States
without an NMD system, they would also be unwilling
to do so with thisNMD system.

Prelaunch Destruction. During a pre-existing
state of war, or if an emerging missile state made an
explicit and credible threat to attack the United States
with long-range missiles carrying weapons of mass
destruction, the United States could try to destroy the
missiles and their launchers before they could be used.
A first-generation intercontinental -range ballistic mis-
sile would be liquid-fueled and large. Such missiles
would not be mobile. Their location would likely be
detected by US satellites and other intelligence-gath-
ering means. While the United States failed during the
1991 Gulf War to locate and destroy any of Irag’s mo-
bile launchers for its short-range Scud missiles, this
failure does not indicate that the United States could
not destroy long-range missiles deployed by emerging
missile states on receipt of strategic warning of their
launch. Moreover, while the Rumsfeld Commission
judged that the development of long-range missiles
could escape detection for a longer period than had
previously been assumed, that does not mean that US

7 See, for example, Secretary of Defense William B.
Cohen, Testimony to the Senate Armed Services Commit-
tee, 8 February 2000. See also, Jim Garamone, “Missile
Defense Would Counter Nuclear Blackmail,” American
Forces Press Service, 7 February 2000, and William
Safire, “Team B vs. CIA,” New York Times, 20 July 1998,
p. A15.

intelligence satellites could not detect the deployment
or launch preparation of such missiles.

Of course, prelaunch destruction would be an act
of war, and it might be difficult for the United Statesto
decide to preempt even if hostilities had broken out.
The ambiguitiesthat always attend decisionsin acrisis
would, in this circumstance, be dominated by the un-
certainty about the reliability of intelligence and would
not be resolved by a missile defense of dubious effec-
tiveness. If acredible threat was made to launch weap-
ons of mass destruction at US territory, preemption
would be a serious option—one that an emerging mis-
sile state could not ignore and which would be a strong
deterrent in itself.

Boost-Phase Defenses. A boost-phase defense
system designed to destroy missiles very early in their
flight would belessvulnerable to countermeasures than
the planned US NMD system.? By destroying missiles
in their boost phase before submunitions could be re-
leased, such defenses could also be effective against
missiles carrying biological or chemical agents.® How-
ever, it should not be assumed that planned US theater
missile defenses could provide abasisfor aboost-phase
defense against long-range missiles.

A boost-phase missile defense could use very fast
interceptors deployed in underground silos or on off-
shore platforms. Because an interceptor would only
have a short time to reach the missile during its boost
phase, a boost-phase defense could only intercept mis-
silesthat were launched from pointsrelatively close to
theinterceptor sites (perhapswithin adistance of athou-
sand kilometers) and from over arelatively small area.
Consequently, the system might work against geo-
graphically small emerging missile states, but could not
provide aboost-phase defense against missiles|launched
from large countries such as Russia or China.

8 Countries seeking to defeat a boost-phase defense could
try to reduce the duration of the boost phase of their
missiles, but doing so would require developing advanced
solid-fueled missiles, which are quite different from the
liquid-fueled missiles that are now the foundation of the
missile programs in North Korea, Iran, and Iraq.

°Richard L. Garwin, “The Wrong Plan,” Bulletin of the
Atomic Scientists, March/April 2000, pp. 36-41, and
Richard L. Garwin, “Cooperative Ballistic Missile Defense,”
presented at the US State Department Secretary’s Open
Forum on National Missile Defense Against Biological and
Nuclear Weapons, 18 November 1999 (available online on
the Federation of American Scientists website at
www.fas.org/rlg/991117.htm).
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Deploying such asystem would likely face signifi-
cant policy obstacles. Deployment could raise signifi-
cant concerns in Russia and China, which might be
concerned that the United States could retrofit the fast
interceptor boosters with kill vehicles intended for
midcourse interception, making the system capable of
engaging long-range missiles launched from anywhere
in Russiaor China. Moreover, basing the defense close
enough to some emerging missile states would be a
challenge, although thiswould not bethe casefor North
Korea.

Russia and China

Nuclear-armed Russian missiles on rapid-launch sta-
tus are areal and present danger to the security of the
United States. China also has a small force of nuclear-
armed missiles capable of striking US territory. In the
case of Russia, the threat of deliberate attack has re-
ceded, but this has been superseded by the danger of
accidental, erroneous, or unauthorized launch. More-
over, as noted in the previous chapter, US deployment
of an NMD system may lead Russiaand Chinato react
in ways that increase the threat that their missiles pose
to the United States. For example, Russiamay increase
itsreliance on a“launch-on-warning” policy, and China
may deploy many more warheads than it otherwise
would have.

Russia. Only cooperation can reduce the risk of
accidental, erroneous, or unauthorized launch of Rus-
sian missiles. Accidental launch cannot be deterred. US
security is inextricably linked to the proper manage-
ment of Russia’s nuclear forces. US-Russian coopera-
tive programs are needed to prevent unintended
launches, and to reduce the risk that Russian nuclear
weapons, weapon materials or weapon know-how might
be stolen or sold. However, US NMD deployment is
likely to make such cooperation much more difficult.

Therisk of accidental, erroneous, or unauthorized
launch of Russian missiles could be reduced through a
variety of cooperative measures to reduce the size and
launch-readiness of missile forces. The current situa-
tion, inwhich both countries stand ready to launch thou-
sands of nuclear warheadsin afew minutes, is exceed-
ingly dangerous. Deterrence requires the ability to re-
taliate, not the ability to retaliate instantaneously. To
reduce the risk of accidental, unauthorized and errone-
ous attack, both countries could take their vulnerable
forces (silo-based missiles, garrisoned mobilemissiles,
and pier-side sub-launched missiles), or all their nuclear
missile forces, off rapid-launch alert status.
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In the case of the United States, which has alarge
number of invulnerable sea-based warheads, nuclear
deterrence would be robust even if al of its nuclear
weapons were incapable of immediate launch. Thisis
less clearly so for Russia, which has a smaller number
of warheads survivably deployed at any given time.
Thus, even more so than for the United States, Russian
willingness to take weapons off rapid-launch status
would depend on the state of relations between the two
countries. The US deployment of an NMD system
would not only damage such relations, but would likely
be viewed as a threat to the utility of Russia's surviv-
ablenuclear forces. Its deployment may, therefore, lead
Russia to increase the fraction of its forces ready for
immediate launch.

Another cooperative approach for dealing with ac-
cidental, erroneous, or unauthorized launcheswould be
to install postlaunch nuclear-warhead destruction de-
vices on all ballistic missiles.® Such destruction de-
vices are used in tests of US missiles for safety pur-
poses. In this case the devices would be installed on
the warheads rather than the missiles so that they could
be used even after the warhead was released from the
missile.

China. As with Russia, the only practical way to
deal with the Chinese missile threat is through a com-
bination of deterrence and cooperation.

Cooperative measures can reduce the Chinese mis-
silethreat. Chinahas at timesin the past been reluctant
to engage in arms control negotiations because its
nuclear force is much smaller than those of the United
States and Russia and | ess capabl e than those of France
and Britain. But Chinajoined the other nuclear-weapon
states in signing the Comprehensive Test Ban Treaty
and submitted it to the National People’s Congress for
ratification even after the US Senate voted the treaty
down in October 1999.** Chinaal so joined thefour other
nuclear-weapon statesin an informal freeze on the pro-
duction of fissile material for weapons, pending the
negotiation of aformal convention. Chinamay also be
willing tojoinin other arrangementsthat the other four
original nuclear-weapon states found mutually
agreeable.

19 Sherman Frankel, “Aborting Unauthorized Launches of
Nuclear-Armed Missiles Through Postlaunch Destruction,”
Science and Global Security, Vol. 2 (1990), pp. 1-20.

" “China Submits N-Test Ban Treaty to Parliament,” Reuters,
1 March 2000.



